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Kaspersky Security Center 11: onepauMOHHbLIEe CUCTEMbI U
cepBepa 6a3 AaHHbIX

* OnepaunoHHbIE CUCTEMBI:
— Windows 10 RS5 (October 2018 Update)
— Windows Server 2019

» CepBepa 0a3 gaHHbIX:
— Microsoft SQL Server 2017
— Amazon RDS (MS SQL)

— Microsoft Azure SQL DB
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New Web Console
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Web Console vs. MMC Console

Kaspersky Security Center

SECURITY-CENTER ~ £

Version: 11.2.45
Show Tutorial

Console Settings

ABC\Administrator

E¥ MONITORING & REPORTING 53 DEVICES & USERS & ROLES EQ DISCOVERY & DEPLOYMENT B, OPERATIONS Q SEARCH
[T DASHBOARD [5) REPORTS /i EVENT SELECTIONS [ NOTIFICATIONS
Protection status New devices &3 Threat activity &3
K4 Critical 2 4 1-
OK 2 3 1§
Warning 1 2 :
q z
(T . 2
10/0812018 10/15:2018 101252018 097252018 1010572018 10/15/2018 101252018 09/252013 101152018 101252018
W Critical B oK W Viaming Lest updated: 10
Most frequent threats Most heavily infected devices ] Detection of threats by application
components
1 Trojan-PSW.Win32 Mimikatz.gen 0 6 1 ALEX-DESKTOP 14
2 HEU 5 Unknown 0
3. HEURTro 2 File Threat Protection 14 ° —|—
4. HEURTro verShell Generic 1 R 2 Add widget
e Web Threat Protection 0 i s
M Ant 0
om
© 2018 AO Kaspersky Lab. All Rights Reserved KASPERSKY§
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He TpebyeT ycTaHOBKW Ha CTOPOHE
KnneHTa

HeT npmBs3Kku K onepaunoHHON
cucreme

[MopoaepxmBaet paboTy C
CEHCOPHbIM 3KPaHOM

He TpebyeT noaaepxku
6pay3epamu Java / ActiveX / Flash

B Tekyuien Bepcumn He
noanepXxvBaeTca ynpaBsneHue:
— WwundgpoBaHneM

—  MOBUMBbHbIMK YCTPOMNCTBAMMU

—  YA3IBMMOCTAMU N obHOBNEHUAMU
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OuctpudyTtus: KSC 11 Web Console

KASPERSKYE K ky Security Center 11 - IEEN
— e S i — OucTtpmnbyTtmse KSC 11 Web Console:

B — 4dBIdeTCAd 4YaCTbiO ,D,VICTpVI6yTI/IBa
o KSC
Install Kaspersky Security
Center 11 - Sl — CyuwecTByeT B BUAE OTAENBHOIo
‘wl*?;’tl_lv?t(‘ijsic::r v Security Center ler.11.2.45 ﬂMCTpM 6yTM Ba

— WasBneyb guctpmbytme KSC 11 Web
Console B Buae otgernbHOro

Install management plug-ins

> b

Extract installation packages é_ MHCTaJ—IJ—IH Ll'MOH Horo I—IaKeTa
KASPER§KY# Kaspersky Security Center 11 - IEX HEJ1b34
— MoxeT bbITb yCTaHOBMNEHa Ha
[] Kaspersky Security Center 11 Administration Server 731 Mb A
[] Kaspersky Security Center 11 Administration Console 328 Mb OT'D' en b H bl VI KO M n b I-OTe p
[] Kaspersky Security Center 11 Network Agent 44 Mb
[] kaspersky Endpoint Security for Windows (11.1.0) 214Mb
[J ios MDM server 25Mb
[] kaspersky Endpoint Security for Android 21Mb
[] Microsoft Exchange Mobile Devices Server 20 Mb

Next
_— KASPERYKY3
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Web Console: MacTep ycTaHOBKU KSC

Kaspersky Security Center 11 Administration Server

KASPERJKYE Kaspersky Security Center 11 - IEN

Install only Kaspersky Security Center

11 Administration Console _*

i

Install Kaspersky Security

Center 11
B ~ This version of Kaspersky Security Center provides an enhanced web-based
Install only Kaspersky Security Center console solution for ease of management. Do you want to deploy Kaspersky
Be8  1iNetwork Agent Security Center 11 Web Console to the target device?
E‘U rI:as;:H gfe{vr:t[\r«lgﬂc;t?ﬂ: Device Q Install management plug-ins [ Install Kaspersky Security Center 11 Web Console
) Serv
Install Microsoft Exchange Mobile [% Extract instaliation packages
Devices Server
= © 2018 AO Kaspersky Lab, All Rights Reserved
<Back | Next > | Cancel
- I-I pVI nepBOM 3anyCKe KaSpe rsS ky Kaspersky Security Center 11 Administration Server
ri nter 11 W nsol
Security Cente eb Console Kaspersky ey

Security Center Administration Server Setup Wizard has
completed.

NoAKIo4YaeTcs K JiokanbHoMy
CepBepy aaMUHUCTPUPOBaHUA
https://localhost:8080

Kaspersky Security Center 11 Administration Server has
been successfully installed.

— [logkntoveHune ¢ yoaneHHomn
MaLLUWHbI
https://<IP-address>:8080/

Click Finish to dose the Setup Wizard.

[Jstart as MMC-based Administration Console

< Back Finish Cancel
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Start as Kaspersky Security Center 11 Web Console —#

[ Kaspersky Security Center Web © X

C A Notsecure | hitps://10.28.0.201:8080/login be e

Tit

Kaspersky®
Security Center
User name
Password
© 2018 AO Kaspersky Lab. All Rights KASPERSKYS
Reserved.

Version: 11.2.45
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YctaHoBka Web

Console:
L Sanycuremactep

yCTaHOBKM

2. [NpumuTe NULEH3NOHHOE
cornaileHue

3. BblbepuTe A3bIK

4. YKaxuTe nyTb YCTAHOBKM

5. Ykaxute napameTpbl

noaknoyeHnst K Web Console

6. 3apganTe y4YeTHble 3anucu

10.

Bbibepute ceptudmkar
YkaxuTte napameTpsbl
MNOAKINYeHUs K Kaspersky
Security Center
3anycTuTe ycTaHOBKY
3aBepLuunTe yCTaHOBKY —
3anyctute KSC 11 Web
Console

KL 002.11.1: Kaspersky Endpoint Security & Management

YcTtaHoBKa Web Console

&

KSCNewWebCons

Kaspersky Security Center 11 Web Console X
@ Please select a language

[oc ] | conee

Kaspersky
Security Center

Kaspersky Security Center 11 Web Console

Welcome to the Kaspersky
Security Center 11 Web Console
Setup Wizard.

The Setup Wizard will install Kaspersky Security Center 11

Web Console on your device. Click Next to continue, or dick
Cancel to exit the Setup Wizard.

o

Web Console — 9TO oTAeMbHbIA AUCTPUBYTMB, KOTOPLIN MOXHO YCTAaHOBUTL Kak BMecTe C Kaspersky Security

Center, TaK 1 Ha OTAENbHbIV KOMMNbIOTEP

Ha nepBom war Heob6xoanmo BbIOPaTh S3blk MacTepa YCTaHOBKW, AOCTYMHO 6 S13bIKOB
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VcTaHoBka Web YcTtaHoBKa Web Console

Console:

1. 3anycTtute macTep

YCTaHOBKU Kaspersky Security Center 11 Web Console Kaspersky Security Center 11 Web Console X

2. anIMVITe JNIMUEH3NoHHOoe

!

License Agreement Language settings
cornaiiexue Please carefully read the License Agreement:
3. Bbibepute a3bIK
Ykaxute nyTb YCTAaHOBKN
5. Ykaxute napametpsi Please read the End User License Agreement, Privacy Policy, and all the linked documents This distribution package provides the following languages:
assodated with the EULA. You must accept the terms and conditions of the EULA and Privacy
nopkntoYeHust k Web Console Policy to install the application.

3apaTe y4eTHble 3anmci Kaspersky Security Center 11 Web Console, Self Service Portal, Microsoft A
. Bbibepute ceptudmkar Exchange Mobile Devices Server, Network Agent, Administration Console,
Kaspersky Security Center SHV KASPERSKY LAB END USER LICENSE
8. Ykaxute napametpb AGREEMENTS (FOR BETA VERSIONS)

If the required language is not present in the list, you can download the corresponding file by

MOAKIHO4EHNA K Kaspersky using the link below. After the file is downloaded, spedify the path by browsing to the file saved

Security Center BY CLICKING THE ACCEPT BUTTON IN THE LICENSE AGREEMENT WINDOW on disk.
OR BY USING THE SOFTWARE YOU CONSENT TO BE BOUND BY THE TERMS Additional lanquaaes
9. BanycTuTe ycTaHoBKy AND CONDITIONS OF THIS AGREEMENT. SUCH ACTION IS A SYMBOL OF v
10. 3aBepLunTe YCTAaHOBKY — Specify the path to the additional language file.
3anyctute KSC 11 Web [M1 confirm T have fully read, understood, and accept the terms and conditions of this EULA l Browse...
Console

< Back Cancel < Back Cancel

Ha cnenytowem ware Heo6XxoANMO NPUHATL NULIEH3MOHHOE CornalleHne

3ateM CMOTPUM Kakue s3blku nokanusaumm Web Console JOCTYMHbI B UHCTaANNATOpE, TakKe MOXHO
No4roTOBUTL U NOArpPYy3nTb J1tobomn sA3bIK B JSSON-popmare.

\Z"
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YctaHoBka Web

Console:
1. 3anycTtute mactep
YCTaHOBKU
2. |-|pVIMI/ITe NMueH3noHHoe
cormaweHune

3. BblbepuTte A3bIk
4. YKaxuTe nyTb yCTaHOBKM

5. YKaxute napametpbl
noakntoveHns K Web Console

3apgaiiTe y4YeTHble 3anucu
Bbibepute ceptudmkar

8. Ykaxute napameTpbl
noakntoyeHns K Kaspersky
Security Center

9. 3anycTtuTe yCTaHOBKY

10. 3aBepLunTE YCTAHOBKY —

3anyctute KSC 11 Web
Console

KL 002.11.1: Kaspersky Endpoint Security & Management

YcTtaHoBKa Web Console

Kaspersky Security Center 11 Web Console X
Destination folder
Select the destination folder.

Install Kaspersky Security Center 11 Web Console to the following folder:

C:\Program Files (x86)\Kaspersky Lab\Kaspersky Security Center Web Console]| I

Browse...

< Back Cancel

Kaspersky Security Center 11 Web Console X

Kaspersky Security Center 11 Web Console connection settings
Specify the Kaspersky Security Center 11 Web Console connection settings.

Address ’ 10.28.0.201 ‘

Port 8080 | Test |

Enable logging of Kaspersky Security Center 11 Web Console activities

< Back Next > Cancel

[lanee HeobGxoaMMO yka3aTb NyTb YCTAHOBKM, PEKOMEHAYETCS OCTaBUTb MO YMONMYaHUIO

3aTeMm Hago ykasaTb aApec U NopT, KOTopble ByayT CMNoMb30BaTbCA ANs NOAKMYeHUs K Web Console

[OBOPAT, Y4TO K penuay nopT 8080 AOMmKeH ByAeT U3MEHUTLCS Ha 443,

KASPERYKY3



YctaHoBka Web

Console:
1. 3anycTtute mactep
YCTaHOBKU
2. |-|pVIMI/ITe NMueH3noHHoe
cormaweHune

3. Bbibepute A3bIK
YKaxute nyTb YyCTaHOBKM

5. Ykaxute napameTpbl
noaknoyeHns Kk Web Console

3apanTte yyeTHble 3anucu
Bbibepute ceptudmkar

8. Ykaxute napameTpbl
noakntoyeHns K Kaspersky
Security Center

9. 3anycTtuTe yCTaHOBKY

10. 3aBepLunTE YCTAHOBKY —

3anyctute KSC 11 Web
Console

KL 002.11.1: Kaspersky Endpoint Security & Management

YcTtaHoBKa Web Console

Kaspersky Security Center 11 Web Console X

Account settings
Specify the Kaspersky Security Center 11 Web Console account settings.

The Node.js account and update service account are required for starting and updating
Kaspersky Security Center 11 Web Console. You can use the default accounts or specify custom
ones.

(® Use default accounts

(O Specify custom accounts

< Back Cancel

Kaspersky Security Center 11 Web Console X

Client certificate
Select how to spedify the certificate:

@ Generate new certificate

Make sure the below domain is trusted.

Domain ABC

(O Choose existing certificate

C:\Program Files (x86)\Kaspersky Lab\Kaspersky Se Browse. ..

C:\Program Files (x86)\Kaspersky Lab\Kaspersky Se Browse...

< Back Cancel

Mo ymonyaHuto, cny»x6bl Web Console 6yayT 3anyckaTbCsl Nofg CUCTEMHbBIMU YYETHBIMM 3aNUCSIMU, HO

MO>XHO 3a4aTb CBOU

Cnepyowmn War aTo co3gaHune ceptudmkaTa Beb-cepBepa, Ha KoTopom ByaeT KpyTnutbca Web Console.
CepTudomkat 6ygeT reHepupoBaTbCA aBTOMaTUYECKM UM MOXHO MOASTIOKUTL CBOW.

KASPERYKY3



YctaHoBka Web
Console:

10.

3anyctuTte macTtep
YCTaHOBKM

anIMI/ITe JIMLUEeH3NOHHOoOe
cornawleHune

BbibepuTe a3blk

YKaxuTte nyTb yCTaHOBKM
YkaxuTte napameTpbl
noakno4veHust K Web Console
3apgaiiTe y4YeTHble 3anucu
Bbibepute ceptudukat
YkaxuTte napameTpsbl
NoOKIMYEHUS K Kaspersky
Security Center

3anycTuTe ycTaHOBKY
3aBepLuunTe yCTaHOBKY —
3anyctute KSC 11 Web
Console

KL 002.11.1: Kaspersky Endpoint Security & Management

YcTtaHoBKa Web Console

Kaspersky Security Center 11 Web Console X

Trusted Administration Servers
Specify the settings of trusted Administration Servers.

Edit Administration Server X

You must create a list of trusted Administration Servers entitled to connect to Kaspersky Security
Center 11 Web Console. After installation, Kaspersky Security Center 11 Web Console will only Administration Server name SECURITY-CENTER I
connect to the Administration Servers listed below. You can start the installer in Modify mode to
edit the list of Administration Servers after installation. - .
Administration Server address I localhost l
9 Administration Server port 13299
List of trusted Administration Servers
Administration Server certificate I C:\ProgramData\Kaspersky Browse
Address Port Certificate Add
Delete
Update Cancel
Edit

Next > Cancel

Ha aTom ware agMMHUCTPAaTop YKasbIiBa€eT C KakMMu Kaspersky Security Center CMOXeET B3anmogenctesoBatb Web Console

Ecnn Web Console ctaButcs Ha KOMMbIOTEP, HA KOTOPOM Yy>Ke ycTaHoBreH KSC, To 3TOT KSC aBTOMatn4ecKkn nosiBUTCA B
Crincke

MopT CepBepa agMUHUCTPUPOBAHUSA, MO YMONYaHuio 13299, HO ero MOXXHO M3MeHUTb B cBoncTBax Cepeepa

KASPERYKY3



VcTaHoBka Web YcTtaHoBKa Web Console

Console:

1. BanyctuTe macTtep
YCTaHOBKMU Kaspersky Security Center 11 Web Console
2. [lpumunTe NUUEH3NOHHOE
cornawleHune
3. BblbepuTe A3bIK
Ykaxnte nyTb YCTaHOBKU
5. YkaxuTe napameTpsbl The installer will deploy Kaspersky Security Center 11 Web Console to this device. Click Install to

start installation, or dick Cancel to exit the Setup Wizard.
noaknoyeHnst K Web Console
3apaiite y4yeTHble 3anucu
Bbibepute ceptudmkar

8. Ykaxute napameTpbl )
MNOAKINYeHUs K Kaspersky

!

Kaspersky Security Center 11 Web Console

Kaspersky

Everything is ready for Kaspersky Security Center 11 Web Console installation@
Security Center

Kaspersky Security Center 11 Web Console has been
successfully installed on your device. You can start using
Kaspersky Security Center 11 Web Console by simply
entering the address in the address bar of your browser.
Click Finish to dose the Setup Wizard.

Start Kaspersky Security Center 11 Web Console in your
browser

< Back I Install I Cancel < Back Finish Cancel

[MpegnocnenHui Wwar — 3To 3anyCTUTb NPOLECC YCTaHOBKM KHOMKOM Install.

Hy n nocneaHwui war — 3anyctutbs Web Console 1 3aBepLUMTb MacTep UMK NPOCTO 3aBepLUXUTbL MacTep.

\Z"
KL 002.11.1: Kaspersky Endpoint Security & Management KAsPERSK 12



Cnyx0bl Web Console

L Services — O X

File Action View Help B npouecce yctaHoBkn Web Console

= [ E G | > @ yCTaHaBnuBalTCs cneayrowme cryxooi:

</, Services (Local) Name 2 Description Status Startup Type Log On As e
@;Ipsec Policy Agent Internet Pro... Running  Manual (Trig...  Network Service - KaSpe rs ky Secu r|ty Center Ma nagement
-SJ‘ Kaspersky Lab activation proxy server Service allo... Running  Automatic AKIScSve Service
-.Q Kaspersky Lab Web Server Kaspersky L... Running  Automatic AKIScSve
‘€ Kaspersky Security Center 11 Administration Server Administrat... Running  Automatic AKL-AK-388C4967... — Kaspe rsky Security Center Web Console
SJ. Kaspersky Security Center 11 automation object Kaspersky S... Manual Network Service

. — Kaspersky Security Center Web Console

tKaspersky Security Center Web Console Kaspersky S... Running Automatic Network Service Message Queue _ I'IJ'IaTCbOpM&l ans
& Kaspersky Security Center Web Console Management Service Manageme... Running  Automatic Local System

Q‘ Kaspersky Security Center Web Console Message Queue Kaspersky S... Running  Automatic Network Service O6pa6OTKM Oqepeﬂ.l’l COO6 LLHEeHN Vl Ha
. 6ase NSQ

-5,2 KDC Proxy Server service (KPS) KDC Proxy S... Manual Network Service

Q KtmRm for Distributed Transaction Coordinator Coordinates... Manual (Trig... Network Service
'-Q; Link-Layer Topology Discovery Mapper Creates a N... Manual Local Service
Q‘ Local Session Manager Core Windo... Running Automatic Local System
Q» Microsoft (R) Diagnostics Hub Standard Collector Service Diagnostics ... Manual Local System
{} Microsoft Account Sign-in Assistant Enables use... Manual (Trig...  Local System
Q, Microsoft App-V Client Manages A... Disabled Local System
;‘.;;;);;Microsoft iSCSI Initiator Service Manages In... Manual Local System
Q Microsoft Passport Provides pr... Manual (Trig...  Local System
€} Microsoft Passport Container Manages lo... Manual (Trig... Local Service
.‘.}): Microsoft Software Shadow Copy Provider Manages so... Manual Local System
Q‘ Microsoft Storage Spaces SMP Host service... Manual Network Service
'\Q;Net.Tcp Port Sharing Service Provides abi... Disabled Local Service v

Extended )\Standard /

KASPERYKY3
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Web Console: B3anmoageucreue

[ Kaspersky Security Center Web © X

& C A Notsecure | hitps://10.28.0.201:8080/login * O
Tit
Kaspersky®
Security Center c KSC Open API
HTTP | c
e n°‘:' el o epsep Web (HTTPs protocal) Kaspersky Security
KU nHTepdenc Console — Center

Password Web COHSO'E NOde.jS
© 2018 AO Kaspersky Lab. All Rights KASPERSKYS
Reserved.

Version: 11.2.45

KASPERYKY3
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MoaknoyeHUe K HeCKonbKUm KSC

Kaspersky Security Center 11 Web Console X

Trusted Administration Servers
Specify the settings of trusted Administration Servers.

You must create a list of trusted Administration Servers entitied to connect to Kaspersky Security
Center 11 Web Console. After installation, Kaspersky Security Center 11 Web Console will only
connect to the Administration Servers listed below. You can start the installer in Modify mode to
edit the list of Administration Servers after installation.

List of trusted Administration Servers

Name Address Port Certificate Add

KSC_1 10.28.0.20 13299 C:\ProgramData'Ka... i Delete

KSC_2 10.28.0.220 13299 C:\ProgramData'Ka... -
Edit

<o ==

KL 002.11.1: Kaspersky Endpoint Security & Management

[ Kaspersky Security Center Web ¢ X

&

C A Notsecure | hitps://10.28.0.201:8080/login

T4t

Kaspersky®
Security Center

Server name

KSC Server - 10.28.0.20

User name

Password

LOGIN

© 2018 AO Kaspersky Lab. All Rights
Reserved.
Version: 11.2.45

KASPERSKY#

>

3anyctutb Update B MacTepe
yOoaneHus nporpammbl

Ecnn Web Console BUAUT, 4TO Y Hee
BonbLue 0gHOro 40OBEPEHHOIO
cepBepa, TO Ha CTpaHuue BXxoga
NOSABUTCSA OOMNONHUTENBbHOE Norse
Server name

| Trusted servers ]

KSC Server - 10.28.0.20

| KSC Server - 10.28.0.200 ]

KASPERYKY3



TpeboBaHuA K Opay3epam anga paboTbl ¢ Web Console

« [logpepxnBaemble bDpaysepsbl:
— Google Chrome

— Moizilla Firefox

— Safari

\Z"
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I'ae 4TO B Kaspersky Security Center Web Console?

[Mpu nepBomM noaknoveHnn K Web
Console BbickakmBaeT Tutorial

OT0 17 Wwaros, KOTOPble paccKasblBaloT,
raoe 4to Haxoautca B Web Console

Mbl pekomeHayeM 03HaKOMUTLCS C 3TUM
Tutorial

Ecnu Bbl cnyyanHo 3akpbinu Tutorial nnu
XOTUTE eLle pa3 03HaKOMUTbLCS C HUM, B

rmaBHOM OKHE BHU3Y eCTb CCbifika Show

Tutorial

[Mpn NnepBOM NOLKNKOYEHNN NOCE
3aKkpbITUA Tutorial 3anyckaetca Quick
o Start Wizard

Welcome to the tutorial mode of Kaspersky Security Center 11! This short tour guides you to key interface elements
and leads you through a simplified scenario of deploying protection in your network. In this mode, your actions are not
applied to the real infrastructure—you're just practicing

Version: 11.777.
Show Tutorial

KASPERYKY3
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MacTtep nepBoHa4YanbHON HACTPOUKH

Quick Start Wizard

Welcome to the Quick Start Wizard of Administration Server SECURITY-CENTER

This Wizard performs initial configuration of Administration Server and downloads updates. It also helps you to do the following

- Activate Kaspersky Security Center 11

- Configure delivery of notifications by email

- Specify the proxy server settings

KL 002.11.1: Kaspersky Endpoint Security & Management

MacTtep nepBoHa4yanbHOW HACTPOWUKMK
3arnyckaeTcd rnocre nepsoro
NOLKINIOYEHNS K CEPBEPY N FOTOBUT
cepsep K pabore:

— Co3pgaeT 3agayun 1 NONIUTUKK

— 3arpyxaet 06HOBMEHUS B
XpaHunuiie Ha Cepsepe
aaMWHNCTPUPOBAHUS

MacTep npocut agMUHUCTpaTopa:

— HacTtpouTtb nogkntoveHune K
NHTepHeT

— J[o6aBuUTb NULEH3UIO

— [lpuHATE cornalueHmne Kaspersky
Security Network

— YKasartb No4YToBbIN agpec, Ha
KOTOpbIN ByayT NPUXOANTL OTYETLI U
yBe4OMIEHNS

KASPERYKY3



MacTtep
nepBoHayarbHON
HaCTPOWKN:

1.

U

HacTpownTte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
J[lobaBbTe nNULIEH3UIO
3arpysuTte HOBblE MnaruHbl
MpymuTe cornaweHne KSN
Hante mactepy cosgaTb
3aauv 1 NONUTUKK
3anycTtuTe ckaHnpoBaHue
cetu

YKaxute no4TOBbIN ALLMK
Ansi yBeAOMITEHNA 1 OTHETOB
He 3anyckante mactep
pacnpoCTpaHeHNst 3aLLMThl

KL 002.11.1: Kaspersky Endpoint Security & Management

Hactpouka goctyna B UHTepHeT

) Quick Start Wizard M YKaxnte napameTpbl NPOKCU-

cepBepa 4s1a AocTyna B
| st o Wismataseis NHTepHeT, unu nponyctuTe aToT
Liar, ecnv s gocTyna B
NHTepHeT npokcu-cepeBep He
ncnonb3yercs

foctyn B UHTEpHET HyXeH:
— Yt06bI 3arpyxaTtb 0OHOBNEHNS

— YT00bI NEpeHanpaBnATb 3anpochl
B Kaspersky Security Network OoT
KIMMEHTCKMX KOMMbIOTEPOB, Koraa
CepBep agMUHUCTPUPOBAHMUSA

BACK BLICTYNaeT B porin KSN Proxy

KASPERYKY3



Macrep 3arpy3ka ooHoBrneHUn

nepBOHaqaanoﬁ
HaCTPOWKN:
1. Hactpoiite noakmnoyeHue K 28 Guick Stoc Wiz CepBep agMUHUCTPUPOBAHUS
VIreprer aBTOMaTUYECKN 3arpyxaeT
2. 3arpyaute o6HOBMNEHUSA Downloading required updates
3. [JobaBbre NULEH3MIO — OOHOBNEHNA A4 NPOAYKTOB,
4. 3arpysuTe HOBble NNarvHbi MHCTaAJJTAUNOHHbIE NaKeTbl
Please wait for completion of the check for required updates and of information retrieval
5. an/IMVITe cornaweHue KSN 9 KOTOprX eCTb B XpaHM”MLU‘e
6. [Hante macTtepy co3gatb
3a7a4u 1 NOMUTUKU
7 SELEUICEIT RN KHorka Next He npepbiBaeT
8. YKaxuTe NoyToBbIN ALNK OOHOBMNeHue

AN yBeAOMITEHU 1 OTYETOB

9. He 3anyckante mactep
pacnpoCcTpaHeHWs 3aLLnThbI

KASPERYKY3
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MacTtep
nepBoHayarbHON
HaCTPOWKN:

1.

o U A N

HacTpownTte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
[obaBbTe NULEH3MIO
3arpyaunte HoBbl€ NfaruHbl
MpymuTe cornaweHne KSN
Hante mactepy cosgaTb
3aauv 1 NONUTUKK
3anyctuTe ckaHupoBaHue
cetu

YKaxute no4TOBbIN ALLMK
Ansi yBeAOMITEHNA 1 OTHETOB
He 3anyckante mactep
pacnpoCTpaHeHNst 3aLLMThl

KL 002.11.1: Kaspersky Endpoint Security & Management

Bbi6op nuueH3un

Quick sart Wizard AkTusunpymnte Cepsep
aAMUWHUCTPUPOBAHUSA NNLEH3NEN
B BUAe KOAa akTmsauumv Unm
doanna-kro4a

Application activation

JInbo nponycTuTe 3TOT LWar n
aKkTuBmpymnTe Kaspersky Security
Center no3xe

KASPERYKY3



MacTtep
nepBoHayarbHON
HaCTPOWKN:

1.

o U A N

HacTpownTte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
[obaBbTe NULEH3MIO
3arpysuTte HOBblE MnaruHbl
MpymuTe cornaweHne KSN
Hante mactepy cosgaTb
3aauv 1 NONUTUKK
3anycTtuTe ckaHnpoBaHue
cetu

YKaxute no4TOBbIN ALLMK
Ansi yBeAOMITEHNA 1 OTHETOB
He 3anyckante mactep
pacnpoCTpaHeHNst 3aLLMThl

KL 002.11.1: Kaspersky Endpoint Security & Management

>) Quick Start Wizard

Application activation

Select option

BAJ74-S9ZWR-9EV52-G1G52

SEND

3 keys have been added to the repository

AKTBaUuUAa Koaom

[na akTnBaunmn KOLOM HY>XEH
noctyn B IHTepHeT

Kooom MOXXHO akTUBMpOBaTb
cpasy u CepBep
aaAMUHUCTPUPOBaHUA U Kaspersky
Endpoint Security Ha KOMNblOTEpPaX

Onuunga aBToMaTUYECKU
pPacrnpocTpaHATb INLEH3NIO HA
KITMEeHTCKMe yCTPOUCTBa
OTCYTCTBYET, HO €e MOXXHO
yKasaTb no3sgHee, YTobbl He
BblIOMpaThb NULEH3NIO B 3aa4ax
yOarneHHOM yCTaHOBKU

KASPERYKY3



MacTtep
nepBoHayarbHON
HaCTPOWKN:

1. Hactponte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
[obaBbTe NULEH3MIO
3arpyaunte HoBbl€ NfaruHbl
MpymuTe cornaweHne KSN
Hante mactepy cosgaTb
3aJa4u 1 NONUTUKK
7. 3anycTtuTe ckaHMpoBaHue
cetu
8. YKauTe NoYTOBbIN ALLUNK
Ansi yBeAOMITEHNA 1 OTHETOB
9. He 3anyckante mactep
pacnpoCcTpaHeHWs 3aLLnThbI

o U A N
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Quick Start Wizard

Application activation

code

srity for Storage, Server International Edition. 10-14

AKTBaLUUA KITHOYOM

Security

NHTepHeT

Kroda ecTb onuus
aBTOMaTUYECKOro
pacnpocTpaHeHus

Ecnun aktuBnpoBatb CepBep
aAMNUHUCTPUPOBAHNS KITHOHOM,
Nno3xe Hy>XHo byaeT nobaBUTbL Ha
CepBep eLle oauH KIod, YTOobbI
akTnempoBaTb Kaspersky Endpoint

Mcnonb3ynTte aktmBaumio
KSTHO4OM, €CINU HET 4OCTyna B

B oTnnuum oT koga akTuBaumm y

KASPERYKY3



MacTep Cnucok YCTAHOBJI€HHbIX NMJ1artmHoOB

nepBoHayarbHON
HaCTPOWKN:

1. Hactpoiite noakmnoyeHue K 28 Guick Stoc Wiz MacTep nepBoHayanLHOn
ViTepHer HaCTPOWKM NOKa3bIBAET CMUCOK

SarpysvlTe obHoBEHUS Installation of plug-ins for managed applications
No6aBbTe NULEH3NI0 npeaycraHoBJ1EHHbIX MJ1arnHoB

3arpyaute HoBbl€ NnarnHbl

rpumuTe cornaiuere kSN RS Takke MOXHO NPOBEPUTL ECTb MH
D-aMTe MacTepy cosgarb Name Version Status Installed Updated Last backed up version  New version avai

3a4auu v NonUTUKK . R apyrmne goCTtynHble niiarnHbl Un
7 Sanyc'n/rre CcKaHMpoBaHue 11.0.0.1019 nstalled  01/09/2019 1:22 pm O6HOBJ_IeHVIH ﬂ'ﬂﬂ y)Ke

cet
8.  YKaXuTe NouToBbIN SLLMK YCTAHOBJ1EHHbIX

Ansi yBeAOMITEHNA 1 OTHETOB
9. He 3anyckante mactep
pacnpoCcTpaHeHWs 3aLLnThbI

<~ Refresh + Add Update plug- Delete % Create backup coy —+ Add from file

o N W N

001 nstalled  01/09/2019 1:22 pm

11.0.0.1019 nstalled  01/09/2019 1:22 pm

KASPERYKY3
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MacTtep
nepBOHaqaanoﬁ
HaCTPOWKN:
1. Hactponte nogkntoyeHue K
WHTepHeT
3arpyaute obHoBMNeHUA
J[lobaBbTe nNULIEH3UIO

3arpyaute HoBbl€ NnarnHbl

MpymuTe cornaweHne KSN

Hante mactepy cosgaTb

3aJa4u 1 NONUTUKK

7. 3anycTtuTe ckaHMpoBaHue
cetu

8. YKauTe NoYTOBbIN ALLUNK
Ansi yBeAOMITEHNA 1 OTHETOB

9. He 3anyckante mactep

pacnpoCcTpaHeHWs 3aLLnThbI

o N W N
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3arpys3kKa nrfaruHoB

Takke nnarMH Mo)KHo Jo6aBuUTb U3
dhanna, ons 3TOro Hy>HO yKa3aTb

NyTb K zip-apXMBY N KOHTPOSbHYHO

- CyMMy

> Check for updates

Last backed up versi

1/16/2019 3:56 pm

Administration Agent

Add from file

ZIP file with updates web_plugin_kes_111.0.zip
UPLOAD ZIP FILE b

SHA-256 hash for uploaded file

65616685fda5f0aa34326c504212579cfc2df7ff21723aaacbb8d

KASPERYKY3



MacTtep
nepBoHayarbHON
HaCTPOWKN:

1.

ol B W N

HacTpownTte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
J[lobaBbTe nNULIEH3UIO
3arpysuTte HOBblE MnaruHbl
MpumnTte cornaweHne KSN
Hante mactepy cosgaTb
3aauv 1 NONUTUKK
3anycTtuTe ckaHnpoBaHue
cetn

YKaxute no4TOBbIN ALLMK
ONs yBEAOMSIEHMI U OTHETOB
He 3anyckante mactep
pacnpoCTpaHeHNst 3aLLMThl
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Kaspersky Security Network

>) Quick Start Wizard

Kaspersky
Security Network

KSN Statement

KASPERSKY SECURITY NETWORK (KSN) STATEMENT

Kaspersky Security Netw

(hereinafter “Softw
KSN Statement
specifies

Carefully read the terms of the KSN Statement, as well as all documents referred to

ons, responsibilities and procedures relat ng to trans

® | agree to use Kaspersky Security Network

do not agree to use Kaspersky Security Network

ork Statement (hereinafter "KSN Statement’) relates to the computer program Kaspersky Security Center 11

ssing of the da

n the KSN Statement, before accepting it

ndicated in the KSN Statement

Kaspersky Security Network (KSN) aTo
NOCTOSIHHO OOHOBNSIEMAas OHNaNH-
6asa (B «obnake») penytaumm
ncnonHsiemMblx pannos n Beb-
pecypcoB

Kaspersky Endpoint Security nony4aer
N3 KSN camyto CBEXYHO
MHdopmMaumio 06 yrposax n o
doannax, KOTopbIM MOXXHO JOBEPATb

[MpnHKMasn cornateHme KSN,
agMuHuUcTpaTtop Bknoyaet KSN angd
Kaspersky Endpoint Security B
NOSINTUKE MO yMOonYaHuto 1 ang KSC
B CBOMCTBax cepBepa
aaMUHUCTPUPOBAHUA

ALOMUHUCTPATOP BCerga MoXeT
BKITHOMMUTb UMK BbIKNOYUTL KSN ansa
noboro npoaykTa B HACTPONKax nnm
NoNUTUKE NpoaykTa

KASPERYKY3



MacTtep
nepBoHayarbHON
HaCTPOWKN:

1. Hactponte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
J[lobaBbTe nNULIEH3UIO
3arpyaunte HoBbl€ NfaruHbl
MpymuTe cornaweHne KSN
[ante macTtepy cosgatb
3aJa4u 1 NONUTUKK
7. 3anycTtuTe ckaHMpoBaHue
cetu
8. YKauTe NoYTOBbIN ALLUNK
Ansi yBeAOMITEHNA 1 OTHETOB
9. He 3anyckante mactep
pacnpoCcTpaHeHWs 3aLLnThbI

B e
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Co3gaHue 3aga4 v NOJIUTUK

>) Quick Start Wizard

The Wizard guides you through creation of basic security tasks and policies.

Kaspersky Security Center Network Agent

Policy for Kaspersky Security Center 11 Network Agent

Kaspersky Security Center Administration Server

\dministration Server repository

N
U

Policy for Kaspersky Endpoint Security 11 for Windows

Updates installation

BACK CREATE

MacTtep co3gaet 3agaym
CepBepa agMUHUCTPUPOBaHUS:

— 3arpyska oOHOBIIEHUN B

XpaHunuile

— Ob6cnyxnBaHue 6a3sbl JaHHbIX

— PesepBHoe konupoBaHue

AaHHbIX CepBepa
aAMUHUCTPUPOBaHMS

KASPERYKY3



MacTtep
nepBoHayarbHON
HaCTPOWKN:

1. Hactponte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
J[lobaBbTe nNULIEH3UIO
3arpyaunte HoBbl€ NfaruHbl
MpymuTe cornaweHne KSN
[ante macTtepy cosgatb
3aJa4u 1 NONUTUKK
7. 3anycTtuTe ckaHMpoBaHue
cetu
8. YKauTe NoYTOBbIN ALLUNK
Ansi yBeAOMITEHNA 1 OTHETOB
9. He 3anyckante mactep
pacnpoCcTpaHeHWs 3aLLnThbI

B e
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Co3gaHue 3aga4 v NOJIUTUK

>) Quick Start Wizard

The Wizard guides you through creation of basic security tasks and policies.

Kaspersky Security Center Network Agent

« Policy for Kaspersky Security Center 11 Network Agent
Kaspersky Security Center Administration Server

¥ Download updates to the Administration Server repository
« Datab ain

v Backup of Administration Server data

e mait ance

Kaspersky Endpoint Security (11.1.0)
< Policy for Kaspersky Endpoint Security 11 for Windows

Updates installation

BACK CREATE

MacTep co3gaert rpynnoBbie
NOSTNTUKMN:

— AreHTa agMUHUCTPUPOBAHMS
KSC

— Kaspersky Endpoint Security for
Windows

[pynnoBble 3agaun:

— YcTaHoBka 0OHOBNEHUN

KASPERYKY3



MacTtep
nepBoHayarbHON
HaCTPOWKN:

1.

U

HacTpownTte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
J[lobaBbTe nNULIEH3UIO
3arpyaunte HoBbl€ NfaruHbl
MpymuTe cornaweHne KSN
Hante mactepy cosgaTb
3aauv 1 NONUTUKK
3anyctuTe ckaHupoBaHue
cetu

YKaxute no4TOBbIN ALLMK
ONs yBEAOMSIEHMI U OTHETOB
He 3anyckante mactep
pacnpoCTpaHeHNst 3aLLMThl

KL 002.11.1: Kaspersky Endpoint Security & Management

CkaHMpoBaHue ceTn

>) Quick Start Wizard

Network poll
||

Network poll is in progress

BACK NEXT

MacTep 3anyckaet

CKaHunpoBaHune cetun cpegcrsamMu

Microsoft Windows

KASPERYKY3



MacTtep
nepBoHayarbHON
HaCTPOWKN:

1.

U

HacTpownTte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
J[lobaBbTe nNULIEH3UIO
3arpyaunte HoBbl€ NfaruHbl
MpymuTe cornaweHne KSN
Hante mactepy cosgaTb
3aga4u 1 NONUTUKK
3anyctuTe ckaHupoBaHue
cetu

YKaXnuTe noYToBbIN ALK
OIS YBEAOMSIEHMIN U OTHETOB
He 3anyckante mactep
pacnpoCTpaHeHNst 3aLLMThl

KL 002.11.1: Kaspersky Endpoint Security & Management

HacTpouka goctaBKky NOYTOBbIX

>) Quick Start Wizard

Specify email address for error notifications

administrator@abc.lab

Email address
SMTP server address 10.28.0.10
SMTP server port 25

ESMTP authentication required

SEND TEST MESSAGE

yBeOOMITeHNU

MapameTpbl UCNOMNb3YTCA ANs
[0CTaBKN YyBeOOMMEHWI U
OTYETOB

OpgHako macTep He co3paet
3agavy paccbISikv OTYETOB, HO ee
MOXHO CO34aTb BPY4HYIO B
noboe Bpems

KASPERYKY3



MacTtep
nepBoHayarbHON
HaCTPOWKN:

1. Hactponte nogkntoyeHue K
WHTepHeT

3arpyaute obHoBMNeHUA
J[lobaBbTe nNULIEH3UIO
3arpyaunte HoBbl€ NfaruHbl
MpymuTe cornaweHne KSN
Hante mactepy cosgaTb
3aJa4u 1 NONUTUKK
7. 3anycTtuTe ckaHMpoBaHue
cetu
8. YKauTe NoYTOBbIN ALLUNK
0115, yBEAOMIIEHUI . OTHETOB
9. He 3anyckante mactep
pacnpocTpaHeHus 3aLuThbl

U

KL 002.11.1: Kaspersky Endpoint Security & Management

3aBepLueHue nepBoHa4vYaribHON HACTPOUNKHU

>) Quick Start Wizard

Initial setup of Administration Server SECURITY-CENTER has completed

Start Protection Deployment Wizard

FINISH

CHMMUTE OTMETKY Yy NapamMeTpa
Start Protection Deployment Wizard

He HaunHanTe pasBopadmBaTthb
3alUnTy, NokKa He NOAroToBUTECH

KASPERYKY3



ABTOMaTUYecKoe pacnpocTpaHeHue NULUEeH3nn

Kaspersky Security Center ADMINISTRATION SERVER SECURITY-CENTER ~ £ Console Settings v

EJ MONITORING & REPORTING 58 DEVICES & USERS & ROLES EQ DISCOVERY & DEPLOYMENT B OPERATIONS

LICENSING THIRD-PARTY APPLICATIONS " REPOSITORIES KASPERSKY LAB APPLICATIONS

-+ Add * Delete 7> Refresh

Application name

s
)
T
(@]
=]
2
=
n
=1
[
=
9
L
L

AB

= Filter
Key

forWSandFS  250A-00045

L) Kaspersky Endpoint Security for Business - Advanced International Edition. 10-14 Node 1 year NFR License: Kaspersky Security

Kaspersky Endpoint Security for Business - Advanced International Edition. 10-14 Node 1 year NFR License: Security Center

Kaspersky Endpoint Security for Business - Advanc 250A-000451-571795B2

ey type
License term (days) 365
License expiration date 02/18/2019 4:00 pm
Key expiration date 02/18/2019 4:00 pm
Limit 14

® 2018 AQ Kaspersky Lab. All Rights Reserved @D Deploy key automaticall
Version: 11.777.2570

250A-0003F'

vanced International Editiocn

urity for WS and FS

Show Tutorial

KL 002.11.1: Kaspersky Endpoint Security & Management

Ecnn B MacTepe nepsBoHavasribHOM
HaCTPOWKN [06aBNANCA KO4 akTuBauuuy,
TO NOCIie 3aBepLUeHns MacTepa
peKkoMeHaYyeTCs BKIMHOUYNTL OMNUMIO
aBTOMaTM4YECKOro pacnpoCcTpaHeHus,
YTOObLI HE 3abbITb

KASPERYKY3



TabopaTopHasn padboTta Ne1

YcTtaHoBKa Beb-KoHconu Kaspersky Security
Center

1. YctaHoBuUTe Beb-koHconb Kaspersky Security Center

2. [Tlpongnte mactep nepsoHayarbHON HACTPOUKM
CepBepa agMMHUCTPUPOBaHUS

KASPERYKY3
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N3meHeHns B UHTepdence MMC-KOHCONY aAMUHUCTPUPOBAHNS

KASPERYKY3
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Kaspersky Security Center 11: uameHeHus B UHTepdence

Kaspersky Security Center 10

Kaspersky Security Center 11

V. Kaspersky Security Center 10
v [ Administration Server SECURITY-CENTER
] Managed devices
&' Device selections
L1 Unassigned devices
=7 Policies
Tasks
E=:] Kaspersky Lab Licenses
v BE Advanced
A User accounts
v [C] Application management
- Application categories
- Applications registry
Executable files
Software vulnerabilities
Software updates
1 Remote installation
Q_ Network poll
v H Repositories

Quarantine
Backup
Unprocessed files

V. Kaspersky Security Center 11
v [ Administration Server SECURITY-CENTER
] Managed devices
&' Device selections
L1 Unassigned devices
=7 Policies
Tasks
E=:] Kaspersky Lab Licenses
v BE Advanced
A User accounts
v [C] Application management
- Application categories
- Applications registry
Executable files
Software vulnerabilities
Software updates

Multitenant applications

i Remote installation
Q. Network poll

Kaspersky Lab software updates and patches

! Deleted objects

v H Repositories

- Kaspersky Lab software updates and patches

- Triggering of rules in Smart Training mode I

Quarantine
Backup

«  Active threats

KL 002.11.1: Kaspersky Endpoint Security & Management

HoBble y3nbl B AepeBe KOHCOMM
CepBepa AOMUHUCTPUPOBAHUSA:

— Multitenant applications
— Deleted objects

— Triggering of rules in Smart Training
mode

— Active threats

KASPERYKY3



Kaspersky Security Center 11: y3en Deleted objects

P& Kaspersky Security Center 11 = X
File Action View Help

, - — B y3en Deleted objects nonagator
e 2B 0 E |
5‘ KEasZedr'snkI);“S::;::yn E:rr:/teeerSCURITY-CENTER Administration Server SECURITY-CENTER > Advanced > Deleted objects POIICY Bce CyLLlHOCTM' y KOTOp bIX eCTb

v [J Managed devices 2 TaSk
: o Deleted objects . .
o Installation package | peBU3nNN:

> L Workstations

2 e Virtual Administration Server Refesh . .
> ponce ikss — Policies
B Tosks v No filter specified, records total: 8. Adiust fiter

E‘:i Kzsperskz Lab Licenses Type: Secur'ty group —_— Ta S ks
v i Tﬁfﬁimum ) Administration group

v O App:;;tl:::hr::::f:;ir:s o , a I |nSta||atI0n paCkageS

ve columns

« Applications registry

ool Neme . Tpe Time — Virtual Administration Servers

i SRy s [ ] Database maintenance Task 10/26/201812:31:43PM  ABC\Administrator Database maintenance &
- Multitenant applications [=] Deploy Kaspersky Security Center 11 Network Agent (11.0.0.887)  Task 10/26/2018 12:31:40 PM  ABC\Admiinistrator Properties —_— U S e rs

, 1 Remote installation = i0S MDM Server (11.0.0.887) Installation package 10/25/2018 4:43:49PM  ABC\Administrator Name: Database maintenance

> Q Network poll . Jon Snow User 10/26/2018 12:36:10PM  ABC\Administrator Type: Task

g" Deleted objects & Kaspersky Endpoint Security for Windows (11.1.0) (1) Policy 10/26/2018 12:31:31 PM  ABC\Administrator Time: 10/26/2018 12:31:43 PM —_— Se C u r i ty g ro u ps

v H Repositories & Kaspersky Security Center Network Agent (1) Policy 10/26/2018 12:31:29PM  ABC\Administrator User: ABC\Administrator
« Kaspersky Lab software updates and patches 1) Managed devices/Workstations/Test/ Administration group  10/25/2018 4:46:28 PM ABC\Administrator
- Triggering of rules in Smart Training mode ™ Microsoft Exchange Mobile Devices Server (11.0.0. i :43: ini Actions —_ Ad 1 1 1
i g (11.0.0.887) Installation package 10/25/2018 4:43:46 PM ABC\Administrator ‘ m I n I St ra t I 0 n g ro u ps

*| Properties

«4Backup x| Delete
- Active threats e

Helb v KASPERIKYE

Deleted items: 8

KASPERYKY3
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Kaspersky Security Center 11: Global list of subnets

[l Properties: Administration Server SECURITY-CENTER O X

— OOwmm cnncok nogceTen, rae

Sections Global ist of subnets

Geherl . Fill the Iis_t below with sgbngs _deployed in your o_(ganizah'on. This_ w@ll allow you to specify subnets in M O)K H O 3 aﬂ a B aT b

Event configuration any section of the application interface by selecting them from this list.

L Manopmaquo O nogcertsAx
KSN Proxy | O\

Server connection settings

Vs itk Name P Subnet Mask Description — C rl M CO K C KBO3 H O ﬁ IDIJ-I ﬂ KS C

Traffic abc.lab 10.28.0.0 255.255.255.0
EENAT 192.168.94.0 255.255.255.0
Events storage =7 0dessa 10.28.5.0 255.255.255.0
Web Server
Revision history storage
Application categories New subnet ? X
Update agents
General settings

Tagging rules
Global list of subnets et e | 0.2 .0 .0 |
Notification delivery settings Sibnetmasis | 255 . 255 . 255 . 0 |
Revision history
Advanced Additional settings

Name:

| abc.lab

Description:

Add... - . )
Cancel Apply E Cancel

E

KASPERYKY3
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NHCTanNSAAUMOHHbLIN NAKeT: UHAUKATOP YPOBHS
3aWMTh

aspersky Security Center 11

W Properties: Kaspersky Endpoint Security for Windows (11.1.0) (11.1.0.15546)

ow protection level Critical protection components are disable [26 Recommended protection components

Kaspersky Security Center 10

[l Properties: Kaspersky Endpoint Security for Windows (11.0.0) (11.0.0.6499)

Properties
General ‘ 7 z =
| EERE e 5 PTOPemE It is recommended to enable the installation of all components to ensure the maximum
Properties | level of protection.
| | Advanced Threat Protection ol General ,eve R
Key 5 2 Enabie the instaliatior
) 1 Behavior Detection Properties Advanced Threat Protection e
Incompatible applications Exploit Prevention & Behavior Detection ; ’
Y l:] Host Intrusion Prevention
Revision history Remediation Engine i tible applicati Exploit Prevention D
ncom e applications st g i
Host Intrusion Prevention (For workstations only} o) Remediation Engine Web Threat Protection
il Thisat Broteition Revision history [JHost Intrusion Prevention (For workstations only)
= Essential Threat Protection oK Cancel

Mail Threat Protection (For workstations only)
Web Threat Protection (For workstations only)
Network Threat Protection

Mail Threat Protection (For workstations only)
D Web Threat Protection (For workstations only)
Firewall Network Threat Protection
D BadUSB Attack Prevention Firewall
Security Controls [ BadusB Attack Prevention

[4] AMS| Protection Provider

Web Control (For workstations only) S ven
Application Control urity Controls
Device Control (For workstations only)

Web Control (For workstations only)
Application Control

Device Control (For workstations only)
Adaptive Anomaly Control

Data Encryption

|:| File Level Encryption (For workstations only)
[:I Full Disk Encryption (For workstations only)
Data Encryption

I:I Bitlocker Management
D File Level Encryption (For workstations only)

Endpoint Sensor
bt ] Full Disk Encryption (For workstations only)
[ Bitiocker Management U

Path to application installation folder:

Path to application installation folder is specified on product side.
[ peon’ : ittt ARkl Path to application installation folder:
lPath to application installation folder is specified on the application side.

Configuration file:
‘ I Browse... Clea Configuration file:

[ I Browse...

KASPERYKY3
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Mopaepkka DIFF-cpannoB 0OHOBIEHUI
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Kaspersky Security Center 11: nogaepkKa DIFF-chbannosB
oOHOBNEeHUn

[ Properties: Download updates to the repository

— PeanusosaHa nogaepxka DIFF-
dannos ans obHoBneHns 6as yrpos

Settings

General Update sources

Notification List of available sources that will be used to download updates.

Schedul

e contie... — O6HoBneHue ¢ nomoLLbko DIFF-
= | Updates content o

Update verfication Set of components and software modules for which updates must be downloaded. C*)a I/I .rl 0 B rl 03 Bo.rl ﬂ eT yM e H b LIJ MT b

Revision history

BHYTPEHHUW CceTeBOU TpadouK
npumMepHo B 20 pa3

Other settings

Location for copied updates, settings for automatic updating of devices and glave Administration
Servers, update settings of software modules, and other settings.

Set of updates to download is defined automatically for all applications installed

I [[] pownload diff files I

&

Cancel

ol e KASPERYKY3
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AreHTbl agMUHUCTPUPOBAHUA: noanepxkKa DIFF-
dhannoB oOHOBNEeHUN

[ Properties: Kaspersky Security Center Network Agent

General |

Event configurati

Setting:

Repositories

Updat d software vul biliti

Restart management
Windows Desktop Sharing
Manage patches and updates
Network

Update agents

Revision history

E

Manage patches and updates

& Editing locked ~

Automatically install applicable updates and patches for components with Undefined status

o' Editing allowed v

I Download updates and anti-virus databases from Administration Server in advance (recommended) I

KL 002.11.1: Kaspersky Endpoint Security & Management

— [lapameTp 3arpyxaTb OOHOBIIEHUS
3apaHee (offline-pexum
OOHOBIEHUS) BKITHOYEH B MOSIUTUKE
AreHTa no ymon4aHuio

— PetpaHcnsauum DIFF-pannos He
paboTtaeT rnpu BkNto4eHHOM offline-
pexume obHOBIEHUA

—  DIFF-gpansibl oOHOBNEHUI He OyayT
nepenaBaTbCs Ha CTapble Bepcumn
AreHTtoB
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N3meHeHns B paboTte AreHToB 0OHOBIEHWUI
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Kaspersky Security Center 11: areHTbl OOHOBJIEHUN

W Properties: Kaspersky Security Center Network Agent

General

Event configuration
Settings
Repositories
Updates and software vulnerabilities
Restart management
Windows Desktop Sharing
Manage patches and updates
Network
Update agents
Network polling

Internet connection settings

KSN Proxy
Updates

Revision history

KSN Proxy

[CJEnable KSN Proxy on update agent side o’ Editing allowed v @

| W Editing allowed | @
(® Forward KSN requests to Administration Server

(O Access KSN Cloud directly over Internet

Open ports o Editing allowed v @
TCP port: 13111 =]

Use UDP Port

UDP port: 15111 =]

W Properties: Kaspersky Security Center Network Agent

General
Event configuration
Settings
Repositories
Updates and software vulnerabilities
Restart management
Windows Desktop Sharing
Manage patches and updates
Network
Update agents

Network polling

Internet connection settings

KSN Proxy
Updates

KL 002.11.1: Kaspersky Endpoint Security & Management

Revision history

Updates

o Editing allowed v 0
Download diff files

This option is not effective if the offline model of update download is enabled in the settings of
! the same Network Agent policy or in the local settings of the managed device.
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Update Agent: nogaep>xka 10 000 y3noB

Kaspersky Security Center 11 Update Agent

E‘) B

A0 100 000 A0 10 000
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Update Agent: cucTeMHble TpeboBaHuUA

* [1poueccop:
— yactoTa 3,6 [Ty nnun Bbiwe

* OnepaTtmBHas NamMsThb:
— o18Ilb

« Obbem cBOOOOHOIrO MecTa Ha OUCKe:
— oT11201bB

KASPERYKY3
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[Tanka KLSHARE nepeexana

E{! Computer Management
File Action View Help

ol AR L[ ENCREY
. (;omputer Management (Local) Share Name  Folder Path Type # Client Connections  Description
v i System Tools GIADMINS  C:AWindows Windows 0 Remote Admin
> (5 Task Scheduler 2 .
_ ; fza CS CA\ Windows 0 Default share
> Event Viewer = .
v & Shared Folders =l IPCS Windows 0 Remote IPC
&l 5 C:\ProgramData\KasperskylLab\adminkit\1093\.working\share Windows 1
g2 Shares
22| Sessions
2| Open Files

> &% Local Users and Groups
» (®) Performance
;.i Device Manager
v g Storage
> W Windows Server Backup
= Disk Management
> T4 Services and Applications

C:\ProgramData\KasperskyLab\adminkit\1093\.working\share\

KASPERYKY3

KL 002.11.1: Kaspersky Endpoint Security & Management



ObpaTtHasi coBMECTUMOCTb nnarnMHoB KES
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Kaspersky Security Center 11: obpaTHass COBMeCTUMOCTb
nnarnHoB KES

Administration Server SECURITY-CENTER > Managed devices > Workstations — |_|O_r| l/lTl/l Kl/l l/l 3al£|.al-| |/| KES 1 1 . 1 Tenepb
Policies pPacnpoCTpPaHAKTCA Ha KES 11

Devices Policies Tasks Group properties

Create a policy Import policy from file Add/Remove columns Refresh

== v

Inherited policies: hide | show

Name Status Application

- 3 ; [ Results of policy enforcement ? X
Kaspersky Endpoint Security for Windows (11.1.0) ~ (Kffqe;)s)ky Endpoint Security for Windows A g
& Kaspersky Endpoint Security for Windows (11.1.0) Active Kaspersky Endpoint Security for Windows (11.1.0) e
Application: Kaspersky Endpoint Security for Export to file... Refresh
Windows (11.1.0)
Created: 10/29/2018 2:06:38 PM Device Aerrdows domas: [ oita
Changed: 10/29/2018 2:06:59 PM
Inherited policy: Not inherited OABC‘TEST ABC 11/2/2018 6:10:46 PM
OALB(-DESKTOP ABC 11/2/2018 6:10:47 PM
Affected: 2 devices
Enforcement successful:
2 devices
Details _9
» | Configure policy
» | Configure notifications
~
Name Connecting to Server  Agentinstalled  Real-time protection status  Created Application version
2 ABC-TEST 2 minutes ago v Ves - Running 1 weeks ago 11.0.0.6499
B ALEX-DESKTOP 6 minutes ago v Ves {2 Running 2 weeks ago 11.1.0.15605 &

| Help v KAJPERJKY# |
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Kaspersky Security Center 11: yaaneHHas ycTaHOBKa

Kaspersky Security Center 10

Settings

Force download of the installation package

Using Network Agent

D Using operating system resources by means of update agents

Using operating system resources by means of Administration Server
To use AWS integration, the Administrator needs dedicated keys.

Do not install application if it is already installed

[] Assign the package installation in the Active Directory group policies

Closing running applications before installation starts

| Cancel

KL 002.11.1: Kaspersky Endpoint Security & Management

Kaspersky Security Center 11

Settings

Force installation package download

Using Network Agent

[Jusing operating system resources through distribution points
[ Using operating system resources through Administration Server

To perform installation by using the API of a cloud service provider, you need a special license.
Learn more...

Behavior for devices managed through other Administration Servers
@ Install always

(O Install only on devices managed through this Administration Server

Do not re-install application if it is already installed

[[] Assign package installation in Active Directory group policies

Close all running applications before installation starts

KASPERYKY3



YrnydweHuna B RBAC
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Kaspersky Security Center 11: yny4weHue RBAC

Kaspersky Security Center 10

[ Properties: Administration Server SECURITY-CENTER

General

Event configuration

Keys

KSN proxy server

Server connection settings
Virus outbreak

Traffic

Events storage

Web server

Revision history storage
Application categories
Security

User roles

Update agents

Tagging rules

Notification delivery settings
Revision history

Advanced

User roles

List of user roles:

Name

Administration Server Administrator
Administration Server Operator

Installation Administrator

Installation Operator

Kaspersky Endpoint Security Administrator
Kaspersky Endpoint Security Operator

Main Administrator

Main Operator

Mobile Device Management Administrator
Mobile Device Management Operator

Self Service Portal User

Vulnerability and Patch Management Administrator
Vulnerability and Patch Management Operator

Add...

Modify

Cancel Apply
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Kaspersky Security Center 11

[ Properties: Administration Server SECURITY-CENTER

General

Event configuration
Keys

KSN Proxy

Server connection settings
Virus outbreak

Traffic

Events storage

Web Server

Revision history storage
Application categories
Security

User roles

Update agents

Tagging rules

Global list of subnets

Notification delivery settings

User roles

List of user roles:

Name

Administration Server Administrator
RERAET 2

Auditor

Installation Administrator

Installation Operator

Kaspersky Endpoint Security Administrator

Kaspersky Endpoint Security Operator

Main Administrator

Main Operator

Mobile Device Management Administrator
r

Security Officer

Supervisor

Vulnerability and Patch Management Administrator
Vulnerability and Patch Management Operator

Revision history
Advanced
Add... Modify
Editing allowed
[IRrelay list of roles to slave Administration Servers
Help -l_ Cancel Apply
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Kaspersky Security Center 11: HOBbI€ OTYEThI

[ Report on the status of application components

Kaspersky Security Center 11

Friday, November 2, 2018 7:40:53 PM

Number of devices

Summary:
Component name ™
Adaptive Anomaly Control
Application Control
Application Control
Behavior Detection

Behavior Detection

Firewall
Host Intrusion Prevention
Mail Threat Protection

Network Threat Protection

Report on the status of application components

This report provides information about the statuses of components installed / not installed on the networked devices. Fol
installed, and the number of administration groups to which those devices belong. This report is generated for all groups.

Components:

[ | Application Control 11.1.0.15546: 2
1 |1 |Behavior Detection 11.1.0.15546: 2
[#) Exploit Prevention 11.1.0.15546: 2
File Threat Protection 11.1.0.15546: 2
| Firewall 11.1.0.15546: 2

| Network Threat Protection 11.1.0.15546: 2

| Adaptive Anomaly Control 11.1.0.15605: 1

1 1 1
‘ “ I 0 @ Application Control 11.1.0.15605: 1

| Remediation Engine 11.1.0.15546: 2
@ Behavior Detection 11.1.0.15605: 1

Component version
11.1.0.15605
11.1.0.15605
11.1.0.15546

15605

11.1.0.15605

15605
11.1.0.15605

11.1.0.15546
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[l Report on the status of application components
Details 54 of 54

Virtual Administration Server ~ Group ~
Servers
Servers
Servers
Servers
Servers
Servers
Servers
Servers
Servers
Servers
Servers
Servers
Servers

Servers

ach of the installed components, the report includes the number of devices on which this component is

Device ~

SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2
SRV2008R2

SRV2008R2

Open report template properties

X

KASPERSKYZ

Configure report columns
Save to disk
Refresh report data

| 8 Print

Application

Kaspersky Endpoint Security for Windows (11.1.0)

[1o6aBneHbl HOBbIE OTYETHI

— Adaptive Anomaly Control report

— Report on Adaptive Anomaly Control
rules state

— Report on the status of application

components

— Report on threat detection distributed
by component and detection
technology

Component name ~

Adaptive Anomaly Control

Kaspersky Endpoint Security for Windows (11.1.0

Kaspersky Endpoint Security for Windows (11.1.0)

Kaspersky Endpoint Security for Windows (11.1.0)

AMSI Protection Provider

Application Control

BadUSB Attack Prevention

Kaspersky Endpoint Security for Windows (11.1.0)

Behavior Detection

Kaspersky Endpoint Security for Windows (11.1.0)

Device Control

Kaspersky Endpoint Security for Windows (11.1.0)

Endpoint Sensor

Kaspersky Endpoint Security for Windows (11.1.0)

Exploit Prevention

int S f indows (11.1.0)
Kaspersky Endpoint Security for Windows (11.1.0)

£ B

File Threat Protection

Kaspersky Endpoint Security for Windows (11.1.0)

Firewall

Kaspersky Endpoint Security for Windows (11.1.0)

Kaspersky Endpoint Security for Windows (11.1.0

Kaspersky Endpoint Security for Windows (11.1.0)

Eull Disk Encryption

Host Intrusion Prevention

Mail Threat Protection

Component status
Not installed
Not installed
Stopped
Not installed
Running
Not installed
Not installed
Running
Not installed
Running
Running

Not installed
Not installed

Not installed

IComponent version

11.1.0.15546

11.1.0.15546

11.1.0.15546

11.1.0.15546

11.1.0.15546
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HoBble oT4yeTbl: Report on threat detection distributed by
component and detection technology

ributed by component and detection technology

Report on threat detectiol
Kaspersky Security Center 11

Report on threat detection distributed by component and detection technology
Friday, November 2, 2018 7:35:29 PM
Period: from Wednesday, October 3, 2018 to Friday, November 2. 2018

This report provides information about threats detected by various components and detection technologies.

10

1
12
13
4
15

Unknown

File Threat Protection 15
Mail Threat Protection

Web Threat Protection

IM Anti-Virus
Exploit Prevention
Hostntrusion Prevention
Firewall

Behavior Detection

es. This report is generated for all groups.

Detection technology:

= Unknown
 Machine leaming
& Cloud analysis

Open report template properties

KASPERSKYE

Configure report columns
Save to disk
Refresh report data

8 print

Exploit Prevention
Scan task Expert analysis
S - N M % b e~ ® o - N @ o= = Behavior Detection
Sass algh Stost Al Automatic analysis
Summary:
Component ~ Detection A Threats A Threats <~ Objects ~  Threats thathave ~ Threats ~  Threats ~  Unigue threats ~ Devices with ~  First detected Last detected
technology detected disinfected deletad failed disinfection logged blocked detected threats
File Threat Expert analysis 15 0 14 0 0 0 4 2 Thursday, October 25, Friday, November 2,
Protection 2012 12:37:04 PM 2018 7:34:41 PM
Web Threat Automatic analysis 1 0 0 0 0 1 1 1 Friday, 2 Friday, 2
2018 7:32:29 PM 2018 7:32:29 PM
Threat Expert analysis 1 0 0 0 ) 1 1 1 Friday, 2 Friday. 2
rotection 2018 7:29:56 PM 2018 7:29:56 PM
Unique components: 2 Unique technologies: 2 Unique devices: 2
Details 17 of 17
Group ~ Device ~ Detected object ~ Detected at ~ Component ~ Detection ~ | Path to file Object type Action Account Application
technology
ABC-TEST Web Threat Expert analysis http:// Result: Blocked: EICAR- \ ABC\ Kaspersky
Protection wwwi.eicar.org/ Administrator {Active user) Object: http:, Administrator Endpoint Security
download/eicar.com waww.eicar.org/download/eicarcom Database for Windows
release date: 11/1/2018 2:39:00 PM Hash:
v
Workstations ABC-TEST HEUR-Troian PowerShell Generic  EFriday File Threat Expert analysi W10.68.18.4\public\,  N/A N/A ABQ\Y

<
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[ Properties: Events

Sections

Event export

UHTerpauunsa c SIEM 4yepes Syslog

Notification ,
Event export Automatically export events to SIEM system database
SIEM system:
Syslog (RFC 5424) format
SIEM system server address: | 10.28.0.70
SIEM system server port: 514 [ :
Protocol: TCP/IP v
Maximum message size, in bytes: 2048 =
To export listed events starting from the specified date, dlick the Export archive button.
Export archive...
Help
Cancel Apply

KL 002.11.1: Kaspersky Endpoint Security & Management

QRadar (LEEF format)
ArcSight (CEF format)
Splunk (CEF format)

Syslog (RFC 5424) format

YTOobbI OTNpPaBnATbL COBLITMA U3
Kaspersky Security Center B SIEM-cucremy
No NpoToKOoNy Syslog 6onbLUE He HYyXXHa
nnueH3ns
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Kaspersky Security Center 11: nToro

* OCHOBHble U3MEHEHUS
— [logBunacbk nonHoueHHasa KSC Web Console
— PeanusoBaHa nogaepxka DIFF-cbannoB 0OHOBIEHUN
— PeanmnioBaHa nogaepkka obpaTtHOWM COBMECTUMOCTb nnarnHoB KES
— AreHTbl 0OHOBEHMI MOTYT BbICTyrNaTth B posin KSN-Npokcu v nogaepxmsatot 4o 10000 y3rios

* HeoCHOBHble N3MEHEHNS
— [obasneHune HOBbIX porien B RBAC He TpebyeT nuueH3um KSC
— [obaBrneHbl HOBble OTYETDI
— WHTerpauums c SIEM cuctemamm yepes Syslog 6onbLie He TpebyeT nuueH3nm KSC

KASPERYKY3
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JTabopaTopHasn padboTta Ne2

BHepnpeHue Kaspersky Endpoint Security

1.  YctaHoBuTe Kaspersky Endpoint Security Ans Windows
Ha KOMMNbIOTEPbI CETU

2. W3yuute pesynbraTbl yCTAHOBKM

ITabopaTopHasn padboTta Ne3

Co3aaHve CTPYKTYpPbI ynpaBnsieMbIX
KOMNbIOTEPOB

1. CospgaunTte rpynnbl paboumnx ctaHUumn, MOBUSTbHBIX
KOMMbIOTEPOB N CEPBEPOB

2. PacnpegenuTte KOMNbOTEPDI MO rpynnam ¢
MOMOLLIbIO NMPaBUI

\VE-
KL 002.11.1: Kaspersky Endpoint Security & Management KASPERSK 2



OnepaunoHHbIE CUCTEMbI
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Kaspersky Endpoint Security 11.1: onepaylMOHHbLIe
CUCTEMDI

* OnepaunoHHbIE CUCTEMBI:
— Windows 10 Redstone 5
— Windows Server 2019

KASPERYKY3



HoBble KOMNOHEHTbI KES
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Kaspersky Endpoint Security 11.1: HOBble KOMMNOHEHTbI

Kaspersky Endpoint Security 11.1

Kaspersky Endpoint Security 11.0

W Properties: Kaspersky Endpoint Security for Windows (11.0.0) (11.0.0.6499) Endpoint Security for Windows (11.1.0) (11.1.0.15546)
Pl'Opel'flS All recommended protection components are enabled.

Properties =~
Advanced Threat Protection General
Ke = A
¢4 - 1 Behavior Detection Properties Advanced Threat Protection
Hicpastie spicatre M Exploit Prevention Key Behavior Detection
Revision history Remediation Engine ’ s {ZI Exploit Prevention
Incompatible applications

Remediation Engine

Host Intrusion Prevention (For workstations only)
Revision history Host Intrusion Prevention (For workstations only)

Essential Threat Protection
: Essential Threat Protection

File Threat Pr or
File Threat Pr on

F hreat Pr on

Mail Threat Protection (For workstations only)
Web Threat Protection (For workstations only)
Network Threat Protection

Firewall

[JBadusB Attack Prevention

Mail Threat Protection (For workstations only)
Web Threat Protection (For workstations only)
Network Threat Protection

Firewall

[]BadUSB Attack Prevention

AMS| Protection Provider

Security Controls

Security Controls

Web Control (For workstations only)
Application Control

Device Control (For workstations only) Web Control (For workstations only)

Application Control
Device Control (For workstations only)

Adaptive Anomaly Control

Data Encryption

Data Encryption

[:| File Level Encryption (For workstations only)
[:I Full Disk Encryption (For workstations only)

Vo

D Bitlocker Management
Endpoint Sensor y D File Le_vel En(rypt.ion (For workstat_ions only)
E] Full Disk Encryption (For workstations only)
I:I Bitlocker Management Vv
Path to application installation folder:
Path t lication installation folder i ifi duct side.
| ath to application installation folder is specified on product side Path to application installation folder:

Configuration file: |Path to application installation folder is specified on the application side.

| | Browse... Clear Configuration file:

| OK | Cancel i Apply

| | Browse... Clear

Y Help | : | Cancel \ Apply
KASPERYKY3
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KomnoHeHT AMSI Protection Provider
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Kak noctaBwWUK AMSI-3aluMTbI 3aluULlaeT OT HOBbIX
yrpos?

& C A Notsecure | hitps://127.0.0.1/#/management/policies/10 * O

@ Kaspersky Security Center Web ¢ X

Baanmopgenctesume c AMSI, no3BosnigeT KES yBenuyunTb
YpOBEHb OB6HapPY>XEHNSA BPEAOHOCHbIX CKPUMNTOB,
Kaspersky Endpoint Security for Windows (11.1.0) XXX CLl,eHaleeB Bblnoanl.OLU'MXCg B naMﬂTM l/l
NPUMEHAKLLMX pasfinyHble TEXHOOMMNU MaCKNPOBKU
(obfuscation and evasion techniques)

© High protection level.

GENERAL EVENT CONFIGURATION  APPLICATION SETTINGS  REVISION HISTORY  POLICY PROFILES

Advanced Threat Protection 3

This component resides in RAM, scanning all opened, saved, and active filesto e AMS] Protection Provider
protection at all times

Essential Threat Protection

Car
rity Controls T
Security Contro Web Threat Protection

This component scans inbound traffic on your computer AMSI provider & @
Endpoint Sensor

Mail Threat Protection @D AMSI Protection Provider ENABLED
Local Tasks This component scans incoming and outgoing messages for dangerous objects

protocols are supported: POP3, SMTP, IMAP, MAPI, and NNTP.
General Settings

Network Threat Protection

If Kaspersky Endpoint Security for Windows detects an attempted attack onto yo Component settings & @

any network activity of the attacking computer towards your computer will be bl
Scan of compound files
Firewall

This component filters all network activity according to the specified rules Scan archives

Scan distribution packages

BadUSB Attack Prevention
The component prevents the use of hacker-compromised USB devices that emu
behavior.

Scan Office formats

Size limit
AMSI| Protection Provider

Enables Microsoft Office (and other third-party) applications to use Kaspersky En
Windows to perform on-demand virus scan using Windows Antimalware Scan In

[4 Do not unpack large compound fi

This setting does not affect the scanning of files that are extracted from archives

Maximum file size

8 MB (1t0 9999)
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KL 002.11.1: Kaspersky Endpoint Security & Management



AMSI Protection Provider: KaKk 3TO paboTaeT

2. Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Windows\sy 32> cd C:\test_files\bsstest_amsi\
PS C:\test_fi est_amsi> .\bsstest_amsi.psl
@{Version=5.1. .228}

At line:1 char:1

+ #KLBssBlockMeBasesKdbAmsi#

This script contains malicious content and has been blocked by your antivirus software.
At line:1 char:1
+ #KLBssBlockMeBasesKdbAmsi# AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA ...

This script contains malicious content and has been blocked by your antivirus software.

Test succeded
PS C:\test_files\bsstest_amsi>

KL 002.11.1: Kaspersky Endpoint Security & Management

[Mporpamma, npexae Yem BbINOMHUTb CKPUMT,
otcbinaet ero AMSI (Windows Antimalware Scan
interface), N XXOeT BepauKTa

AMSI nony4aeT CKpUNTbl OT nporpamm, obpabaTbiBaeT
NX N NepenaeT Ha NpoBepky Protection Provider (KES)

KES 11.1

| e -

AMSI Protection
Provider

KES — nony4aet PowerShell, VBSript, Jscript oT AMSI,
NnpoBepAET UX U OTCbINTAeT Ha3a g BEpaAUKTbI

BbINOAHUT nnun HeT nporpamMmma CKpunTt, 3aBUCUT OT
NnoJTy4eHHOro BepankTa N HaCTpoeK rnporpamMmbl
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AMSI Protection Provi

AMSI Protection Provider

@ Behavior Detection

Save report...

4 Exploit Prevention

‘/ Host Intrusion Prevention

ntial Threat Pre

0 12-Nov-18 10:43:08 Task started
.0 File Threat Protection

& Web Threat Protection
Mail Threat Protection

v
=S
E Network Threat Protection

§ Application Control

B9 Device Control

Q Web Control

@ Adaptive Anomaly Control

Show period: | Day v Today, 12-Nov-18
Show importance @ 4\ A Rl
Event date £ Name Applica

A 12-Nov-18 11:53:26 Malicious object detected
A 12-Nov-18 11:53:26 Malicious object detected
& 12-Nov-18 11:53:26 The object scan result has been sent to a third-party application Windows Powf
bitewal) A 12-Nov-18 11:53:27  Malicious object detected
& 12-Nov-18 11:53:27 The object scan result has been sent to a third-party application Windows Pow

¥ AMSI Protection Provider A 12-Nov-18 11:53:28 Malicious object detected

& 12-Nov-18 11:53:28 The object scan result has been sent to a third-party application Windows Powf

Kaspersky End
Windows Pow|

Windows Pow|

Windows Pow|

Windows Pow|

s)‘ Update
L'i“; Scan Tasks

a Integrity check

1
“== application

Application: Windows PowerShell

Object: unnamed_amsi_stream_16
Reason: Logged

12-Nov-18 11:53:26 : The object scan result has been sent to a third-party

User:  DESKTOP-MJBQETO\VB (Active user)
Component:  AMSI Protection Provider
Result: Untreated: HEUR:Trojan.Multi.AmsiKdbDetect.gen

Hash:  57b998003317995fe77ba724267e555aeebbbe33930c5febbacbf54351¢514e5

Close
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W Event properties

Sections

General

General

W Event properties

Sections

der: coObITUSA

General

o | Malicious object detected

Severity: Critical event

Application: Kaspersky Endpoint Security for Windows (11.1.0)
Version number: 11.1.0.15626

Task name: AMSI Protection Provider

Device: DESKTOP-MJSQETO

Group: WORKGROUP

Time: 11/12/2018 11:53:29 AM

Virtual Administration Server name:

Description:

Result: Detected: HEUR:Trojan.Multi. AmsiKdbDetect.gen

User: DESKTOP-MJ8QETO\VB (Active user)

Object: unnamed_amsi_stream_17

Reason: Expert analysis

Database release date:  11/12/2018 8:37:00 AM

Hash:  5f853d3b102811bbca1b9912c44d8aa627d0e 1ed2900602ce96c 7308 5bﬁ83|

General

! The object scan result has been sent to a third-party application
Severity: Warning
Application: Kaspersky Endpoint Security for Windows (11.1.0)
Version number: 11.1.0.15626
Task name: AMSI Protection Provider
Device: DESKTOP-MJSQETO
Group: WORKGROUP
Time: 11/12/2018 11:53:25 AM

Virtual Administration Server name:

Description:

Event type:  The object scan result has been sent to a third-party application
Application\Name:  Windows PowerShell

Application\Path:  C:\Windows\System32\WindowsPowerShell\v1.0\
Application\Process ID: 6900

User: DESKTOP-MJSQETO\VB (Active user)

Component:  AMSI Protection Provider

Result\Description:  Untreated

Result\Type:  Trojan

Result\Name:  HEUR:Trojan.Multi. AmsiKdbDetect.gen

Result\Threat level:  High

Result\Precision:  Exactly

Object: unnamed_amsi_stream_17//amsi_script_utf8

Object\Type: String

Object\Path:  unnamed_amsi_stream_17//amsi_script_utf8

Object\Name:  amsi_script_utf8

Reason: Logged

Hash:  5f853d3b102811bbca 1b9912c44d8aa627d0ed 1ed2900602ce96c73e085bfa8a|
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JlaGopaTopHasa pabota Ne4
Kak npoBeputb 3awnTty ot 6eccannoBbIix
yrpos
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KOMMOHEHT Adaptive Anomaly Control
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UTo Takoe Adaptive Anomaly Control

HoBbIn KOMMOHEHT, KOTOPbI NpeAHa3Ha4YeH AN AETEKTUPOBAHUS N BNOKMPOBaHMUS
HETUMNWUYHOIO NOBEAEHUS NMPUTTOXKEHUI

[na netekTnpoBaHns aHomaribHoro nosegeHunst Adaptive Anomaly Control ucrnonb3yet Habop
NpaBuI, KOTOPbIE MOCTaBNAKTCS BMecTe ¢ bazamu

HeTnnunyHoe noBeaeHne HeobsizaTeNbHO BPeAOHOCHOE, MO3TOMY MO YMOMYaHUIO KOMMOHEHT
Adaptive Anomaly Control paboTaeTt B Smart Mode

B TeueHne HECKONbKUX HEOENb KOMMOHEHT OTCINEXNBAET aKTUBHOCTb HA KOMMNbKOTEPAX U
nepenaeTt nHopmauymio o cpabaTbiBaHUsSX Ha CepBep agMUHUCTPUPOBAHUS

AOMUHUCTPATOpP AormkeH obpaboTtaTb cobbiTUe, NOATBEPAUTL, YTO 3TO aHOMAarbHas
aKTUBHOCTb U 000aBUTb B UCKITIOYEHUS, €CINN aKTUBHOCTb NermTuMHas

Ha kaxoom KoMnbTepe, ANns KaXkaoro npasuna odbyyeHmne nponcxoanT He3aBMCUMO, T.€.
roe-To oOyyYeHne 3aBepPLUNTCA paHblUe, Iae-TO No3Xe

KASPERYKY3



[ ne HacTpanBaeTcs Adaptive Anomaly Control

Kaspersky Endpoint Security 11 for Windows B I'IOJ'IVITVIKe KaSperSky Endeint Security

@ High protection level Mo ymon4daHuto AAC BKIKOYEH U pa60TaeT B pexume
Smart

GENERAL EVENT CONFIGURATION  APPLICATION SETTINGS  REVISION HISTORY OLICY PROFILES

Advanced Threat Protection

nponent Monitors users’ attempts to start applications and controls tt

i = d
Essential Threat Protection 5
of applications by using rule

"

Security Controls Dey

Adaptive Anomaly Control

Endpoint Sensor

Wah (CAantre
Vel Lontrot
Local Tasks This component allows you to control access 1o web resource

their content and location

A PO > Adaptive Anomaly Control ENABLED
Adaptive AI‘;OT"T&[}»‘ Control % o Adaptive Anomaly Control ENABLED

This component detects and blocks abnormal behavior of app

Adaptive Anomaly Control A a

General Settings

Rules
Templates & a
Blockage Message to administrator

KASPERYKY3
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[lpaBuna Adaptive Anomaly Control

Non-standard file for the folder
The program and/or script is run from a standard or system directory that does not contain such executable files in the default configuration
Rules Status
@ o
- ed to e update he _ C 5 Action
®) Smart
" —— - Block
/ Edit v Approveupdates I= Import = Export 5
Notify
Rule Status Action Exclusion Changes Exclusion
> Activity of office applications + Add ~ Edit Delete 3= Filter
> Use of Windows Management Instrumentation (WMI) User or group Source process Source object Target process Target object
> Activity of script engines and frameworks No data

Vv Abnormal program activity

Non-standord flefor the foider @ o sman | Mo New 3 HacTpoek y npaBun ectb cocTosAHne Bkn/BbIkn, pexum
paboTbl Smart/Block/Notify 1 MCKNOYEHUS

System file in a non-system folder a on Smart v No New

Untrusted application with a system-like name e On Smart v No New

K

Adaptive Anomaly Control UMeeT npeayCcTaHOBMNEHHbIN HADOP NpaBui, KOTOPbLIE MOTYT OBHOBNATLCA BMecCTe ¢ baszamu

CoobuweHune Approve Updates HOCUT yBELOMUTESbHbIN XapaKkTep

KASPERYKY3
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YTO NnpoucxoauT B pexxume Smart Training

Kaspersky Security Center

LICENSING

v Confirm + Exclude
Administration group
Managed devices
Managed devices

Managed devices
Managed devices

Managed devices

ADMINISTRATION SERVER SECURITY-CENTER v £*

E¥ MONITORING & REPORTING &8 DEVICES

THIRD-PARTY APPLICATIONS

/ Properties
Device name

TOM-LAPTOP
TOM-LAPTOP
TOM-LAPTOP
TOM-LAPTOPR

TOM-LAPTOP

Console Settings -

& USERS & ROLES EQ! DISCOVERY & DEPLOYMENT B3 OPERATIONS

anepinini{anitieniesitoe{amasi A1

ABC\Administrator v -

- REPOSITORIES

== Filter

User name

ABC\Tom

ABC\Tom

NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\NETWORK SERVICE

NT AUTHORITY\NETWORK SERVICE

Name

Non-standard file for the folder

System file in a non-system folder

Start of Microsoft Powershell From WMI

Start of Microsoft HTML Application Host from WM

Start of Microsoft Powershell From WMI

Detections count

KL 002.11.1: Kaspersky Endpoint Security & Management

TRIGGERING OF RULES IN SMART TRAINING MODE

Mo ymonuaHuio AAC paboTaeT B pexnme

Smart

B aTOM pexunme HMYero He GriokmpyeTtcs,

ofHaKo nHgopmaums 060 Bcex

cpabaTtbiBaHUsIX nonagaeT B KSC B
KoHTenHep Triggering of Rules in Smart

Training Mode

KASPERYKY3



YTo genaTtb ¢ COObLITUAMMU B peXXumMe Smart

Pexxum Smart npeanonaraet yyactme
agMUHUCTpaTopa

v Confirm -+ Exclude

ALOMUHUCTPATOPY XenaTtensbHo
obpaboTtaTb cobbITUE:

Non-standard file for the folder

— Confirm
Virtual Administration Server
Administration group Managed devices — EXCI ude
Device name TOM-LAPTOP
Detections count 1
User name ABC\Tom
Source process path c:\kes11l1_aac_trigger\abnormal_program_activity\non_standard_file_for_the_folder.bat
Source process hash 68091E112629715D54B535DD8F267BCCBFEO7B5C6A72B1EDS25D8078845B5252

Source object path

Source object hash

Target process path C:\Users\tom.ABC\poWeRSHell.exe
Target process hash 34507738F84B9D4F231DCOC187FEE4A03B4DDB84CF63FF56A4A1761A9BDS6EAS
Target object path object://cmdline:C:\Users\tom . ABC\poWeRSHell.exe

Target object hash

KASPERYKY3
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YTOo YBUOUT Nonb3oBaTesnb, ecnu AAC nepelwlen B
pexXum Block?

/& Message to the local corporate network administrator I_I OJ'I b30 BaTeﬂ b M O)KeT:
Hello!

Please allow me to perform a suspicious action that was blocked in accordance with
the Adaptive Anomaly Control rule,

Parameters of suspicious activity:

Source process: c\windows\system32\cmd.exe

Source process hash:
ec436aeeed1857eee5875efdb7166fe043349db5f58f3eeSfc4ff7f50005767f

Source object: <Not defined>

Source object hash: <Not defined>

Target process: C\KES11.1_AAC_trigger\Abnormal_program_activity\svchost.exe
Target process hash:
d6de672b339b6782db843578eade6d3d243cf2b465c1bf36bb%a919b01c8057b

Target object: object://c\KES11.1_AAC_trigger\Abnormal_program_activity\
\svchost.exe

Target object hash: <Not defined>

Information about suspicious activity:

Computer: TOM-LAPTOP

User: ABC\Tom

Rule that prohibits the suspicious action: System file in a non-system folder

Date and execution time of suspicious activity: 1/23/2019 4:12:32 PM

—  CwmupuTtbes

— [Moxanosarbces (cebinka 3anpocutb
AOoCTYyn)

V Kaspersky Endpoint Security for Windows
4 Adaptive Anomaly Control

Process action blocked

Information about the suspicious action:

Computer: TOM-LAPTOP

User: ABC\Tom

Rule that prohibits the suspicious action: Non-standard file
for the folder

Date and time of the suspicious action: 1/23/2019 4:11:26
PM

Request access... LLIa6nOH 3anpoca HaCTpaMBaeTCH B

et -« nonutuke KES
A~ &Y

411PM
1/23/2019

KASPERYKY3
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Kyna yngert npocbba nonb3oBartens?

Kaspersky Security Center

DASHBOARD [=] REPORTS EVENT SELECTIONS
Selection type All selections
+ Add [> Start [> Reconfigure sorting and start

Selection name

EJ MONITORING & REPORTING 58 DEVICES & USERS & ROLES

User requests (

Recent events

Critical events
Functional failures
Warnings

nformational messages

Audit events

ADMINISTRATION SERVER SECURITY-CENTER ~ £

P NOTIFICATIONS

.
ABC\Administrator v =

Consol

0]

Settings -

£ DISCOVERY & DEPL(

Selection

Predefine

Predefine

Predefine:

Predefine

Predefine

Predefine

Predefine

KL 002.11.1: Kaspersky Endpoint Security & Management

Event details X
Protection

Task name

Application activity blockage message to administrator

. y urity
Application 3

Version 111.0.17068

ec436aeeedl
Sou
Sour
- Tar
Description o & )
C\K AAC_trigger\Abnormall
Targ ss hash

9b6782db843578ead¢

BACK NEXT

Ha CepBep KSC B Buae cobbiTus, B
KOTOpoM Byaer:

— TeKcT, KOTOpbIN NOSIb30BaTENb MOXET
penakTupoBaTb

— OnucaHune nogo3puTenbLHOM
aKTMBHOCTWU, KOTopas bbina
3abrnokmMpoBaHa, ¢ ykasaHueMm
MPOLIECCOB U KOHTPOSbHbLIX CYMM

— Wma nonb3oBaTtend
— KowmnbloTep

— [ara v Bpemsa

AOMUHUCTPATOP MOXET:
— O3HakoMuTbCA € cooOLEHNEM
— [lpocMoTpeTb CBOMCTBA KOMMNbOTEPA
— [logymatb

— Job6aBuTb B ncknoyeHus AAC KASPERSKYE



Kak ewe MoXxXHO o6aBUTbL UCKNOYeHUs B AAC?

Result of Recent events on 01/23/2019 7:41 am

< Refreshlist X Delete @ Exporttofile

Time Device Event

01/23/20195:52am  SECURITY-CENTER Runtime error.

TOM-LAPTOPR Process action skipped

01/23/2015 546 am  SECURITY-CENTER  Audit Object has been modified

SECURITY-CENTER  Audit Object has been modified

Ef) Exclude from Adaptive Anomaly Control

== Filter
Description
Runtime error: Database error occured: #1

Error details: 1950/8152 (Generic db error: “§

Event type: Process action blocked
User: ABC\Tom (Active user)
Component Adaptive Anomaly
Rule name: Start of Microsoft Windows Corr
Path to source process file: c\program files |
Source process file hash: 270fe63cca815691
Path to source oby" c\kesi1i.1_aac_trigge
Source object hash: f5eeelb8cid0el2b8eas
Path to target process file: C:\ 5
Target process file hash: 4c3eadc44aab743S
Path to target object: object./

Policy "Kaspersky Endpoint Security 11 for W
Policy "Kaspersky Endpoint Security 11 for W

Event type: Process action blocked

User: ABC\Tom (Active user)

Component Adaptive Anomaly Control
Rule name: Start of Microsoft ‘.’.mccws Comr
Path to source process file: c\program files |

KL 002.11.1: Kaspersky Endpoint Security & Management

B AAC MOXKHO J06aBNATL B UCKIOYEHUS

NPSIMO 13 COObLITUIA

Event details

Task name

Application

Version

Description

Kaspersky
11 for Windows

Component: Adap

Rule name: Start of Micro

prompt.doc

01/23/2019 5:49 am

BACK

Anomaly Control

NEXT

KASPERYKY3



Kakue cobbiTnsa ectb y Adaptive Anomaly Control?

General ’

Applicaticn name
Events

Version
Devices

Task name
Time
Crirhirits Severity level
SeCUriy ¥

Include general events
Severity level
Critical
Critical
Critical
Critical

Critical

Critical

Critical

Critical

Event name

The object cannot be deleted

Processing error

Dangerous link blocked

Dangerous link opened

Previously opened dangerous link detected
Process terminated

Unable to terminate process

Process action skipped

KL 002.11.1: Kaspersky Endpoint Security & Management

Y Adaptive Anomaly Control ecTb ABa
TMna codbITUN:

—  Process action skipped

— Process action blocked

MoXXHO co3gaTb oTAENbHY0 BbIOOPKY
Ha 3TK ABa cobbITUS

KASPERYKY3



OTyeTbl ecTb? O0A3aTEeNnbLHO!

Report on Adaptive Anomaly Control rules state

/Z Edit & Refresh [> Export

Summary Details

Report on Adaptive Anomaly Control rules state

Thursday, February 7, 2019 6:24:58 PM

This report provides information about the state of Adaptive Anomaly Control rules. This report is generated for all groups

Search

Adapti ve Anomaly Control rule-basaed states:

. Rules in Off state, total: 2

Rules in Smart Training state, total: 6

Rules in Smart Block state, total: 0

. Rules in Notify state, total: 3

Rules in Block state, total: 7

KL 002.11.1: Kaspersky Endpoint Security & Management

Report on Adaptive Anomaly Control
rules state — NOKa3biBaeT B KAKOM
peXxnme HaxoguTcsa TO UK UHOEe
npasuIo

OTO eANHCTBEHHOE MECTO, A€ MOXHO
NOCMOTPETb 3aKOHYUNOCH 1N
oby4yeHue, T.e. NepPeLLNO S NPaBumo
N3 Smart Training peXxnma B Smart
Block

KASPERYKY3



OTyeTbl ecTb? O0A3aTEeNnbLHO!

Adaptive Anomaly Control report

/Z Edit & Refresh  [> Export

Summary Details

Adaptive Anomaly Control report

Thursday, February 7, 2019 6:25:20 PM

This report provides information about triggered rules of Adaptive Anomaly Control. This report is generated for all

Non-standard file for the folder

System file in 2 non-system folder

Start of Microsoft Register Server from office application

Start of Microsoft PowerShell from office application

Start of Microsoft HTML Application Host from office application

Search

groups.

. Notify
. Block

KL 002.11.1: Kaspersky Endpoint Security & Management

Adaptive Anomaly Control report —
NoKasbIBaET KaK YaCTo Kakue
npasusa Cpa6aTbIBaIOT
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JITabopaTopHasn padboTta Ne5

NNTabopaTopHasn padboTta Ne6

1.

Kak HacTpouTtb Adaptive Anomaly Control

HacTtponTte 6noKnMpoBKy 3arnycka MakpoCoB U
CKpMNTOB B OPUCHbLIX JOKYMEHTaX

[TpoBepbTe, UTO Adaptive Anomaly Control Gnokmnpyet
3alycCcK BpegoHOCHOIo MaKkpocCa

3abnoknpynTe 3anyck BpeaoHOCHOro Makpoca
3almnTon OT SKCNI1ONTOB

Kak npoBeputb 3aluTy OT 3KCNJIONTOB

KL 002.11.1: Kaspersky Endpoint Security & Management

1.

NMnTnpyunTe Xxakepckyro ataky, UCnosb3ys
YyA3BUMOCTb B PowerShell u nony4ynte gocTtyn K
yaaneHHoOMYy KOMNboTePY

Bknounte 3alLUNTy OT SKCIJ1IOUTOB

KASPERYKY3



[MpoBepKa 3alindpoBaHHOIO TpaduKka

KASPERYKY3
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Kak paboTaeT 3awyuTta oT ceTeBbIX Yyrpo3?

OTYMUK

oeaAnHEeHUn p noptoB e EmmEa 3ALLUTA OT BEO-Yrpo3

TOKOJ10B

lMepexBaTbiBaeT MpoBepsieT coeanHeHns N3BnekaeT gaHHble n3
ncxopgsdaiwume Ha 3afaHHble NOPThI NPOTOKONOB: Be6-koHTpONb

—  HTTP, HTTPS, FTP

coeAnHeHuA 1o

Kaspersky Endpoint Security for Windows (11.1.0) XXX - SMTP; PO P3; PO P3S; 3au4MTa OT ﬂO‘-ITOBbIX
IMAP, NNTP yrpos

©@ High protection level.

GENERAL  EVENT CONFIGURATION  APPLICATION SETTINGS  REVISION HISTORY  POLICY PROFIL

Advanced Threat Protection
Application Settings Network settings

= General Settings
Essential Threat Protection

= s Network settings [)
cuirity B ontrols ,
Sty Zontrots General settings for network compofients

Endpoint Sensor

Monitored ports

- Monitor all network ports Network ports
xclusions

f | ® Monitor rts only
Settings for detected threats and scan exclus Monitor selected ports only

38 ports selected )

Monitor all ports for specified applications

Local Tasks

Reports and Storage

General Settings Settings for storage of reports and backup oH Network ports

0 applications selected

Interface Monitor all ports for the applications from the list recommended by Kaspersky Lab + Add X Delete
Settings for the user interface and notificatio List of applications recommended by, Kaspersky Lab (2
- Description Port Status

Encrypted connections scan ETP 20 @D cnabled
Scan encrypted connections ETP 2 @ cnsbled
When visiting a domain with an untrusted certificate SMTP 25 @D cnabled
HTTP 80 @D cnabled
HTTP 81 @D cnabled
HTTP 82 @ cnabled
KL 002.11.1: Kaspersky Endpoint Security & Management 4TTP az e R




Kaspersky Endpoint Security 11.1: npoBepKa wndgppoBaHHOro
Tpaduka

— [obasneHa npoBepka
R Network oot E Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certificati... . O X
_ g File Action View Favorites Window Help - [l&] % 3aLLIMCpr BaHHorO TpachKa’

e B4 HIXEEI0m OCHOBaHHasi Ha NogMeHe

e iin ok = «© il Consale Roor S5)SecureTrust CA [55INO LIABILITY ACCEPTED, ()97 Veri A
v (G Certificates (Local Computer) [ Microsoft Root Certificate Authority 2011
—— Personal I Microsoft Root Certificate Authority 2010 Ce pT M (b VI KaTO B
v [ Trusted Root Certification Authorities

2] Microsoft Root Certificate Authority
IMicrosoft Root Authority

j Intermediate Certification Authorities Microsoft Authenticodeltm) Root Authority - K ES CO3|D|a eT Ce pT M ¢ M KaT rl p M

all ports for specified applications Trusted Publishers ¢ Kaspersky Endpoint Security Personal Root Certificate

0 applications selected _| Untrusted Certificates Gl Hotspot 20 Trust Roo AA-»03 ;- yCTaHOBKe l/l nOMel I laeT ero B
R N o i = R PR _| Third-Party Root Certification Author fﬁJGo Daddy Class 2 Certication Authority
Monitor all ports for the applications from the list recommended by Kaspersky Trusted People 5] GlobalSign Root CA

— 8 Client Authentication issuers lGlobalSign (1 Bhtrust Root Certification Authority J1OKaJibHOe Xpa HWUJN Ll.l,e Tru StEd Root

U _ Certificates

List of applications recommended by, Kaspersky Lab (&' 3] Preview Build Roots [5]DST Root CA X3 [55] figiCert High Assurance EV Root C/ . e . -
| €SIM Certification Authorities 5IDigiCert Global Roo Certification Authorities
| Homegroup Machine Certificates =] DigiCert Global Root
Encrypted connections scan o) [ o] | Smart Card Trusted Roots [ DigiCert Assured ID Rdot CA
SPC

o N o Cencate x| —  [pu kaxgom 3anycke KES npoBepsieT
- o N _ Windows Live ID Token Issuer| conoro Detai e
etails Certification Path

nain with an untrusted certificate Hallinm4yune ce pTVIC*)l/I KaTa B XpaHUIinLie

<
Certificate Information
A necrin ero TaM HET BOCCTaHaBJ1INBAET
This certificate is intended for the following purpose(s):
N secure connection scan errors occur * Ensures the identity of a remote computer
« Allissuance policies
Add domain to exclusions
ck
SL20
A p Issued to: Kaspersky Endpoint Security Personal Root
Decrypt secure ¢ t rtifica Certificate
If you opena v ecure connectio be decrypted
S Issued by: Kaspersky Endpoint Security Personal Root
regardless of v Certificate
Trusted domains valid from 12/9/2008 to 12/4/2028
Trusted applicatio

“ Issuer Statement
KASPERYKY3

KL 202.11.1: Kaspersky Endpoint Security and Management.




Web Threat Protection: nogMeHa cepTudukaTa

—  Kaspersky Endpoint Security

[ Kaspersky Endpoint Security for X

General Details Certification Path y i , s ..
é—_@- Bttps:y_;secure.elcar.org/elcar(om G * 6 : Pe rsonal Root Ce rtlflcate:
| ; ; -
R Certificate Information — CpOK ﬂeMCTBMﬂ 10 neT
This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer - aJ'IFOpl/ITM LUM(prBaHMﬂ SHA 256

— [ONUHHAa Krno4da 2048 bits

— [lpoBepka 3awmppoBaHHOro

Issued to: secure.eicar.org
Kaspersky T UKa BJI1INAET H aooT
I Issued by: Kaspersky Endpoint Security Personal Root I Endpoint Security fOl' WindOWS pac*) a p 6 y
il S CneayoLmx KOMMNOHEHTOB:
valid from 11/13/2017 to 11/13/2019 — i
The requested web address cannot be provided We b Th reat P rOteCt I 0 n
Object web address: [— We b CO nt r‘o |

Issuer Statement https://secure.eicar.org/eicar.com

— Mail Threat Protection

Reason:

object is infected by EICAR-Test-File

Message generated on: 11/13/2018 5:24:07 PM

KASPERYKY3
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TO eCnu Npu NpoBepKe 3aliULLEeHHbIX cOeaANHEeHUN

Network settings

Encrypted connections scan

Scan encrypted connections

When visiting a domain with an untrusted certificate

llow
L] \LowW

T

53]

lOCK

[E] ABC\Administrator, a Kaspersky Security Center policy is applied to the computer

@ Advanced Threat Protection
@ Essential Threat Protection
! Security Controls

@ Application Settings

Network settings

When secure connection scan errors occur
Break connection

®) Add domain to exclusions

@ Reports and Storage

@ Manage Settings

¢« SSL 2.0 connections (recommended)

K
2 0 protocol has flaws that affect the security of data transfer.

Decrypt secure connection with EV certificate

r not

Trusted domains

Trusted applications

i

rtificate for the first ime, a secure connection will be

BO3HUKaeT OounoKa?

& Kaspersky Endpoint Security for Windows

Network settings

General settings for network components of Kaspersky Endpoint Security for Windows.

Proxy server

Proxy server address is defined automatically, port 80

Monitored ports

@ 1

Encrypted connections scan

On certain websites, secure connections cannot be scanned
scan is enabled.

Trusted domains

Trusted applications

Advanced Settings »

When visiting a domain with an untrusted certificate:

When secure connection scan errors occur:

Allow

Add domain to exclusions

The SSL 2.0 protocol has flaws that affect the security of data transfer,

If you open a website with an E}
decrypted regardless of whethe

(& Domains with scan errors ©)] X

Ecnu npy nonbiTke NpoBepkn 3aindpoBaHHOro Tpaduka BO3HUKaET OLLINMOKa, IOMEH aBToMaTUYeckn NobaBnseTcs B
NCKMIOYEHUS U BECb €ro TpaduK LM POBaHHbLIN TpaduK NponyckaeTcs 6e3 NpoBepku

Cnuncok ncknoveHns XPaHUTCA JNTOKalrbHO Ha Ka>XgOoM KOMIMbOTEPE U HE NepeaaeTCAd Ha CepBep AAMUHNCTPUNPOBaHUNA

KL 002.11.1: Kaspersky Endpoint Security & Management

www.eicar.org

>

cdnjs.cloudflare.com
www.youtube.com
analytics.eicar.org

secure.eicar.org
snippets.cdn.mozilla.net
tracking-protection.cdn.mozilla.net
s.ytimg.com
safebrowsing.googleapis.com

m

www.google.com
vk.com
connect.facebook.net
top-fwzl.mail.ru

counter.yadro.ru
www.tns-counter.ru
sb.scorecardresearch.com e

OK
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YTO0 ecnu npoBepKa 3aundgppoBaHHOro Tpadpuka

Network settings

Encrypted connections scan

Scan encrypted connections

W

o Allow
Block

When secure connection scan errors occur
Break connection

®) Add domain to exclusions

When visiting a domain with an untrusted certificate

Trusted domains

Trusted domains

+ Add

recommendead)

of with EV certificate

o not

[rect tne security of aata tra

effificate for the first time, a se

Trusted applications

» Do not scan network traffic

‘

—> ® Encrypted traffic only
4

Application

KL 002.11.1: Kaspersky Endpoint Security & Management

+ Add —

5
a

>

Domain Status
* secure eicar.org @D Enabdled

* eicarorg @ Enadled

>

Path or path mask to the application | C:\Program Files (x86)\ABC_Bank\client.exe
0 not scan opened files
Do not monitor application activity
Do not inherit restrictions of the parent process (application)
Do not monitor child application activity
Do not block interaction with the application interface

Do not block interaction with AMSI Protection Provider

All traffic
Specified remote IP addresses
-+ Add Delete

IP address

s}
Q
&
o

MeLuaeT paboTe nporpamMmbi?
e

Add domain X
Domain

* secure.eicar.org

For example: example.com

He oTkntoyaeTte npoBepky
3awmndgpoBaHHOro Tpaduka
NOSTHOCTbIO

HacTponTe ucknoveHns
OJ19 KOHKPETHbIX JOMEHOB U1
NPUNOXEHUN

KASPERYKY3



[TpoBepkKa https-Tpadumka: npodbrnembl cepTudmkKarta

A4
Beb-cauTta

[) https://expired.badssl.com General Details Certification Path ) General Details Certification Path
Certification path
< C @ htips;//expired.badssl.com * O if} Certificate Information &
Windows does not have enough information to verify
this certificate.

Issued to: *.badssl.com

Issued by: COMODO RSA Domain Validation Secure Server

lI‘ CA View Certificate
. wie . o Valid from 4/9/2015 to 4/12/2015
Visiting a domain with an untrusted Certificate status:
cer tlflcate is certificate has expired or is not yet valid.

50 s 2ot . . Issuer Statement
Your connection is not secure. Criminals may attempt to intercept your private
data. It is recommended to stop working with the website.

Web add

expired.badssl.com

Reason: () Attention!
This certificate or ifi i hain is out of date. 4 I !
View certificate *  You are about to visit an unsafe web resource. Continue?
| understand the risk. but want to proceed ) y Application name: Kaspersky Endpoint Security for Windows
9  Vendor AO Kaspersky Lab

Action: Visiting an unsafe web resource

[] Remember my action for 5 minutes. Yes

KASPERSKY#

KASPERYKY3
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M Certificate X

General

Web Control: npoBepka https-Tpaduka

Details ~Certification Path

L= § Certificate Information

* Ensures the identity of a remote computer

This certificate is intended for the following purpose(s):

Issued to: *.facebook.com

Issued by: Kaspersky Endpoint Security Personal Root I

Certificate

Valid from 11/13/2017 to 11/13/2019

Issuer Statement

o ]

KL 202.11.1: Kaspersky Endpoint Security and Management.

n Kaspersky Endpoint Security for X

<€

v Bvttps://wmv.facebook.com

Kaspersky

Endpoint Security for Windows

ACCESS DENIED

The requested web page cannot be provided.

Address: https://veww.facebook.com.
The web page has been blocked by the SM rule.

Reason: the web resource belongs to the Social networks
content category(-ies) and the Undetermined data type
category(-ies).

This web resource is prohibited at the company. If you
consider the blocking to be mistaken or if you need to
access this web resource, contact the administrator of the
local corporate network (Request access).

Message generated on: 11/13/2018 5:42:12 PM

w

aee
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Kaspersky Endpoint Security for Windows (11.1.0)

High protection level

Web Control: HOBasl Kateropus

GS

GENERAL EVENT CONFIGURATION

Advanced Threat Protection

al Threat Prot

Security Controls

ISION HIS

blocks abnoy|

KL 202.11.1: Kaspersky Endpoint Security and Management.

Web Control

Web Control

Web Control Settings

Rule List

4 Add s— )

Rule name State

No

Q

a
o

Warning

Blockage Message to administrator

f the warning message that appears when attemj

Inactive

Action

e Allow
Block

Warn

y 1o individual a

X
m

Address

dd

resses and/or grou

ne
Ps

Content categories

v Internet com

v
Cryptocurrencies and mining
Computer games
N
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JTabopaTtopHasn padboTta Ne7

Kak npoBepuTb 3alinTy OT BEO-yrpos

1. TlpoBepbTe, 4TO 3awmTa OT BED-Yrpo3 npoBepseT
https Tpaduk

2. BblkntounTe npoBepKy LWNPpoBaHHOIO Tpaduka angd
nporpamMmmbl PowerShell

KASPERYKY3
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Kaspersky Endpoint Security 11.1: nogaep»xka Windows
Subsystem for Linux (WSL)

Q' vb@ABC-Test: /tm
£ e Kaspersky Endpoint Security for Windows

$ cd /tmp/ 9 File Threat Protection
$ 1s
~ Malicious object detected
$ eicar_dropper
z z 7
eicar_dropper: command not found , Eventtype: Malicious object detected
$ g++ eicar_drop_kl_edu.cpp -o eicar_drop Application\Name: eicar_drop
$ eicar‘_dr‘op Application\Path: C\Users\administrator\AppData\Local

eicar drop: command not found \Packages

C $ 1s \CanonicalGroupLimited.Ubuntu18.04onWindows_
= 79rhkp1fndgsc\LocalState\rootfs\tmp',
Application\Process ID: 7832

$ ./eicar_drop User: ABC\Administrator (Active user)

“+hdNNd+ :hNNmhs- Component:  File Threat Protection
oNMMMM/ -mMMMMy Result:‘.Descriptiqn: Detected
DEMO eicar dropper 0.1 HesgYpe Vine ¢
/ PP Result\Name: EICAR-Test-File
IMMmdhhmMMMMs ™ NMd Result\Threat level:  High
DEMO :sNMNMM: Result\Precision:  Exactly

Object: C\Users\administrator\AppData\Local\Packages
\CanonicalGroupLimited.Ubuntu18.04onWindows_
79rhkpifndgsc\LocalState\rootfs\tmp\eicar.com

/ MMM+ EICAR -mMMy
/MNhoMMNMMMmdyy 55y hmMMMNMMy ymMy
T /smMMm” T - /oyyNMMyys+: . yMMmy/. Object\Type:  File

s MM+ yMM .MMs Object\Path: C\Users\administrator\AppData'\Local
OMM- yMM MMy \Packages

-sssdMM: yMM *MMmMSSSOo \CanonicalGroupLimited.Ubuntu18.04onWindows_
Fﬂ_ﬂ_wh 1 : ‘ ; d}_[;% 79rhkp1fndgsc\LocalState\rootfs\tmp\eicar.com
/ MMy yMH £ Y, Jectulame:  eicar.com
sSMM: yMM Reason: Expert analysis
“mMM/ yMM . mMM- Database release date:  11/6/2018 1:46:00 PM
.SNMMMMh-  yMM SMMMMNy : Hash: i
- NMd+" —hMMms /dMM/OhMMm/ : vMMo 275a021bbfb6489e54d471899f7db9d 1663 c695ec2fe2a2c453
i P s 7 3 o, 8aabf651fdOf
. +hNMMMMMNds - T -

Details...

KASPERYKY3
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NNTabopaTopHasn padboTta Ne8

Kak npoBepuTtb 3almTy OT (pannoBbIX Yrpo3

1. [lpoBepuTb, 4TO Kaspersky Endpoint Security ymeet
OOHapYXNTb BpeOOHOCHbIE (halsibl, KOTOpPbIE
3anyckarTca B Windows Subsystem for Linux

2. WN3yunte cobbiTna 3awimnTbl OT hannoBbIX Yrpo3

KASPERYKY3
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3alunTta ot MAC Spoofing

KASPERYKY3
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Kaspersky Endpoint Security 11.1: 3awmta ot MAC Spoofing

Kaspersky Endpoint Security for Windows (11.1.0)

© High protection level

Advanced Threat Protection

Essential Threat Protection

Cata o tede
Security Controls

Endpoint Sensor

Local Tasks

ral S

0]
o

Gen

ttings

GENERAL  EVENT CONFIGURATION  APPLICATION SETTINGS

s in RAM, scanning all opened, savg

s inbound traffic on your computer.

Network Threat Protection

Network Threat Protection ENABLED

Network Threat Protection settings

id the attacking computer to the list of blocked computers for

min

not be logged

from which network attacks will not be blocked. Information

Network Threat Protection

about such attacks will

network activity according to th

use of hacker-compromiseg

MAC spoofing protection mode

AAC Spoofing Protection ENABLED

®) Notify only

tify and block

KL 202.11.1: Kaspersky Endpoint Security and Management.

MNpepoTBpaLlaeT nogMeHy aapecoB B
ARP-Tabnuue, npMHMMas TorbKo Te
OTBETHI, AJ19 KOTOPbIX OblN OTNpPaBneH
3anpoc

MNocne BbINONHeHMs1 ARP-3anpoca Bce
OTBETbI KPOME NepPBOro UrHOPUPYHOTCS
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Role Based Access Control for KES
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Kak nonb3oBaTtenb MOXeT nomMelwlaTtb 3awurte?

- I +5 ‘ l Search Programs and Features

@thﬂ « Programs » Programs and Features

Centrol Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or

) Turn Windows features on or Repair.

off —
Install a program from the Organize v Change g==
network ——

Name Publisher

% Kaspersky Endpoint Security for Windows AO Kaspersky Lab

Kaspersky Security Center 11 Network Agent

1) Microsoft Office Professional Plus 2013

ﬁMicrosoft Visual C++ 2017 Redistributable (x64) - 14.1...
L tMicrosoftVisual C++ 2017 Redistributable (86) - 14.1..

AO Kaspersky Lab
Microsoft Corporation
Microsoft Corporation

Microsoft Corporation

%) Kaspersky Endpoint Security for Windows [fo] @ @ Morzilla
Mozilla
Modify, Repair, or Remove application -
Lo Sig. KAsPERsKv.g Mozilla
Select the operation that you want to perform. - Skype Technologies S.A.
VMware, Inc.
Modify
H L‘jF]‘ Action prohibited by a group administration policy
5 Repair
% 11.1.0.15669

"{2 %\ Action prohibited by a group administration policy

https://click.kaspersky.com/?hl=en&link=...

[ i i i i i e i sl

Remove
Removes Kaspersky Endpoint Security for Windows from your computer.

& Kaspersky Endpoint Security for Windows

THREAT DETECTION TECHNOLOGIES

Machine learning

Cloud analysis

’ Expert analysis

Behavior analysis

Automatic analysis

O Protection components

Started: 14
Installed: 14

Reports Backup

(NGRGIGETS

Tasks

Scheduled: 1
Total: 2

) Support

1. Ypanutb Kaspersky Endpoint Security unn AreHT
agMuHNcTpupoBaHus. bes AreHTa He NPUMEHSIETCS NONUTUKA U
Nofb30BaTeNb CMOXET MEHSATb HACTPOMKN

2.  YoanuTb NUUEH3NI0: KOMMNOHEHTbI OCTAHOBSATCH

3. BbInTK 13 Kaspersky Endpoint Security: 3aLmMTa OCTaHOBUTCH &

KL 002.11.1: Kaspersky Endpoint Security & Management

P& Licensing ® = X
00771CCD-0A1E-42FF-9577-9DAEATBB1A2F
R License type: Trial license for 10 computers

Application name:
Functionality: v Protection
v Security Controls
v Data Encryption
Trial license for 10 computers for 30 day(s)

License is in effect from 12/7/2018 until 1/6/2019 6:11:18 PM
License expires in 18 day(s).

P Purchase license
Visit online store to purchase a license.

P Activate the application under a commercial license
Start Kaspersky Endpoint Security for Windows Activation Wizard.

SEettings

@ License &

Settings

Kaspersky Anti-Virus Suite for WKS and FS

Close

Kaspersky Endpoint Security for Windows

Pause protection and control...

Disable policy...
Support

About

Exit

~ P B2 )

40/ PM
12/20/2018 51
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Kaspersky Endpoint Security 11.0: 4OCTYnN MO NaPOIIO K
nokanbHomy uHTepdgeuncy KES

[l Properties: Kaspersky Endpoint Security for Windows (11

High protection level All recommended protection components are enabled.
General
) |& - Interaction with user
Event configuration
Display application interface
Advanced Threat Protection
i d J [:l Simplified application interface
jal Th P j
Essential Threat Protection [@ — Notifications
Endpoint Sensor ik Settings for notifications about events that occur during Kaspersky
ettings i i i i
Local tasks 9 Endpoint Security for Windows operation
General Settings |& — Warnings
—— . 2 Warnings on the Kaspersky Endpoint Security for Windows icon in the
ti tti
AericRtion SEvings Settings notification area
Exdusions
. |& — Local anti-virus database status notifications
Reports and Storage n = ification i 7
po! g Send the "Databases out of date” notification if databases were not 312 dayls)
updated
Interface
Send the "Databases extremely out of date” notification if databases 7Lkal
Policy profiles were not updated I: =1| dayls)
Revision history [@ — Password protection
Settings Password protection disabled
|- User support
Settings Support information
= s

KL 202.11.1: Kaspersky Endpoint Security and Management.

/& Password protection

Recommended default value for the user name is KLAdmin.
Enable password protection

Password

Password protection allows you to set restrictions on the management of some or all
features and settings of Kaspersky Endpoint Security for Windows. This reduces the risk
of unauthorized or unintended changes in the functioning of the application.

User name: |Admin

New password: Iooonuoo

Confirm password: luouun

Password scope

Configure application settings

Exit the application

Disable protection components

Disable control components

Disable Kaspersky Security Center policy
Remove key

Remove / modify / restore the application
Restore access to data on encrypted drives
View reports

Select all Deselect all

OK

Cancel

KASPERYKY3



Kaspersky Endpoint Security 11.1: 4OCTYnN MO NaPOIIO K
nokKkanbHoMy nHtepdeucy KE

Kaspersky Endpoint Security for Windows (11.1.0)

Interface o X
1 for Windows Set the administrator password

GENERAL EVENT NOTIFICATION  APPLICATION SETTING REVISIC Password protection EI

@ Password protection ENABLED )

Monbsosarens

m

ttings for detected threats and ¢

A
@
3
@
<]

General Settings

Y

KLAdmin

Password protection

[<Q<Q<

Password protection Select user or group

Edit permissions for KLAdmin

ault administrator account on user computers

Add permissions for | User narr

KLAdmin

Access Control Assistance Operators

Administrator
Permissions

Administrators

Alex

ALEX-DESKTOP\Ad

n conj Al EY_PDESKTO 71N
ALEX-DESKTOP\KINagSvc

Allowed RODC Password Replication Group

Backup Operators < V2
SP s [}
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Kaspersky Endpoint Security 11.1: nogaep)XkKa Mmurpauum

* [Npn obHOBNEHNU Bepcun KES bonbLue He HYXKHO paclunpoBbiBaTb 3alM@PpoBaHHbIE
OWNCKN, eCn OH 3aLundpoBaH ¢ nomMoLLbio Kaspersky Full Disk Encryption

* YnyduweHa nogaepxka murpaunm ¢ Windows 7 / 8 / 8.1 Ha Windows 10

KASPERYKY3



Kaspersky Endpoint Security 11.1: ntoro

* [losaBunmMcb HoOBblE KOMMOHEHTDI:
— AMSI Protection Provider
— Adaptive Anomaly Control

- Peanun3oBaHa nposepka HTTPs-Tpaduka

» Peanu3oBaHa nogaepxka Windows Subsystem for Linux (WSL)

* PeannsoBaHa 3awwmuTta ot MAC Spoofing

* VIameHeHa mogenb gocTyna no Naposito K nokanbHOMY nHTepdoency KES

» PeannsoBaHa nogaep»xka Kaspersky Full Disk Encryption npyn o0OHOBEHUN BEPCUN
* YnyduweHa nogaepxka murpaunm ¢ Windows 7 / 8 / 8.1 Ha Windows 10

* [MosiBUNackh HoBas kaTeropua Web Control, cBA3aHHas C KpuntoBanoTamMmm u MaWuHUIOM

KASPERYKY3
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TabopaTopHasn padboTta Ne9

Kak npoBepuTb 3alUUTy ceTeBbIX NanoK oT
nporpamMmmMm-BbiMoOrartesneu

1.  WNmutupyute 3apaxeHue BpeLOHOCHOU NporpaMmmon
- BbIMOraTtenem

2. [lpoBepbTe pesynsratbl padboTbl KOMMNOHEHTA
3awunTbl Behavior Detection

3. Paspewnte wmndposaHmne B ceTEBLIX Nankax
oOLLero goctyna v HaCTPOWMTE UCKIIYEeHNA ong
CeTeBbIX YCTPOUCTB

4. [MpoBepbTe, YTO UCKMIOYEHUS AN CETEBbLIX
YCTPOMUCTB paboTatoT KOPPEKTHO

KASPERYKY3
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JTabopaTtopHasn paboTta N210

Kak npoBepuTb 3alUUTy OT CEeTeBbIX aTak

1.  Wmutupyute ataky no cetu ¢ Komnbtotepa Kali Ha
KoMnbloTep Alex-Desktop

2. WN3yunTe oTUET O CETEBLIX aTakax
3. Pasbnokupyinte komnbtoTep Kali

4. HacTpouTe 3aliuTy OT CETEBbLIX aTak He
brnokmnpoBaThb Kali

5. Wmntnpyinte ataky c komnbtoTepa Kali Ha KoMmnboTEP
Alex-Desktop 1 nsyuuTe pesynbsraTthbl

KASPERYKY3
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