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v/ Accounts: Block Microsoft accounts
Kondurypanus Windows — IlapameTpsl 0€3011aCHOCTH —>
JloxanbsHbie TIOTUTUKA — [TapameTprl 0e3omacHocTr (Windows
Settings — Security
Settings — Local Policies — Security Options)

¢/ Interactive logon: Machine account threshold
Kondurypanus Windows — IlapameTpsl 0€3011aCHOCTH —
Jloxanwsubie [Tommtukn — IlapameTrpsl 0e3onacHocTy (Windows

Settings — Security Settings — Local Policies — Security
Options).

¢/ Interactive logon: Machine inactivity limit
Kondurypamus Windows — IlapameTpsl 0e30macHOCTH —
JloxanbsHbie TOTUTUKA — [TapameTprl 0e3omacHocTr (Windows
Settings — Security Settings—Local Policies— Security Options).



¢/ Microsoft network server: Attempt Service for user to self
(S4U2Self) to obtain claim information
Kondurypamnus Windows — IlapameTpsl 0e30macHOCTH
— JlokanpHbie nmonuTuku — [lapamerpsl 0e3onmacHocTr( Windows
Settings — Security Settings — Local Policies — Security
Options)

¢/ IlpaBuaa ynakoBaHHbIX npuiaoxeHuil (Package app rules)
Kondurypamus Windows — IlapameTpsl Oe30macHOCTH —
[TomuTrku ynpasieHus npuioxeHusasmu — AppLocker(Windows

Settings — Security Settings — Application Control Policies —
AppLocker).
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BitLocker

AES (advanced
encryption standard)

koMIloHeHT — IlIudpoBanue aucka BitLocker
(BitLocker Drive Encryption)



IHanean ynpasienus (Control panel) cepsepa

® » Control Panel » System and Security ‘,__s_emh Contrel P, P

Control Panel Home Action Center

Review your computer's status and resclve issues | B Change Uzer Account Control settings
Troubleshoot common computer problems

Windows Firewall
Check firewall status | Allow an 2pp through Windaws Firewall

System and Security
MNetwoek and Internet
Hardware

Programs
System

View amount of RAM and processer speed O Allow remote access
Launch remote assistance  See the name of this computer

Windows Update
Twn sutomestic updating on or off | Check for updates | Install optional updates
View update histery

User Accounts

Appearance

Clock, Language, and Regicn
Ease of Access

Power Options
Reguire 2 password when the computer wakes | Change what the power buttens do
Change when the computer sleeps

BitLocker Drive Encryption
Manage BitLocker
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Storage Spaces

section missing !! Administrative Tools
=l Defragment and optimize your drives | ¥ Create and format hard disk partitions

0 View event logs 0 Schedule tasks 9 Generate a system health report
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BitLocker (BitLocker Manager wizard)
Awvcnetuep cepsepos |L|£-

“[laHenb MOHMUT... - @ |V yopasrewe Coencra 8ua

| Active Directory - aomeHsl v goBepue

‘ Active Directory — caitte! u cayxShi

AWCHGTHQP AVNUEHSMPOBAHWA YAGNEHHBIX pa6ouwx cTono

B¢ Wndposamme gucxa BitLocker

CpeacTEO AMErHOCTUKM NNLEH3VPOBAHWNA YAaNEHHBIX pab

fgi AD DS — v A B¢ « Bcernementol nanenn ynpasnermns > Wudposanme aucxa Bitlocker
e DNS BuicTpuiii 3an
Nanens ynpasnenna — ’
® Cayx6bi yaaneHHsix pa... > Aomawn);a CTpaHW Wudposarme aucka BitLocker
BE Oaiinoesie cryx6si v cn... b 3awpmTure ceon $aiNB! M NANKK OT HECINKLNONUPOBAN
wudposanna gucxos BitLocker.
Yro Hosoro @
| www.spy-saft.ne
° % lWudposarue avcka BitLocker (E:)
YKaxXuTe, KaKyto 4acTb Aucka Tpebyerca sawndposaTts
Mogpobree
< Ecnu eot HacTpauneaere BitLocker Ha Hosom ancke uan MK, sam 40CTarouHo 33WndpoeaTs TOALKO Ty

YaCTb ANCKS, KOTOPAA CENRYAC NCnoNblyerca. BitLocker 3alwndpoebieaeT HOBLIE AAHHBIE 3BTOMATHYECKM
no mepe ux gobasnerna,

Ecnu sor exnrouaere BitLocker na yxe ncnonbsyemom MK uam gucke, pexoMenayeTca 3awndposars secs

AMCK. 3TO FAPAHTUPYET JALUMTY BCEX AAHHDIX — AAKE YAINEHHBIX, HO ELLLE COAEPKALLIMX MIBAEXIEMBIE
COLALHMA,

(@) Wudpoearts TONLKO 3aHATOE MECTO Ha gucke (Emnonuaercs GuicTpee, ontumansyo Ans moesix MK »
Ancros)

() Wudposams eecs guck (EbINONMAETCR MeanenMee, NOAXOAUT AnR yxe ucnonssyemsix MK u aucxoe)




IINH - xoabl n mapouau BitLocker

[TyTb: KOoHJurypauma komnerotepa — [MonuTmkm —
AOMnHMUCTpaTuBHbIE WabnoHbl — KomnoHeHTbl Windows —
OTOT NnapamMeTp NO3BOSISIET BblOpaTh LWWNppoBaHMe AnckKa
BitLocker — [uckn onepaunoHHOW CUCTEMBI

(Computer Configuration — Administrative Templates —

Windows
Components — BitLocker Drive Encryption — Operating
System Drives)

CerteBas pasonokuposka BitLocker (Network Unlock).

‘ Microsoft
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HludpoBanue paiios ¢ ucnojabiopanuem EFS

FILE ENCRYPTION

Encrypting File System |
—— ENCRYPTION E
CHUMMETPUYHOIO — —
mudpoBaHus Ve pubkc ey ——
Encrypted FEX

: Encrypted file
- with FEK in header

FILE DECRYPTION

E |
a DECRYPTION

( ,»-M",‘m.

* User's
private key

ENCRYPTION

File Encryption Key (FEK)
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DECRYPTION




