THEORY OF RISK



RISK & UNCERTAINTY
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DEFINITIONS OF RISK

|ner 1995)

4. 'Riék |sa meas € 'se =

. Rlsk IS the combinatio ability and extent of

consequences (Ali, 200

6. Risk is equal to the trlplet (S P, C) where S is the i scenario,
p, IS the probability of that scenarlo and C s the consequence

of the i scenario, i = 1, 2, ..N (Kaplan and Garrick, 1981:
Kaplan, 1991)




DEFINITIONS OF RISK

g,eventslconsequen&es and assc /_

g@vents OCCUT, be the conseq
;zéposa 2009a, &

0. Rrsk is potentialo ted with a hazard or an’%xtreme
event to a given place given period of time, which can
be defined in terms of the adverse consequences
(damage/losses) and the probability of occurrence
(Yan J. Disaster Risk Assessment: Understanding the Concept
of Risk // http://www.gripweb.org/).



MASLOW'S

" morality,
/; creativity,
spontaneity,
problem solving,
lack of prejudice,
»  acceptance of facts

o —

self-esteem, confidence, _
achievement, respect of others,
Esteem respect by others

friendship, family, sexual intimacy

Love/belonging

morality, the family, health, property

G ) Miisheil Siobecl

m RISK security of: body, employment, resources,




THE CONCEPT OF RISK

% I humanklnd)
2 T;:ﬁl@k is perceive
| pﬁr abilistic n

Indwidual and social characteristics form risk perceptidt’génd
Influence the way we rea ards risks.

Risk perception is attenuated or amplified in a typlcal pattern
described by the psychometric paradigma.

Schmidt M. Investigating risk perception: a short



RISKS AND RISK SUBJECTS

A peril is a cause of possible injury o
When a peril exists, no one can kn OW exac
pOSSIb|e outcomeﬂ' : |

V ccurrenée or non- occm‘lfence
of |njur|es or Ioss' | ecific - times.

Risks can be monel naving outcomes that are expressed in
monetary terms) or nonme ‘in nature. The non-monetary
risks associated with a hou include the risk of physical
damage, as well as the risks of inconvenience and emotional
upset, while the monetary risks include the risk of incurring
expense to repair the structure or to provide temporary housing to
the occupants. Since a fire can result in damage to any part of the

house and to any of the contents of the house, the list of possible
outcomes for the risk of physical damage is (infinitely) long.

Schmidt M. Investigating risk perception: a short



RISKS AND RISK SUBJECTS

thlng ‘associated

Schmidt M. Investigating risk perception: a short



PERIL AVOIDANCE AND

RISK REDCTION "

e accident ca’q‘; =
nated ||y, as on rare occasmns

The incidence and severl , njury or loss associated with other
perils can be reduced signifi ly by taking appropriate safety
precautions. Periodic maintenance of the electrical systems of a
building, for example, may reduce the incidence of fires in that
building, and both smoke detectors and automatic sprinklers may
reduce the severity of fire losses. Taking such precautions may be
called “risk reduction.”

Schmidt M. Investigating risk perception: a short



TRANSFER OF RISK

.--".Rlsks can result in adverse flnanc',
ar,; lnd|V|duaI

If avallable resourt
easﬂy offset thes
not be nheeded.

In S|tuat|ons In wh

, ignoring the potentfal
impact of such risks couls esirable. Accordingly, various
approaches have been dev mitigate such impact.

Mitigation of the adverse consequences of an uncertain event
often is provided by families, friends, privately funded charities, or
government assistance, among others.

Mitigation also is provided by governmental or private insurance
programs or prepaid service plans.

Schmidt M. Investigating risk perception: a short



RISK CHARACTERISTICS

charactenstms of the nsk subject éA
R‘écall that a risk subje

For'l{iaany risks it |
always quantitati
subjects that provide usef
various outcomes associate 1 the risk.

Observable qualities of the risk subjects that provide useful
information about the risk probabilities associated with the risk are
called risk characteristics.

, ted with the risk subject or
ormation about the likelihood of the

Schmidt M. Investigating risk perception: a short



RISK CHARACTERISTICS

prowdes useful mform_gtlon about t- '
the next year. Not every

in collision coverage Similat 1e health of a person might
provide useful information a he risks involved in life insurance
coverage. But, under most circumstances, the color of the car’s
upholstery is not an indicator of the likelihood or severity of a
collision and the color of a person’s eyes is not an indicator of
longevity. Observable qualities of the risk subjects that do provide
useful information about the risk probabilities associated with the
risk are called risk characteristics.

Schmidt M. Investigating risk perception: a short



RISK CHARACTERISTICS

charactenshc and the set of ‘values determines the risk class
to which the risk is assigned.

Schmidt M. Investigating risk perception: a short



RISK CHARACTERISTICS

sufflc:lent useful i
cha_-f_gcterlstlc.

The existence of &

,i&O b l’]‘ | ' ,;_,‘_'._.,:H e 3
r&tion.ﬁf{en prompts a search

1at t - form “A causes B.” A cause and
effect explanation someti adily apparent. This is true, for
example, for the correlation rior heart attack with shortened
longevity. e

Sometimes, however, a statistical correlation may be
well-established, but a cause and effect explanation may not be
evident. In such cases, introduction of additional risk
characteristics might facilitate a more accurate assessment of the

relevant risk probabilities.

Schmidt M. Investigating risk perception: a short



APPROACHES TO THE CONCEPTION AND
ASSESSMENT OF RISK

the psychological ¢
social theories of risk;
cultural theory of risk (using gr'lﬁd-group analysis).

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



A SYSTEMATIC CLASSIFICATION

OF RISK PERSPECTIVES

INTEGRATED APPROACHES (e.g., Social Amplification of Risk)

I
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Approach Hazards listic Risk mics of of Risk Theories Theory of
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Instru- ; Early W £ :
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.~ PP. 53-79.



APPROACHES TO THE CONCEPTION AND
ASSESSMENT OF RISK

Ifthls distinction ig
that'an undesirablé
a result of naturaljes

This deflmtlon implies th 1S can gnd will make causal
connections between actic ﬁ/events) and their effects, and
that undesirable effects ca avoided or mitigated if the causal
events or actions are avoided or modified. Risk is therefore both a
descriptive and a normative concept. It includes the analysis of
cause-effect relationships, which may be scientific, anecdotal,
religious, or magical; but it also carries the implicit message to
reduce undesirable effects through appropriate modification of the
causes or, though less desirable, mitigation of the consequences.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



APPROACHES TO THE CONCEPTION AND
ASSESSMENT OF RISK

questrons g -

How can we specify or ure uncertainties?*f'r
What are undesirable outcon'es? ’
What is the underlying concept of reality?

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



TECHNICAL RISK ANALYSES

The actuarial approach provides a"f'." aight-
these questions. The base unit is expected
relative frequency’ n |
The undesirable e
or ecosystems whic
appropriate scien J_
may be the prediction of fatalities in car accidents for the coming
year. The expected value ce extrapolated from the statistical
data about fatal accidents in previous years.

This perspective of risk relies on two conditions:

enough statistical data must be available to make meaningful
predictions;

the causal agents that are responsible for the negative effects
must remain stable over the predicted time Period.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.




TECHNICAL RISK ANALYSES

" ’m{

shlps hgle to be expldred and 5
glcai (anlmal experiments) or

risk agent with a populatl ,xposed to the risk agent),
researchers try to identify ar antify the relationship between a
potential risk agent (such as dioxin or ionizing radiation) and
physical harm observed in humans or other living organisms.

Modeling is used to isolate a causal agent from among several
Intervening variables. These risk assessments can serve as early
warning signals to inform society that a specific substance may
cause harm to humans or the environment.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



TECHNICAL RISK ANALYSES

_l’ r g fault-tree o
ch component

logical tree are the
failure rate of the system. L

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



TECHNICAL RISK ANALYSES

-ag‘fyarial analysis, thaus, an average es
uflitfggesirable events one can ex.pict over tir

human activity or ¢ cal failure. Its m
failures, that |

the modeling of comp

breakdown of technical cdmpone

interactions. ¢ M /

Probabilistic risk assessme ve been specifically valuable in
detecting deficiencies in complex technical systems and in
improving the safety performance of the technical system under
consideration.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



TECHNICAL RISK ANALYSES

‘The technical analyses of risk have di
sq*’éival sciences: ‘

swhat people pe
/ f -

s are able to capture;

the institutional structur anaging and controlling risks is
prone to organizational failures and deficits which may
iIncrease the actual risk (the interaction between
organizational malfunctions and risk is usually excluded from
technical risk analyses);

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



TECHNICAL RISK ANALYSES

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



TECHNICAL RISK ANALYSES

sheijéld be reduce
to humans or eco
ia ' nflned to the smgle goal
of risk minimization but _ her objectives such as equity,
fairness, flexibility, or resilie he inclusion of these
complementary objectives requires participation by interest groups
and the affected public.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



TECHNICAL RISK ANALYSES

risk than the average person
D) C policy based on aggregate

caIcuIatlons The extent to which a person is exposed to a specific

risk also rests on lifestyle fa and anecdotal knowledge, both

of which are mostly unknown to scientists performing risk
analyses.

The dominance of science in risk policy making provides too much
power to an elite that is neither qualified nor politically legitimated
to impose risks or risk management policies on a population.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



ECONOMIC PERSPECTIVES

O\ RK

through social pr The c nce chnical
apprpach Is the e ‘ of risk. The major dlffenénce |
here is the transf y |

| harm or other undesn‘ed
effects into subje

The base unit of utllltles ' the degree of satisfaction or
dissatisfaction associated v ossible action or transaction.
Whether physical harm is evaluated as pleasure or disaster
remains irrelevant in the technical understanding of risk.

Not so in economics: the relevant criterion is the subjective
satisfaction with the potential consequences rather than a
predefined list of undesirable effects.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



ECONOMIC PERSPECTIVES

ON RISK

:rjiThe shift from expected harm to

Egrposes
b subjectlve (di

gonsequence
- are deemed

the common
direct comparison
options.

Using utilities instead of physical harm provides a common
denominator that enables each individual to compare options with
different benefit profiles according to overall satisfaction.

Utility is universal and one-dimensional.

-

o " 1-‘1.

rsona Satisfactifin” allows a
ks and benefits across different

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



ECONOMIC PERSPECTIVES
ON RISK

scisions (public or
ire the a’ﬁgregatlon of |nd|V|duaI
utilities. How to measure are of society, however, remains
a major problem, since the ¢ tive nature of utility does not
provide a logically valid method to aggregate individual utilities
into a single societal welfare function. Averaging over expressed
preferences is a common but unsatisfactory method for
determining the utility of collective goods.

MoSf’fdecisions 0
merltocratlc good

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



ECONOMIC PERSPECTIVES
_ON RSK

ility to théFn

yassion for others and may
seek to increase th , er people even at their own
expense. This behavior is'€c 'y to the naive version of the
rational actor paradigm, whi stulates that people with full
information will act in accordance with their own interests.
Economic theory is, however, compatible with a modified and
more realistic version of the rational actor paradigm, which
assumes that people have subjective motives for performing an
action and that they try to assess consequences of their action in
the light of these motives.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.

At the same tlme,'-



FUNCTIONS OF ECONOMIC
_ APPROACH IN POLICIES

|t enhances te 'risk anal s b rOViding 3 broadér

aspects of rlsk 4 /
at market prices (or shadow prices)

Under the assumption t
represent social utilities, it provides techniques to measure
distinctly different types of benefits and risks with the same unit.

It includes a model for rational decision making, provided that
the decision makers can reach agreement about the utilities
associated with each option.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



PSYCHOLOGICAL

PERSPECTIES ON

'squectlve judgment about the natur
th:f:@e ways:
ﬂ; focuses on
“attempts to e
judgments on

more specific studies’
decision making |dent|f\_ veral biases in people’s ability to
draw inferences from probabilistic information (these biases
refer to the intuitive processing of uncertainty);

the importance of contextual variables for shaping individual
risk estimations and evaluations.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



THE EMERGENCE OF

SYSTEMIC RISKS

:rjiThe modern concept of emerging sys
risks “that affect the systems on whic
héglth transport, environment,

e L
.......

and he environm
econom|c risks a

driven actions, both at the domestic and the international level.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



THE EMERGENCE OF
SYSTEMIC RISKS

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



INCREASING RISKS
Ay THE MODERN WORLD

e . -

gtructure of r r/ g
abilities anc

mterventlons of human bein ) the natural enwrckment

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



INCREASING RISKS
IN THE MODERN WORLDA ¢

rough
. systems and cause significant

all thé more or less tl.ghtly CC
damage. |

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



INCREASING RISKS

‘The development of globallzatlon S
'change

he technologica
red’@lgtlon of indivi
affected by a disa
vulnerablllty of m

Among the characteristi technological development are
the tight coupling of technol with critical infrastructure, the
speed of change and the pervasiveness of technological
interventions into the life-world of human beings, all aspects that
have been described as potential sources of catastrophic
disasters.

IN THE MODERN WORLD

s in somety

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



INCREASING RISKS

_IN THE MODERN WORLD’

'hﬁ/e experienced basb c transition «-'
decades efforts to deregulate '
sergges and refo “
goverr ment s role

Attitudes and policies are ini
bodies with conflicting intere
media.

ngly influenced by mternatlonal
5 and increasingly by the mass

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



INCREASING RISKS

IN THE MODERN WORLD

An increase of catastrophic potel
,ii_'lndlwdual risk, assomated with an inc

'Vtechnologlcal

An Increase in Nty due to the growmg *'
mterconnected

| ast global changes.
An Increased uncertaln t a change in frequency and
intensity of natural hazards due to global change.

Strong links between physical, social and economic risks due to
the interconnectedness of these systems.

An exponential increase in payments by insurances for
compensating victims of natural catastrophes.

The emergence of “new” social risks (terrorism,
rhgpn(‘hantment F[ngt(),opc!apr)t]sgkls§£ s§‘|§1ﬂon|§800| EAQeD&Rg(e—ReC%§(§ IS%Q 1992. — PP. 53-79.




INCREASING RISKS
IN THE MODERN WORLD _

~ An increased importance of syr
hi | ial for socna am

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



RISK CLASSIFICATION AND THE

ESTIMATION OF EXPECTED LOSS

based on historical data regardlng: |
severity observed for thi

substantially simile hen @gndltlons are's?able ==
over time and wh sufﬂplently homogeneous and
are expected to re ble estimates of the risk :
probabilities and thus of pected loss can be based on

historical data.

The relevance of data obtained from historical studies might be
limited if the conditions under which the data were observed or the
observed mix of risks are not those that are expected to apply to
the risk probabilities being estimated. Historical information can
lose relevance quickly as economic and social environments and
other factors change.

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



DONALD RUMSFELD

RISK CLASSIFICATION

”“Re(ports that say that something hasi
m;éfestmg to me, bec:@se as we knc
t ‘are things e

we d")‘cf"ant Know.

And if one looks throughout story of our country and other
free countries, it is the latter category that tend to be the difficult
ones.”

Phrase from a response United States Secretary of Defense Donald Rumsfeld gave toa question
at a U.S. Department of Defense news briefing on February 12, 2002 about the lack of evidence linking the government of Iraq with the supply of weapons of
mass destruction to terrorist groups.



DONALD RUMSFELD
RISK CLASSIFICATION

"fawn/unknq

- know how to
< unknown/unkn
~ and, by definitic

Zvsans J., Ganegoda A. Classification of risks and management implications // Risk Management Today. — 2012. — 10. — PP. 66-68



NEW CHALLENGES
FOR RISK MAGEMENT' =

| I'ﬁmratlng the ,
~ deal with both phy rds and social risk percept ns

Expanding risk manage forts to include glob@_l and
transboundary consequences of events and human actions

Renn O. Concepts of Risk: A Classification // Social Theories of Risk. — Westport CT: Praeger, 1992. — PP. 53-79.



