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resolving the standards dilemma
multiple incompatible standards

\. J
r )
standardizes the internal functions
L partitioning it into abstraction layers y
4 )
a device operates at a certain
layer device implements the
functionality of that layer
- /

The Open Systems
Interconnection model

(OSI)
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[ Moving from the top \

\_ J
/ Moving from the \

bottom

______________________________ L7H Data T
ey Data [ 6

F 3

e lve|edfirH Data [ 5
T uaH |LsH| LeH | LTH Data e 4
|L3H|L4H|L5H|L6H |L7H Data L 3
F 3

L2H|L3H [ L4H | L5H [LeH | LTH Data L2F 2




OSI Layer 1. Physical Layer

7

Application Layer

Type of communication:
E-mail, file transfer,
client/server.

Presentation Layer

-

\

transmitting and receiving data

over a transmission media

6 % Encryption, data conversion:
ASCIl to EBCDIC,
BCD to binary, etc.
@3 Session Layer
5 /o\'- Starts, stops session
@] Maintains order.

Transport Layer

Ensures delivery of entire
file or message.

Network Layer

Routes data to different
LANs and WANS based
on network address.

Data Link (MAC) Layer

Transmits packets from
node to node based on
station address.

Physical Layer
Electrical signals and cabling.

\_

J

e Transmission media
e Connector

* Data encoding and
synchronization

e Transmission technique

1



OSI Layer 1 functionality

data signal is carried.
Transmission can be
sent through a
physical medium,
such as copper wire or
fiber optic cable, or it
can be sent wirelessly

(Fhe path over which a\

Transmission
: Connector
medium

using radio waves.
\ s Y,

o

/

The Physical layer
provides the direct
connection between
nodes (node - term
used to refer to a

connection point on a
network, typically a

computer or other
network device).

\

J
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OSI Layer 1 functionality

Transmission

Data encoding

/In the context of the\
Physical layer, it
refers to converting
data into a
transmission format.

How to tell the start
and end of a frame,
and how data is

technique

4 Physical layer also N
determine the
transmission

technique. Data can be

sent using either a

\_ synchronized. )

digital or analog
transmission. Fiber
optic transmissions,

for example, are

\digital transmissions. )

9




OSI Layer 2. Data Link Layer

Application Layer 4 )
7 @ ek o trantery ensuring that data is transmitted
client/server. .
between nodes without errors

Presentation Layer
6 ‘W’ 5&2 1 océ%.c %TC. conversion:

BCD to(:)imry, e'(c. k j
5 Session Layer

2
@) Starts, stops session.
O Maintains order.

Transport Layer

Ensures delivery of entire o Link Contl'Ol
file or message.

Network Layer | * Access management

LANS s WANS bescd | | * Traffic control
on network address.

Data Link (MAC) Layer * Sequencing
P05 10 08 D06Sd 0N * Acknowledgement

station address. 1 .« .

[ ]
Physical Layer De Hnltlng .
Electrical signals and cabling.  Error correction

10



OSI Layer 2 functionality

/ Link control

terminates the
link

.

~

/

/ Access \

management




OSI Layer 2 functionality

4 Traffic h
control

i Sequencing

\. J

4 ™
Acknowledgement

- J

g Delimiting A

\ Y,

( )

Error correction

12



OSI Layer 2. MAC address

[

Media Access Control (MAC) address

\

‘/

The first three octets

\The remaining three octets

\’
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OSI Layer 2. MAC Address

] 6 bytes -
offset: 1 2 3 4 5 6

3 6th byte 5th byte 4th byte 3rd byte 2nd byte 1st byte 6
8 1st octet | 2nd octet | 3rd octet | 4th octet | S5th octet | 6th octet g
—r —r
w oy,
= or =
= -
=. -——— —_— —_—
? 3 bytes 3 bytes ,-=,"'
[« 7] Organisationally Unique Network Interface Controller |
= Identifier (OUI) (NIC) Specific =
— —r

8 bits \

bg|b7 |b6 b5 [ba|b3]|b2]|b1

\ 0: unicast
1: multicast

N

o

: glebally unique (OUI enforced)
1: locally administered

14



Adapter’s physical address

ipconfig/all

_ adapter’s physical address

e 7 ——E

C\Windows\system32\cmd.exe ="

Host Name . . . . .
Primary Dns Suffix
Node Type . .

IP Routing Enahled-
WINS Proxy Enabled.

No
No

‘thernet adapter Local Area Connection:

o
z
n

uffix

Connection—specific
Description . o
Physical Rddress. =
DHCP Enabled. . . .
Autoconf iguration En
Link—local IPu6 Addr
IPv4 Address. . . .
Subnet Mask . . .
Lease Obtained. .
Lease Expires . .
Default Gateway .
DHCP Serxver» . . .
DHCPv6 IAID . . .
DHCPu6 Client DUI

Nvirain Havive a2or 20971008 Mbhps Ethernet
A8-1F-16—-F8—-2E—19

Tes

Yes

fe80::d46f :5f6c:=bff1:38dbx18(Preferredd
192.168.1 .1680(Preferredd

255.255.255.0

Friday, December 89, 2811 3:25:48 AM
Monday, Decembex» 12, 20611 9:09:83 PM
192.168.1 .1

192.168.1 .1

234888562
A6-81-860-01-12-FB—B4—-4F-80-1F-16—-F8—-2E—19

24.217.8.5

0w o
o

O T T B T I

S
d

3 & 5050 ‘A N BB B3 @

8 B0 650 8 TR e

L . . . ' . ] . . . . . .

B e R Ve 0 h 8
L L T A T T O T O TR T T L L)

DNS Ser»vers . . . .




OSI Layer 3. Network Layer

7 NERE

Application Layer

ype of communication:
E-md file transfer,
clontlcetw

Presentation Layer

Enc ion, data conversion:
ASCI to EBCDIC,
BCD to binary, etc.

-

Session Layer

Starts, stops session.
Mo’lnc order.

Transport Layer

Ensures delivery of entire
file or message.

Network Layer
Routes data to different
LANSs and WANs based
on network address.

Data Link (MAC) Layer

Transmits packets from
node to node based on
station address.

Physical Layer
Electrical signals and cabling.

-

routed networks

e Network address
e Traffic routing

* Fragmentation/
reassembly

16




Network Address

-

is specified through device
configuration

identifies the
node and the subnetwork

o )

123.20.210.3

O111T1011 O0O010100 ‘ 0000001 1

17



OSI Layer 3 functionality

4 A

Traffic
routing
(U /
4 N
KFrag-m
en-tatio
n/
reas-se

mbly
U /

-

for forwarding

traffic between networks

\

.
/

o

a smaller maximum

transmission unit (MTU) size than others

/
\

/

18



OSI Layer 4. Transport Layer

7

Application Layer

Type of communication:
E-muail, file transfer,
client/server.

Presentation Layer

Enc ion, data conversion:
ASCIl to EBCDIC,
BCD to binary, etc.

Session Layor
Starts, stops session.
Maintains order.

Transport Layer

/ layer is responsibla

for error-free delivery message

o /

Data Link (MAC) Layer

Transmits packets from
node to node based on
station address.

Physical Layer
Electrical signals and cabling.

e Segmentation
e Acknowledgement
e Traffic control
* Multiplexing

19



4 ~N N
* Splits the message (if necessary)
Segmentation for reassembly by the receiving
_ y Transport layer. )
( N 4
Acknowledgement . Uses.acknoyvledgen}ents to
L | provide reliable delivery. )
( N <
Traffic control * Enables t.ransrplssmn only when a
message is available. )
~_______________________________/
— Z
Multiplexing * Manages transmission of multiple
° ) messages. )
-— <
adds header information
S J




OSI Layer 5. Session Layer

Application Layer 4 )
7 @ Type of communication:

E-mail, file transfer, °
client/server. to support the session

Presentation Layer

Enc ion, data conversion:
ASCIl to EBCDIC,

BCD to binary, etc. \ /

Session Layer

Starts, stops session.
Maintains order.

Transport Layer
Ensures delivery of entire
fis or mesesgs: e Establishing sessions between

Network Layer hOStS

Routes data to different
LANs and WANs based

on network sddvess. * Managing/maintaining
Data Link (MAC) Layer .
sessions

Transmits packets from
node to node based on ° . ° °

station address. e Terminating sessions when it
B oal is no longer needed.

Electrical signals and cabling.

21



OSI Layer 6.

Presentation Layer

Appllcatlon Layer
7 @ ype of communication:
E-mal. file transfer,

client/server.

Presentation Layer

6 ‘3@ Encryption, data conversion:
ASC

to EBCDIC,
BCD to binary, etc.

5 fé32 Session Layer

28
Starts, stops session.
9 Maintains order.

4 layer is responsible\
for formatting data

Transport Layer

Ensures delivery of entire
file or message.

3 P i

S

Data Link (MAC) Layer

2 - Transmits packets from
node to node based on
station address.

Physical Layor
Electrical signals and cabling.

\_ J

e Character translation
« ASCII
« EBCDIC
e Conversion
 Compression
* Encryption

22



Presentation Layer functionality

Character
translation
(

Typically
American
Standard Code
for Information
Interchange
(ASCII) or
Extended
Binary Coded
Decimal
Interchange
Code
(EBCDIC).

\

Conversion
4

As
necessary,
including
bit order,
format-ti
ng end of
line, and

so forth.

\

Compression
(

Applying
data
comp-ressi
on
algorithms
to reduce
the size of
data being
trans-mitt
ed.

\

-

ypting

data to

provide
data

security.

Encryp-t
ing/dec-r

\

23



OSI Layer 7. Application Layer

Application Layer )
Type of communication: .
chontioerver, access to network services
Presentation Layer
Enc ion, data conversion: J
ASCIl to EBCDIC,
BCD to binary, etc.
Session Layer
Maintaine order. -

* Remote file and printer access
Transport Layer .
Ensures dotwery of entre * Resource sharing

« Communications between
e processes
mmm ° ° .
on network address. * Electronic messaging and e-mail
Data Link (MAC) Layer * Directory services
Transmits packets from . . .
hows 40 Hode esed on e Virtual devices and virtual
R Talonl Lavar communications
Electrical signals and cabling. * Web browsing

24



Summary

4 N . Layer 1, the Physical layer, is responsible for data
transmission at the transmission media level.

e Layer 2, the Data Link layer, is responsible for
low-level link control and traffic control.

e Layer 3, the Network layer, is responsible for
network addressing and routing traffic through a
network.

e Layer 4, the Transport layer, is responsible for
ensuring error-free message delivery.

e Layer 5, the Session layer, establishes and manages
communication sessions between hosts.

e Layer 6, the Presentation layer, is responsible for
data translation and formatting.

e Layer 7, the Application layer, provides users and
%

applications with access to networking functionali
\_ Y, and network services.

25
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DARPA (Defense
Advanced Research Projects Agency) model

\
VAN

Internet Protocol Suite

N\
VAN

four abstraction layers

The Transmission

Control Protocol/Internet
Protocol (TCP/IP)

27



TCP/IP Model

OS] Model TCP/IP Model TCPI/IP — Internet
(DoD Model) Protocol Suite

Application
— - Telnet, SMTP, POP3,
Presentation Application FTP, NNTP, HT TP,
| SNMP, DNS, SSH, ...

Session
Transport Transport TCP, UDP
Network Internet IP, ICMP, ARP, DHCP

Data Link
| Network Access Ethernet, PPP, ADSL

Physical

- >
"'-:{- :-\, ;I

28




TCP/IP Model. Network Access Layer

TCPIIP Model TCPIIP - Inter_net 4 N
(DoD Model) Protocol Suite . Implemen tation of
OSI Physical and
Telnet, SMTP, POP3, Data Link layers.
Application FTP, NNTP, HTTP, * Hosts identified by
i i ol MAC address.
Y * A wide range of
Transport TCP, UDP low-level protocols.
il Y y \ /I /
——— ot | ~ A

e Sequencing
Network Access  Ethernet, PPP, ADSL ° Acknowledgement

\_ Y J

29



TCP/IP Model. Internet Layer

TCP/IP Model TCPIIP = Internet
(DoD Model) Protocol Suite
Telnet, SMTP, POP3,
Application FTP, NNTP, HTTP,
SNMP, DNS, SSH, ...
Transport {LILLTCR,LDRH L
Internet | IP, ICMP, ARP, DHCP.
Network Access  Ethernet, PPP, ADSL

~N

v

* network addressing \

* host addressing

* routing

* packaging data for
transmission

* fragmenting packets for
transmission and

reassembling packets j

~N

\

30



Internet Protocol version 4 (IPv4)

JAN

It is responsible for addressing and
routing packets.
7 X
It is responsible for delivering packets
from the source host to the destination
host solely based on the 1P addresses.
X

It is a connectionless protocol, so it does
not establish a connection between the
source and destination hosts.

\

31



Internet Protocol version 4 (1Pv4)

uses a
32-bit address

| 192.168.10.42




Internet Protocol version 6 (1Pv6)

g extend the address space

~ fe80:bdel:d46f:5f6¢:bff1:30db
s A




Address Resolution Protocol (ARP)

4 )

deserves special mention is ARP

map IP addresses to
\_ MAC addresses )

/ MAC address information is collected through tha
use of broadcast transmissions

is maintained dynamically as the
\_ result of ARP broadcasts -/

34




ARP Command

C:\Windows\system32\cmd.exe | =i 2

C:\Users\Frank>arp -a

Interface: 1892.168.1.101 --- 0Oxe

Internet Address Physical Address Type

182.168.1 .1 0O-Bf-66-36-FfF-70 dynamic
182.168.1.102 c-Bf-6e-66-05-0d dynamic
182.168.1.106 ef-ca-94-2c-di4-14 dynamic
192.168.1.10°7 0-1f-16-f8-2e-19 dynamic
182.168.1.112 e0-ca-94-7d-98-d4 dynamic
1892.168.1.255 FE=-FfFr-fEfFf=Ef=Ft=FFf static
224 .0.0.22 01-00-Se-00-00-16 static
224 .0.0.251 01-00-5Se-00-00-fb static
224 .0.0.252 01-00-Se-00-00-fc static
239.255.255.250 01-00-Se-7f-ff-fa static
255.255.255.255 FE-EF-Er=FEE~-FE-XF static

Interface: 182.168.40.1 --- 0O0x10

Internet Address Physical Address Type

1892.168 .40 . 255 FE=TF=Er=EE~FE=TF static
224 . 0.0.22 01 -00-5Se-00-00-16 static
224 .0.0.251 01-00-Se-00-00-fb static
224 .0.0.252 01-00-5Se-00-00-fc static
239.255.255.250 B1-00-Se-7f-Fff-fa static
255:. 255 .. 255:. 255 FE=FFr=-fFf=FEE£=Ff=FF static




TCP/IP Model. Transport Layer

TCPIIP Model TCPIIP - Internet
(DoD Model) Protocol Suite
Telnet, SMTP, POP3,
Application FTP, NNTP, HTTP,
SNMP, DNS, SSH, ...
Transport TCP, UDP
SR S Y R sy
_nternet P, ICMP, ARF, DHCP
Network Access  Ethernet, PPP, ADSL

4 . )
Provides datagram
services for Application
\- /
s N
» Establishes connection
between hosts
* Provides sequencing and
TCP acknowledgement
* Recovers lost packets
through retransmission
. N
( Y ¢ One-to-one or
UDP one-to-many
L transmissions

36



TCP and UDP protocols

4 N

Transmission Control Protocol (TCP) is a
connection-oriented protocol

- J

4 User Datagram Protocol (UDP) is a connectionless\
protocol

37



TCP/IP Model. Application Layer

TCPIIP Model TCPIIP - Internet 4 It is the\
otisoce) UGN D interface between a computer’s users
and applications
Telnet, SMTP, POP3, \_ )
Application FTP, NNTP, HTTP,
SNMP, DNS, SSH, ...
e Telnet, SSH, SNMP (Simple
_ Transport TCP,UDP Network Management Protocol),
Internet P, ICMP, ARP, DHCP (Hypertext Transfer Protocol),
T SMTP (Simple Mail Transfer
Protocol) , DNS (Domain Naming
Network Access  Ethernet, PPP, ADSL System), DHCP (Dynamic Host

Configuration Protocol).

38
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Ethernet

4 )

family of computer networking

technologies
\ J
4 L )
a low-level communication
protocol

. /
4 )

IEEE 802.3 standard

J

41



Ethernet History

J

Y4

winner

was the cleah




/

e Transmission media

\

and Connector types;

e Cable segment
lengths;

* Transmission signals;

 Frame format;

e Network access
method.

/

43



Ethernet specifications

4 Y. 10Base5 — Thick

Ethernet or thicknet

e 10Base2 — Thin
Ethernet or thinnet Y




Current Ethernet standard

|

]

Name Data rate Standard

10BaseT 10 Mbps 802.3i
100BaseT 100 Mbps 802.3u

Note

Requires two twisted pairs

Requires two twisted pairs

1000BaseT 1 Gbps 802.3ab Requires four twisted pairs
10GBaseT 10 Gbps 802.3an Requires four twisted pairs
4 )
- J

45




Ethernet Frame

Start of Ethertype Frame check

MAC MAC  802.1Qtag Interpacket
Preamble  frame Gk _ (Ethernet ll) or Payload sequence
o destination ~source (optional) _ gap
delimiter length (IEEE 802.3) (82-bit CRC)
7 octets 1 octet 6octets | 6octets | (4 octets) 2 octets 46(42)*L-1500 octets 4 octets 12 octets

~ B4-1518(1522) octets —

source and destination MAC addresses

N\

J
1500 bytes of payload )
entire frame size is 1518

bytes

46



Ethernet Traffic Types

7

~N

Unicast
" Broadcast A
- Y,
( Multicast A
- Y,
(Anycast A
_ Y,

47



CSMA/CD

-

transmit at the same time

more than one host trying to )

in older Ethernet networks

collision

\_
;

CSMA/CD

I\




4 Y e All involved hosts will stop )
When a transmitting. .
collision * Both frames are discarded.
) * Both stations will wait a random time
occurs. and attempt to transmit until
\_ ) successful. -/
4 ™

attempt count.

with a maximum transmission

\_
s

are built with switches

through the appropriate port at the switch

J
\

49



Collision Domain

4 )
can control and segregate
network traffic through
\_ communication devices )
* Devices that operate at the * Devices that operate at the
Data Link layer manage traffic Network layer manage traffic
based on the MAC address. based on the network address.
IP address.
Collision Collision Collision
domain domain

domain
Switch/ Switch/

50



VLAN

-

segmentation through VLLANSs

~

=2

NG

fao/1
fap/3

VLAN 15
N S

iy = | o
- VLAN 10 - VLAN 2 4
static VLAN
dynamically

51



VLAN and Ethernet

/ each frame \

includes an 802.1Q tag

Floor 2 Floor 3

o ——— e e el e e e e e e

{ VLANID=1 | VLAN ID = 2 SuitericA switch B VLANID=1 | VLAN ID = 2
I - = .

s i ——

VLAN 1 = Engineering
VLAN 2 = Marketing

1 A = s
i R i A
| ; 802.1Q Trunk E ,
] )
| Port5 |32 : Port7 6 4 ! i Port7 5 3
! : . ; | !
i S 1 1 T '
i T i i T L
: 3 i i E J :
L= : : :
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- J
4 )
\- J
4 )
\ J
4 )
\- J
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Wireless Networking

(

connections

~

that uses wireless data

\_
a

o~
%

o

using radio communication

J
~N

J

Defined by 802.11 standards

55



Current Wireless Standards

Standard Frequency Maximum data rate
802.11a S GHz 54 Mbps

802.11b 2.4 GHz 11 Mbps

302.11¢g 2.4 GHz 54 Mbps

802.11n 2.4/5 GHz Up to 600 Mbps
802.11ac S GHz Up to 1.3 Gbps

” <
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Access points

@ Wireless Network

=
=
é« 7}
y
Lo Uj
14
® Qu
g
=4
’C ~

==

Print Server W
& Wiz, ST
3 Compact Flash S e
for PDAs P :

PC Card Adapter

4 )

Most 802.11 wireless network configurations are
based around one or more access points (APs).

\_ J

58




Access method

4 )
CSMA/CA (Carrier Sense Multiple Access with
Collision Avoidance)
. _/
4 N
to ensure the availability of the channel
\ Y,

59
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Security Basics

4 )

e Authentication \
and resource
access

ePData and
communication

it
_ | security -




Authentication and resource access

|

4 A

Authentication

* Identify verification

Authorization

/

* Access control and access permissions

Accounting

7
\

* Tracking access to resources

AAA framework

~

63



Authentication Forms

4 logged onto a computer A

you have taken part in an
authentication process

\_ J

\

Something you

Know e Password or PIN

Y4

Something you
have

e Smart card, ID badge, etc.

Y4

Something you
are

¢ Biometric information

64



Authorization

permissions

level of access

4 access control and access

o
>

permissions, which block access to an object.

o

Most

security systems also support explicitly denied

/
<

65



4 N

Accounting systems could be used to
track the amount of time that a user is connected
or the amount of data uploaded or downloaded by

the user

o /
4 N

to collect data for
network planning

o J

66




RADIUS

4 )

(RADIUS)
manage centralized

\ %
be used to provide AAA support for Internet sites,
internal wired networks, and wireless networks.

\_ /

67




RADIUS

g p

the request is
L forwarded to the RADIUS server for authentication
on a database

4 O
maintained by the

RADIUS server Access 7 Authenticafion |
request VPNendpoint  request RADIUS server

\_




Data Integrity Technology

4 )
for keeping data safe and secure
- /
/ \' e Making sure that unauthorized \
changes are not made to your
. data. For example, preventing a
Integrlty hacker from intercepting a file,
making changes to the file, and
then passing it on to its
\ /. destination. j

69



Data Integrity Technology

-~

\_

encryption.

is the use of data \

A special value,

known as a Key, is used to encrypt and decrypt the data

/

7

7

N\

J

AN

7
. * Encryption method in which the same
mmetri
Sy Et. ¢ key is used to encrypt and decrypt
. encryption data.
7
:  Encryption method based on using
Asymme.trlc two different keys, one for data
. encryption encryption and one for decryption.




Symmetric Encryption

~N

v

e Stream cipher
* Block cipher

~

J

stream cipher is RC4.

~

B cl Stream

cipher

71



Block cipher

4 )
\- J
/ \ e Advanced \
Encryption
Standard (AES)
* Data Encryption
Standard (DES)

72



ASYIMELric

a private key

s ~

The public key is used

*Asymmetric
4 | used by the key ‘
owner to decrypt
Private key data that was

originally |
'Wgﬁﬂ%ﬁﬁlfsing )
" ~—encryption key
used to encrypt
data. The data can
only be decrypted

using the

Public key

private key.



~

~N

~
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