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NnakeToB




CHuddepbl unm AHanu3aTopbl ceTeBbIX

NakeToB

CHudpdepbl — 3TO Nporpammsbl, CIOCODOHbIE
nepexBaTbiBaTb, UHTEPNPETUPOBATb 1 COXPaHATb AN
nocregytoLllero aHanmaa nakeTbl, nepegaBaemMble No CETW.

AHanunsartopbl CETEBbLIX NAKeTOB, U CHU( depbl,
nepBoHa4arbHO ObINn pa3paboTaHbl Kak cpeACcTBO peLLEeHUS
ceTeBbIX MPobrem, No3BoNsLLNE CUCTEMHBIM
agMUHUCTpaToOpaM N UHXEHepPaM CIy»X0bl TEXHUYECKOW
noaaepXkm HabnrpaTb 3a TEM, KaK aHHbIE NepeaaroTcs rno
CeTU, AMarHoCTMpoOBaTb U YCTPAHATL BO3HUKalOLWME
npoobnembi.




CHuddepbl unm AHanu3aTopbl ceTeBbIX
NnakeToB

C TeueHnem BpeMeHn CHMAAEPLI CTanm NPUMEHSATHLCS
abCconTHO AnNA Apyrux uenemu.

B pykax anoymbliweHHUKa cHUddep npeacrasnaer cooom
NOBOJSIbHO ONAacHOEe CPeacTBO U MOXKET MCMNOMNb30BaTbCA OS]

3aBnageHuns naponamu n opyrov KoHuaeHumansHou
MHJopMaLumnen.




[MpyHUMNbI PadboTbl NAKeTHbIX
cHudpdeposB




anIHLanbI pa6OTbl NMNAdKeTHbLIX
CHuddep — aT10 nporp%mmmﬁpﬁﬁomm Ha ypOBHEe

ceteBoro agantepa NIC (Network Interface Card) (KaHanbHbIN
YPOBEHb) U CKPbITbIM 0Opa3oM nepexsaTbiBaeT BECb TpadUK.

CHudpdepbl 06xoaaT mexaHmambl punstTpaunm (agpeca, nopThl U T.
O.), KoTopble gpanBepbl Ethernet u ctek TCP/IP uCNoNb3yoT Angd
UHTepnpeTauun gaHHbIX.

[TakeTHble CHUdOpepbl 3axBaTbIBaAlOT U3 KAbens BCe AaHHbIE,
KOTOpble Mo HEMY NepenaroTcs.




[MpyHUMNbI padboTbl NaKeTHbIX
cHudpdepoB

[ns Toro 4to6bl CHUddEP MOr NepexBaTbIiBaTb BCE MNAKETHI,
npoxoasine Yepes ceTeBon aganTtep, ApanBepP CETEBOIO
ajanTtepa OoSmKeH noaaepXxuBarb pexmum PyHKLUOHUPOBAHUS

promiscuous mode (becnopAfoOYHbLIN PEXUM), B
KOTOPOM CeTeBasi nnata Nno3BonsAeT NPUHMMaTb BCE NaKETh

HE3aBNUCNMO OT TOIro, KOMy OHN alpeCOBAHbI.

[laHHbIN pexxum paboTbl CETEBOro agantepa aBTOMaTUYeCKU

aKTUBU3UPYETCA NMpun 3anycke cHUdepa nnm
yCTaHaBMMBAETCS BPYYHYO COOTBETCTBYOLLMMW HACTPOUKaAMU

CHUdpdepa.




[MpyHUMNbI padoTbl NaKeTHbIX
cHuddepoB

Becb nepexBayeHHbIN TpadouK NnepenaeTca aekogepy
NaKeToB, KOTOPbIN NOEHTUULMPYET U pacluennaeT NakeThl
MO COOTBETCTBYHOLLUM YPOBHSM NEPAPXUN.

B 3aBUCMMOCTM OT BO3MOXXHOCTEN KOHKPETHOro cHudpdoepa
npeacraBrieHHasd MHQOoOPMaLKUA O NakeTax MOXeT
BNocrneacTBuUn OONOSTHUTENBHO aHanmM3npoBaTbCs U
OTOUNLTPOBLIBATLCA.







OrpaHun4vyeHuss UCNONb30BaHUA
cHudpdeposB




OrpaHn4yeHusa Ucnosnb3oBaHUA
cHudpepoB

KoHueHTparop




OrpaHn4yeHusa Ucnosnb3oBaHUA
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KommyTtarop




OrpaHn4yeHusa Ucnosnb3oBaHUA

[pyras npu4ymHa, no Mﬁhmmﬁu nepecrtanu ObiTb

HACTOSIbKO ONMAaCHbLIMMU, KaK paHblle, 3aKMio4YaeTcHa B TOM, YTO
B HAcTosLLIee BpeMS Hanbonee BaXHble JaHHble NepeaatoTcs
B 3alunchpoBaHHOM BUJE.

OTKpbITbIE, He3awundg poBaHHbIe CNYyX0bl OLICTPO
ncye3sarot 13 VIHTepHera.

K npumepy, npu nocewieHnn web-cantos Bce Yalle
MCNOJb3yeTcA NPOTOKON SSL (Secure Sockets Layer); BMecCcTO
OTKpPbITOro FTP ncnonb3dyetca SFTP (Secure FTP).

A Onga apyrux crny»o, KoTopblie HE NPUMEHSAIOT WWNdPOBAHME
No yMO4aHU 0, BCe Yalle UCNonb3yTCcA BUPTYyalibHbIE
yacTHble ceTu (VPN).




OrpaHn4yeHusa Ucnosnb3oBaHUA
cHudpepoB

[ToaTOMY B HacTogdLllee BpeMA NakeTHble CHUAdeph!
NOCTENEHHO YTPa4YUBaKT CBOK aKTyanbHOCTb B Ka4yecTBe

NHCTPYMEHTOB XaKepPOB.

B TO XXe Bpemsa ocTtatoTcs 4EUCTBEHHBIM Y MOLLHbIM
cpencTBOM ONA ANarHOCTUPOBAHUA CETEN.

bornee TOro, cHUdepPbI MOryT C YCNEXOM UCMNOMb30BaTbCH
He TONbKO AN AUarHOCTUKU U NToKanun3auum CeETEBLIX
npobnem, HO 1 Ang ayauTa ceTeBon 6€30MacHOCTH.




OrpaHn4yeHusa Ucnosnb3oBaHUA
cHudpepoB

B yacTHOCTU, NpUMEHEHMNE NaKETHbIX aHaNn3aTopPOoB
NO3BOJIAET:

e OOHAPYXNTb HECAHKLMOHUPOBAaHHbIN TPad UK,

e OOHaPYXUTb N NOEHTUDULMPOBATL
HeCcaHKLMOHMPOBaHHOe NnporpamMmmHoe obecneveHme,

e NOEHTNDNLMPOBATL HEUCNONb3YeMble NPOTOKONbI A1
yaaneHnsa nx n3 CeTu,

* OCYLLECTBNATL reHepauuto Tpaduka anga ncnbiTaHUsA Ha
BTOpPXeHUe (penetration test) C Lenbio NPOBEPKN CUCTEMDBI

3aLlUNTHI,




O030p NnporpaMMHbIX MAaKeTHbIX
cHudpdeposB




O030p NporpaMMHbIX MAaKeTHbLIX
cHudpepoB

Bce nporpammHblie cHUpdepPbl MOXXHO YCNOBHO pas3aenunTthb
Ha ABe KaTeropuu:

e CHU(PpPEepPDLI, NoaaepKmneatoLme 3anyck n3 KomaHgHou
CTPOKWN,

e CHU(pepPbI, UMeroLne rpadonyecknin MHTepdENC.

[Ipy 3TOM OTMETUM, YTO CYLLECTBYIOT CHUQJEPLI, KOTOPLIE
00bLeanHAIT B cebe 06e 3T BO3MOXHOCTM.




O030p NporpaMMHbIX MAaKeTHbLIX
cHudpepoB

Kpome Toro, cHuddepbl oTnuyaroTca apyr oT gpyra:
* MPOTOKOMAMM, KOTOPbIE OHU NOAOEPXKMNBAIOT,

* rNMyOUHON aHanNn3a nepexBadyeHHbIX NAKETOB,

e BO3MOXHOCTSIMU MO HACTPOUuKe hmnnsTpos,

e 2 TaKKe BO3MOXXHOCTb0 COBMECTUMOCTHU C APYrMMU
nporpamMmmMmamu.




O030p NnporpaMMHbIX MaKeTHbIX
cHudpepoB

OBbI4HO OKHO Ntoboro cHUddepa ¢ rpadonvecknm MHTEpdencom
COCTOUT UX Tpex obnacTeun.

B nepBoM 13 HMX oToOpaXkaroTCs UTOroBble JaHHbIe
nepexBadyeHHbIX MaKeToB.

ObbI4YHO B 3TOM 0ONAacTu oTobpaxaeTcsa MUMHUMYM Moren, a
NWMEHHO:

* BpeMs rnepexsarta rnakeTa,
e [P-aapeca oTnpaBUTeNna 1 nosiyydaTensa nakeTa,;

e MAC-agpeca oTnpaBuTensa 1 nony4artesns naketa, UICXoaHbIe U
LierieBble agpeca NnopToB;

e TUN NPOTOKOJSIA (CETEBOW, TPAHCMOPTHbIN UKW NPUKITagHOTO

!QOBHFI!"




O030p NnporpaMMHbIX MaKeTHbIX
. cHudphepoB
Bo BTOpOM 00nacTu BLIBOOUTCA CTaTUCTUYECKad
MHJoOopMaLma 06 oTaenbHOM BbIOpaHHOM NakeTe.

B TpeTben obnacTtu nakeTt npeacTaBneH B
LlecTHaguaTepM4yHoOM BMUae nnm B CUMBOJSIbHOU doopme —
ASCII.

[1IpakTnyeckn Bce nakeTHble cHUd doepbl NO3BOMAKOT
Npon3BOAUTL aHaNMU3 AekoanpoBaHHbIX NAKETOB.

MIMEHHO NO3TOMY NMaKeTHble CHUAAEPLI TaKXKe Ha3blBalOT
NakeTHbIMM aHanNM3aTopamMu, U NPOTOKOSbHbIMU
aHanusaTtopamu.

CHudpdep pacnpenenseT nepexBadeHHbIe nakeTbl No



O030p NnporpaMMHbIX MaKeTHbIX
cHudeposB

HekoTopble aHannsaTopbl NakeToB COCOOHbI
pacno3HaBaThb NPOTOKOJ M OTOOpaXaTb NepexBavyeHHyo

MHJOopMaLUIO.

ISTOT TUMN MHPOPMaLIMM 0OLIYHO OTODPaXKaeTcs BO BTOPOU
obnactn okHa cHuddepa.

K npumepy, ntobon cHndodep cnocobeH pacno3HaBaTth
npoTtokon TCP, a npoABUHYTLIE CHUPEPLI YMEIOT
onpenensTb, KAaKUM MPUIOXKEHUEM MOPOXKAEH AAaHHbLIN

TPagUK.

BonbLWNHCTBO aHanNM3aTopoB NPOTOKOSIOB pacno3HaloT
CBblile 500 (nATUCTA) pa3fIMYHbIX NPOTOKONOB U YMEIOT




O030p NnporpaMMHbIX MaKeTHbIX

CHuﬂocpePOB

Uem bonbLue nHdpopmauumt B COCTOAHUM AeKOANPOBaTb U
npencTtaBUTb Ha 9KpaHe CHUdep, TeM MeHbLUe NpUaeTCcS
OekoanpoBaTb BPYYHYIO.

OpHa n3 npobnem, ¢ KOTOpPoW MOTyT CTalKMBaTbCS
aHann3aTopbl NAKETOB, — HEBO3MOXHOCTb KOPPEKTHOM
naeHTudnKaLmnm NpoToKosa, NCNoSb3YHOLLIEro NOpPT,
OT/IMYHbIN OT NopTa N0 YMOSTYaHUIO.

K npumepy, ¢ Lenbio NoBbilLeHNA 6e30MacHOCTU HEKOTOpPbIEe
N3BECTHbIE NPUNOXEHNA MOTryT HacTpamBaTbCA Ha
MPUMEHEHME NOPTOB, OTIINYHbIX OT MOPTOB MO YMOMYaHUIO.




O030p NnporpaMMHbIX MaKeTHbIX
cHudeposB

Tak, BMecTo TpaauumMoHHoro nopta 80, 3ape3epBUpPOBaHHOIO
ana web-cepBepa, AaHHbIN cepBepP MOXHO NPUHYOAUTENBHO
nepeHacTponTb Ha NopT 8088 nnun Ha nrbon gpyromn.

HekoTopble aHanu3aTopbl NakeToB B NOgOOHOW cUTyaLnn He
CMOCOOHbI KOPPEKTHO onpeaennTb NPOTOKO U

OTOOpaXatoT NMULLb MHPOPMALINKO O MPOTOKONE HUXHETO
ypoBHSA (TCP unu UDP).

CyLlecTBYHOT nNporpamMmmMHble CHUAOJdEPLI, K KOTOPbIM B
KayeCcTBe NnnarmHoB UM BCTPOEHHbLIX MOAYNEN NpunararTcs
nporpaMmMHbIie aHariMTu4YecKme Mmoaynu, no3sonawLine
co3faBaTb OTYeTbl C NONe3HoW aHanNnUMTUYEeCKoun
MHJ opMaLumnen o nepexsadyeHHOM TpadouKe.




O030p NnporpaMMHbIX MaKeTHbIX
cHudeposB

[pyras xapaktepHasa yepta 60nbLUIMHCTBA NPOrpaMMHbIX
aHanM3aTopoB NakeToB — BO3MOXXHOCTb HaCTPOMKMU

1NbLTPOB 00 1 Nocre 3axBaTa Tpaduka.

OuneTpbl BbiJEnAlT N3 obuwero Tpaduka onpeaeneHHble
NakeTbl MO 3a4aHHOMY KPUTEPUIO, YTO MNO3BOMSET NMpU
aHanunse Tpaduka n3daBuUTbLCA OT NULLHEN MHOPMaLW.

[lanee Mbl pacCMOTPUM BO3MOXXHOCTU HECKOMbKUX
OOCTYMNHbLIX Anda ckadnBaHuns cHUddpepoB, KoTopble
OPUEHTUPOBAaHbLI HA UCMOJ1b30BaHMe C nnaTgpopmMmamu
Windows.




3awmTta ot DDOS-aTakK




Y10 Takoe DDOS-aTaku?

ATaka Tuna «oTka3 B obcnyxusaHum» (DoS) — 3TO NonbITKa
NPUYUHUTL Bped, caenaB HegoCTYNMHOM LEeNeBYIO
cuctemy, Ans 0bbI4HbIX KOHEYHbIX NONb30BaTeNen.
OBbIYHO 3MOYMbILLNEHHUKN FEHEPUPYIOT DonbLLoEe
KOSIMYEeCTBO NAKeTOB UMK 3anpoCcoB, KOTOPbIe
neperpy>atT paboTy LueneBon CUCTeMbI. [ns
OCYLLIECTBMNEHMS aTakn Tuna «pacrnpegeneHHbiv OTKa3 B
obcnyxnsaHmm» (DDoS) 3NOYMbILLNEHHUK UCNONb3YET
MHOXXECTBO B3JTOMaHHbLIX UM KOHTPOIINPYEMbIX
MCTOYHUKOB.




Knaccudgukauma DDoS-aTak

PaCCManI/IBaFI MeToadbl NpegoTBpalleHna DDoS-aTak,
NOoJie3HO pa3aerintb X Ha AiBe rpyrinol:

ATakn ypoBHA UHPPACTPYKTYPbI - CETEBOM
YPOBHE (YpOBEHb 3) U TPAHCNOPTHOM YPOBHE (YPOBEHbL 4);

ATaKkn ypOBHSA NPUNOXKEHUSA - YPOBHE
npeacraBfeHna (YpoBeHb 6) U YpOBHE
NPUNoOXeHnn (YypoBeHb 7);




DDoS-aTaka Ha ypoBHEe MH(PPaACTPYKTYPbI

OTO Hambonee pacnpocTpaHeHHbIN TUN DDoS-atak, KOToPbIn
BKITIOYAET B cebA Takme BeKTOpbl, Kak SYN-donya, n apyrme
aTakuy oTpakeHuq, Takme Kak UDP-cpny.

SYN-cbnyn 3akntovaeTcs B oTrnpaBke OOMnbLLOro KonnyecTsa
SYN-3anpocoB (3anpocoB Ha Noakn4YeHne no npoTokony TCP)
B KOPOTKUI CPOK

UDP-chnya ceteBas artaka, ucnosnbayrowias becceaHCcoBbIN
peXmnm npoTokosia UDP. 3aknto4aeTcs B OTnpaBKe MHOXXECTBa
UDP-nakeToB Ha onpenenieHHble Unu criydanHole

HOMepa NOPTOB yaAaneHHOro XocTa.

[TonobHble aTakm 0ObIMHO MacCOBbIE U HanpaBreHbl Ha TO,
4YTOObI NEPErpy3nTb NMPOMNYCKHYI CMOCOOHOCTL ceTH NMMOO
cepBepbl MPUNOXEHUN.




ATaKun ypoBHSA NPUNTOXKEeHUS

OTU aTakm MeEHeEe pacrnpocTPaHEHbI, HO B TO XKe BPeEMS
ABMAITCS boree crioXxHbiMW. Kak npaBuno, OHM He CTOrMb
MaCCOBbI€, KaK aTaku YpOBHA MHPPACTPYKTYPhI, HO
HaueneHbl Ha onpeaeneHHble 40POorocTosAl e Yactu
NPUNOXEeHNA N NPUBOLAT K TOMY, YTO OHO CTaHOBUTCH
HeOOCTYMHbLIM OS54 pearnbHbIX Nofib3oBaTenen. B kadectee
npumMepa MOXHO NPUBECTU NOTOK HTTP-3anpocoB Ha
CTpaHuUy Bxoda B CUCTEMY, OOPOron APl noucka unun gaxe
NOoTOKN XML-RPC Wordpress (Takke U3BECTHbLIE KaK aTaku
Wordpress Pingback).




MeTtoAabl 3alinThl OT DDoS-aTak

YMeHbLUeHUue 30H, AOCTYINHbLIX AJ1A aTdKU

OOHMM 13 NepBbIX METOOO0B HemnTpanusaumm DDoS-aTak
SIBNSIETCA CBEAEHME K MUHUMYMY pa3mMepa 30Hbl, KOTOPYHO
MOXHO aTakoBaTb. [10400HbIN NpMemM orpaHnvnBaeT
BO3MOXXHOCTU AN19 aTakn n obecne4vmBaeT BO3MOXHOCTb
CO30aHus LieHTpann3oBaHHoM 3awmnTbl. Heobxoammo
ybeauTbCs, YTO AOCTYN K NPUIMOXEHUIO N pecypcam He Dbl
OTKPbIT A1 NOPTOB, MPOTOKOSIOB NN NPUINOXKEHUN,
B3aMMOOENCTBME C KOTOPbIMU HE NpeayCMOTPEHO. Takmum
obpasom, cBeeHNE K MUHUMYMY KOSNTMYEeCTBa BO3MOXHbIX
TOYEK OJ19 aTaku No3BOSIAET COCPEAOTOUNTb YCUINUA HA UX
HeuTpanusauuu.




MeTtoAabl 3alinThl OT DDoS-aTak

NnaH macwtTabnpoBaHus

[1ByMA OCHOBHbIMMW 3fIEMEeHTaMn HenTpanusauumu
KpynHomMmacLUTabHbIX DDoS-aTak ABAKTCA NPOnyCKHas
CNOCODOHOCTL (MNKN TPAH3UTHLIN NOTeHUman) u
NpPOn3BOAUTENBLHOCTbL CepBepa, 4oCTaToMHadA AN
NOrNoOLEHNA N HENTPanus3aunm aTak.




MeTtoAabl 3alinThl OT DDoS-aTak

NMnaH macwTadbupoBaHua

TpaH3nTHbIN NoTeHuuan. [Npu NpoekTnpoBaHUN MPUNOXKEHUN
Heobxoanmo ybeanTbCcH, YTO NOCTaBLUMK YCITYT XOCTUHIa
npenocTtaBndeT U3bbITOYHYH NPOMYCKHYI CMOCOOHOCTb
nogkntoveHus K VIHTepHeTy, KoTopas NO3BONAET
obpabaTtbiBaTb bonbLIne oobemMbl Tpaduka. Heobxogmmo
pa3smMellaTtb UX PAAOM He TONbKO C KOHEYHbIMU
nonb3oBaTensMm, HO U C KPYNHbIMU y3namMmn MEXCETEBOIO
obmeHa TpadmnKkoMm, KOTopble rerko obecnevar BallnMm
Nnonb3oBaTeNAM OOCTYN K MPUITOXEHUIO Aaxke npu 60sbLLOM
obbeme Tpadumka. MoxKHO BOCNOSib30BaTbLCHA CETAMM
pacnpocTpaHeHnsa KoHTeHTa (CDN) n cepBucamu
MHTEeNMeKTyanbHoro npeobpasoBaHna agpecos DNS.




MeTtoAabl 3alinThl OT DDoS-aTak

NnaH macwtTabnpoBaHus

[1lpon3BoanTenbLHOCTL cepBepa. bonbLUMHCTBO DDoS-aTak
ABNAKTCA 0ObEMHbBIMU N NOTPEDONAIOT MHOMO PECYPCOB,
NO3TOMY Ba)XHO MMETb BO3MOXHOCTb ObICTPO YBENUYNBATL
NN yMeHbLLIaTb 06BbEM CBOUX BbIYUCIIUTENBHBIX PECYPCOB.
OTO MOXHO 00ecrnevnTb, NCMOSIb3Ya N30bITOYHLIN OObEM
BbIYMCNUTENBHbLIX PECYPCOB NN PECYPCHLI CO cneymanbHbIMU
BO3MOXXHOCTSIMU, TAKUMU KaK bonee npon3BoanTenbHbIE
ceTeBble UHTEPdENCHI NNK YIyYLLEHHAdA ceTeBas
KOHJourypauus, 4Tto rno3BosisgeT nogaepxmpartb oopaboTky
bonbLnx 06 bEMOB TpaduKa.




MeTtoAabl 3alinThl OT DDoS-aTak

CBegeHUs 0 TUNMUYHOM U HETUNMNYHOM Tpaduke

Kaxkgbln pas, korga obHapyXMBaeTcs NoBbILLeHNE 0O0beMa
Tpadumka, nonagatoLero Ha XocT, B Ka4ecTBe OpUeHTupa
MOXXHO bpaTb MakcumarnbHO BO3MOXHbIN 06beM Tpaduka,
KOTOPbIN XOCT MOXET 0bpaboTaTtk 6e3 yxyaLweHuns ero
OOCTYMNHOCTU. Takasi KOHLEeNuUua Ha3blBaeTCs OrpaHUYeHNEM
CKkopocTUu. bonee npoaBuHYTbIe MeTOAbI 3ALLMUTLI
COOTBETCTBEHHO 0b0fnagatoT AOMONMHUTENbHbIMU
BO3MOXHOCTSAMU U MOTYT UHTENNEKTYanbHO NPUHUMAaTb
TOMbKO TpaUK, KOTOPbIN pa3peLleH, aHanu3npysa otTaenbHble
nakeTbl. [1ns ncnonb3oBaHUs NogoOOHbIX CPEeaCTB
HeobXxoanMo onpeaennTb XapakTePUCTUKN XOPOLLEro
Tpauka, KOTOPbIN OObLIYHO MNOTy4YaeT LeneBon O0ObLEKT, U
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MeTtoAabl 3alinThl OT DDoS-aTak

Pa3BepTbiBaHne OpaHaMayapoOB AJi1f OTPaXXeHUs
CNOXHbIX aTaK YPOBHS MPUNOXEHUN

[TpOTUB aTakK, KOTOpPbIE NbITATCH UCNONbL30BaTh YA3BUMOCTb
B NPUIOXEHUN, Hanpumep NPOTUB MOMbITOK BHEAPEHUSA SQL-
Koda U Nnogaenkm MexcamnToBbiX 3anpocoB, PEKOMEHOYETCH
ncnonb3oBaTtb Web Application Firewall(WAF). Kpome TOro, ns-
3a YHUKASIbHOCTM 3TUX aTakK Bbl JOJTKHbI ObITb CITIOCOOHbLI
CaMOCTOATENbHO HENUTPAanmM3oBaTb 3anpeLleHHbIE 3anpochl,
KOTOPbl€ MOryT UMEThL OnpeaenieHHble XapakTepPUCTUKN,
HanpuMmep MoryT onpeaensTbCs Kak OTNIUYHbIE OT XOPOLLEro
TpadouKa Unm NCXoauTb N3 NOO3PUTENbHBLIX IP-agpecos, 13
HeoXnaaHHbIX reorpadon4ecknx permoHoB m T. .




