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•1.1 Introduction to Ethical Hacking
•Explain the characteristics and value of Ethical Hacking.

Define Ethical Hacking.

Explain why Ethical Hacking is profitable to hackers.

• 1.2 Kali Linux,
• Explain the characteristics and value of Kali Linux OS.

Describe Kali Linux OS.

Describe the impact of a security breach.

• 1.3 Burp Suite 
• Explain Burp Suite for cybersecurity professionals.

Describe the characteristics of the Burp Suite application.

• 1.4 Penetration Tester . Who are they?
• What Does a Penetration Tester Do?
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What will you learn?

►  Throughout this course, you will learn the importance of hacking ethically and 
practice using tools and techniques to identify vulnerabilities within a system.

After this course, you will be able to:

► Explain what Ethical Hacking is.

► Explain the different types of hackers.

► Explain the importance of hacking ethically.

► Use tools, technologies, and techniques to identify vulnerabilities within a system.
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What will you do?
► In this course, you will have demos that will allow you to practice being an 

ethical hacker. Here is a preview of the demos featured in this course:

Intro To Bug Hunting
► In this demo, you learn and practice the process of hacking and bug hunting.

Demo: Network Enumeration
► In this demo, you learn and practice network enumeration using Nmap, a free and open-source 

tool for network discovery and security auditing.

Demo: Vulnerability Analysis & Exploitation
► In this demo, you will be ensuring that a system is free and protected from vulnerabilities.

Demo: Packet Sniffing
► In this demo, you will view and log packets of data sent over a network for analysis.
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Definition
Ethical hacking

► Ethical hacking involves an authorized attempt to 
gain unauthorized access to a computer system, 
application, or data. Carrying out an ethical hack 
involves duplicating strategies and actions of 
malicious attackers. This practice helps to identify 
security vulnerabilities which can then be resolved 
before a malicious attacker has the opportunity to 
exploit them.
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What is an ethical hacker?

► Also known as “white hats,” ethical hackers are 
security experts that perform these security 
assessments. The proactive work they do helps to 
improve an organization’s security posture. With 
prior approval from the organization or owner of 
the IT asset, the mission of ethical hacking is 
opposite from malicious hacking. 
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What are the key concepts of ethical hacking?

► Hacking experts follow four key protocol concepts:
1. Stay legal. Obtain proper approval before accessing and performing 

a security assessment.
2. Define the scope. Determine the scope of the assessment so that the ethical 

hacker’s work remains legal and within the organization’s approved 
boundaries.

3. Report vulnerabilities. Notify the organization of all vulnerabilities discovered 
during the assessment. Provide remediation advice for resolving these 
vulnerabilities.

4. Respect data sensitivity. Depending on the data sensitivity, ethical hackers 
may have to agree to a non-disclosure agreement, in addition to other terms 
and conditions required by the assessed organization. 
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How are ethical hackers different than 
malicious hackers?

► Ethical hackers use their knowledge to secure and improve the technology of 
organizations. They provide an essential service to these organizations by 
looking for vulnerabilities that can lead to a security breach.

► An ethical hacker reports the identified vulnerabilities to the organization. 
Additionally, they provide remediation advice. In many cases, with the 
organization’s consent, the ethical hacker performs a re-test to ensure the 
vulnerabilities are fully resolved. 

► Malicious hackers intend to gain unauthorized access to a resource (the 
more sensitive the better) for financial gain or personal recognition. Some 
malicious hackers deface websites or crash backend servers for fun, 
reputation damage, or to cause financial loss. The methods used and 
vulnerabilities found remain unreported. They aren’t concerned with 
improving the organizations security posture.  
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What skills and certifications should an ethical 
hacker obtain?
► An ethical hacker should have a wide range of computer skills. They often specialize, becoming 

subject matter experts (SME) on a particular area within the ethical hacking domain.

► All ethical hackers should have:

• Expertise in scripting languages.

• Proficiency in operating systems.

• A thorough knowledge of networking.

• A solid foundation in the principles of information security.

► Some of the most well-known and acquired certifications include:

• EC Council: Certified Ethical Hacking Certification

• Offensive Security Certified Professional (OSCP) Certification

• CompTIA Security+

• Cisco’s CCNA Security

• SANS GIAC
►
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What problems does hacking identify?
► While assessing the security of an organization’s IT asset(s), ethical hacking aims to mimic an 

attacker. In doing so, they look for attack vectors against the target. The initial goal is to 
perform reconnaissance, gaining as much information as possible.

► Once the ethical hacker gathers enough information, they use it to look for vulnerabilities 
against the asset. They perform this assessment with a combination of automated and 
manual testing. Even sophisticated systems may have complex countermeasure technologies 
which may be vulnerable.

► They don’t stop at uncovering vulnerabilities. Ethical hackers use exploits against the 
vulnerabilities to prove how a malicious attacker could exploit it.

► Some of the most common vulnerabilities discovered by ethical hackers include:

• Injection attacks

• Broken authentication

• Security misconfigurations

• Use of components with known vulnerabilities

• Sensitive data exposure

► After the testing period, ethical hackers prepare a detailed report. This documentation 
includes steps to compromise the discovered vulnerabilities and steps to patch or mitigate 
them.
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What are some limitations of ethical hacking?

• Limited scope. Ethical hackers cannot progress beyond a 
defined scope to make an attack successful. However, it’s not 
unreasonable to discuss out of scope attack potential with the 
organization.  

• Resource constraints. Malicious hackers don’t have time 
constraints that ethical hackers often face. Computing power 
and budget are additional constraints of ethical hackers.

• Restricted methods. Some organizations ask experts to avoid 
test cases that lead the servers to crash (e.g., Denial of Service 
(DoS) attacks). 

1.1 Introduction to Ethical Hacking



1.2 Kali Linux

Kali Linux

Kali Linux is an open-source, 
Debian-based Linux distribution 
geared towards various information 
security tasks, such as Penetration 
Testing, Security Research, 
Computer Forensics and Reverse 
Engineering.
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What is Kali Linux? 

► Kali Linux (formerly known as BackTrack Linux) is 
an open-source, Debian-based Linux distribution 
aimed at advanced Penetration Testing and 
Security Auditing. It does this by providing 
common tools, configurations, and automations 
which allows the user to focus on the task that 
needs to be completed, not the surrounding 
activity.
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Kali Linux History
► Kali Linux is based on years of knowledge and experience of building a 

pentestion testing Operating Systems, which has spanned over multiple previous 
projects. During all these project’s life-time, there has been only a few different 
developers, as the team has always been small. As a result, Kali has been years in 
the making and has come a long way.

► The first project was called Whoppix, which stood for WhiteHat Knoppix. As can 
be inferred from the name, it was based on Knoppix for the underlining OS. 
Whoppix had releases ranging from v2.0 to v2.7.

► This made way for the next project, WHAX (or the long hand, WhiteHat Slax). The 
name change was because the base OS changed from Knoppix to Slax. WHAX 
started at v3, as a nod towards it carrying on from Whoppix.

► There was a similar OS being produced at the same time, Auditor Security 
Collection (often getting shorted to just Auditor), once again using Knoppix, and 
efforts were combined (with WHAX) to produce BackTrack. BackTrack was based 
on Slackware from v1 to v3, but switched to Ubuntu later on with v4 to v5.

► Using the experience gained from all of this, Kali Linux came after BackTrack 
in 2013. Kali started off using Debian stable as the engine under the hood before 
moving to Debian testing when Kali became a rolling OS.
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Kali linux Features
• More than 600 penetration testing tools included: After reviewing every tool 

that was included in BackTrack, we eliminated a great number of tools that either 
simply did not work or which duplicated other tools that provided the same or 
similar functionality. Details on what’s included are on the Kali Tools site.

• Free (as in beer) and always will be: Kali Linux, like BackTrack, is completely 
free of charge and always will be. You will never, ever have to pay for Kali Linux.

• Open source Git tree: We are committed to the open source development model 
and our development tree is available for all to see. All of the source code which 
goes into Kali Linux is available for anyone who wants to tweak or 
rebuild packages to suit their specific needs.

• FHS compliant: Kali adheres to the Filesystem Hierarchy Standard, allowing 
Linux users to easily locate binaries, support files, libraries, etc.

• Wide-ranging wireless device support: A regular sticking point with Linux 
distributions has been support for wireless interfaces. We have built Kali Linux to 
support as many wireless devices as we possibly can, allowing it to run properly 
on a wide variety of hardware and making it compatible with numerous USB and 
other wireless devices.
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Kali linux Features (cont.)
• Custom kernel, patched for injection: As penetration testers, the development 

team often needs to do wireless assessments, so our kernel has the latest injection 
patches included.

• Developed in a secure environment: The Kali Linux team is made up of a small 
group of individuals who are the only ones trusted to commit packages and interact 
with the repositories, all of which is done using multiple secure protocols.

• GPG signed packages and repositories: Every package in Kali Linux is signed by 
each individual developer who built and committed it, and the repositories 
subsequently sign the packages as well.

• Multi-language support: Although penetration tools tend to be written in English, 
we have ensured that Kali includes true multilingual support, allowing more users to 
operate in their native language and locate the tools they need for the job.

• Completely customizable: We thoroughly understand that not everyone will agree 
with our design decisions, so we have made it as easy as possible for our more 
adventurous users to customize Kali Linux to their liking, all the way down to the 
kernel.

• ARMEL and ARMHF support: Since ARM-based single-board systems like 
the Raspberry Pi and BeagleBone Black, among others, are becoming more and 
more prevalent and inexpensive, we knew that Kali’s ARM support would need to be 
as robust as we could manage, with fully working installations for both ARMEL and 
ARMHF systems. 1.2 Kali Linux



What’s different about Kali Linux?
► Kali Linux is specifically geared to meet the requirements of professional 

penetration testing and security auditing. To achieve this, several core 
changes have been implemented in Kali Linux which reflect these needs:

1. Network services disabled by default: Kali Linux contains systemd hooks 
that disable network services by default. These hooks allow us to install 
various services on Kali Linux, while ensuring that our distribution remains 
secure by default, no matter what packages are installed. Additional 
services such as Bluetooth are also blocklisted by default.

2. Custom Linux kernel: Kali Linux uses an upstream kernel, patched for 
wireless injection.

3. A minimal and trusted set of repositories: given the aims and goals of 
Kali Linux, maintaining the integrity of the system as a whole is absolutely 
key. With that goal in mind, the set of upstream software sources which 
Kali uses is kept to an absolute minimum. Many new Kali users are 
tempted to add additional repositories to their sources.list, but doing so 
runs a very serious risk of breaking your Kali Linux installation.
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Summary
► So, after having read this you should have figured out if Kali Linux is the 

distribution you were looking for or at least got an idea about your choice.
► If still you have not figured it out, here is a summary that will hopefully remove 

your remaining doubts:
• Kali Linux is made with pentesters and pentesting in mind so, expecting it to fit 

with your necessity might not be as simple even though it’s completely possible.
• If you are new to Linux or have less experience with command line you might 

find Kali Linux to be not so user-friendly, even though our developers try to make 
it as user-friendly as possible some things might be intimidating to you if you are 
new.

• The developers always try to make Kali Linux as much hardware compatible as 
possible but, still some hardware/s might not work as expected or not work at all. 
So, its better to research hardware compatibility beforehand rather than 
breaking your computer later.

• If you are installing Kali Linux for the first time, it is recommended to install first 
in Virtual Machine then, after getting familiar with it, you can install it in your 
own hardware.
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Installation Kali Linux
► Kali is a rolling Linux distribution, meaning as soon as we have an update, 

we ship it. Would-be users have a variety of images to choose from.
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Virtualization Kali Linux

► Kali Linux VMware & VirtualBox images are available for users who prefer, 
or whose specific needs require a virtual machine installation.
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Kali ARM History 
► When BackTrack ARM first came out, it was one image, for a Motorola Xoom. The 

work was done on the Xoom itself by @muts. He started from an Ubuntu image 
for it, built all of the packages for BackTrack on it, then installed 
them. @steev then took the work and expanded it to support 3 or 4 different 
ARM devices he had, following a similar procedure. @steev showed @muts the 
work he’d done and @muts was as excited about it as @steev was.

► When Kali came about, we retooled everything, including build servers for armel, 
armhf, and arm64. No more building packages manually on the ARM devices 
themselves. So everything was in place, but the images for ARM devices were still 
being built manually. Putting out an updated image meant downloading the last 
release, writing it to an sdcard, booting the device, running updates, building the 
kernel, installing the new kernel, cleaning up the logs and apt cache, then 
powering the system off, plugging the sdcard back into my other system, and 
creating a dd image of the sdcard, putting it on to a server. This was very error 
prone due to the nature of sd cards from different manufacturers having 
different actual sizes.

► We wanted to make it so anyone could, starting from a Kali amd64 installation, 
build an image that would work on any of our supported ARM devices, end up 
with exactly what we put out, and most importantly, customize it for their needs. 
So we created the kali-arm build scripts - they are not fancy, but they’re easy to 
read, follow and modify.
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Kali NetHunter History 
► Kali NetHunter is a custom OS for Android devices. This takes Kali Linux desktop 

and makes it mobile.
► Kali NetHunter is made up of three parts:
• ROM
• App (and AppStore)
• Kali Chroot
► Kali NetHunter was first released in September 2014 with v1.0, supporting just 

Nexus devices (5,7 and 10). There was a minor release of Kali NetHunter v1.1 in 
January 2015, and at the same time device support started to appear, such as 
OnePlus One and Nexus 4.

► Kali NetHunter v3 was the next major release in January 2016, which was a 
complete NetHunter app rewrite, allowing for more control and actions to be 
performed from it, build scripts and Android 5 and 6 support. Nexus 6 device also 
became supported.

► Kali NetHunter then joined the rolling release with 2019.2 release in May 2019, 
where 13 devices where supported, with a mixture of Android 4 to 9. From this 
point, Kali NetHunter matched the release points of Kali Linux, with each of them 
adding more devices support, image and overall features.
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Burp Suite is an integrated platform and graphical tool for performing 
security testing of web applications, it supports the entire testing process, 
from initial mapping and analysis of an application's attack surface, 
through to finding and exploiting security vulnerabilities.

1.3 Burp Suite
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► The tool is written in Java and 
developed by PortSwigger Web 
Security. 

► The tool has three editions: a 
Community Edition that can be 
downloaded free of charge, a 
Professional Edition and an Enterprise 
Edition that can be purchased after a 
trial period. The Community edition 
has significantly reduced 
functionality. 

► It intends to provide a comprehensive 
solution for web application security 
checks. 

1.3 Burp Suite



1.3 Burp Suite



1.3 Burp Suite

Burp Suite Features 



1.3 Burp Suite

Burp Suite Features 



Burp Suite Features 

1.3 Burp Suite



What and Who is a Pentester?
► In simplest terms, a pentester, a contraction 

for penetration tester, is an individual who identifies 
security flaws within a network or system. They are 
often external consultants, authorized by a company 
to perform security audits on their IT ecosystem, and 
identify any potential cybersecurity risks. Normally, a 
pentester begins by conducting reconnaissance on 
their client’s systems, looking for any potential 
vulnerabilities. Then, they try to infiltrate the systems 
by exploiting these vulnerabilities and eventually gain 
access to critical data.
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The Importance of Pentesters:

► Pentesters are becoming increasingly relevant in the modern 
world. This is primarily because the average cost of a data 
breach has reached an all-time high ($3.86 million), and 
companies know that they can no longer take cybersecurity 
lightly. It seems more prudent and cost-effective to hire a 
consultant for thousands, than to incur millions in losses, 
after being compromised.
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What Kind of Vulnerabilities does a Pentester 
look for?

► There can be many different kinds of vulnerabilities within a system; 
including missing data encryption, OS command injection, SQL 
injection, missing authentication, missing authorization, reliance on 
untrusted inputs, buffer and stack overflows, etc. Depending on the 
level of freedom that the company gives to the pentester, the type 
and number of scanned and exploited vulnerabilities can differ. If 
there are no limits imposed by the client, a pentester has the liberty 
to go to any lengths; from performing a social engineering attack, to 
using a Wi-Fi sniffer, to making a denial-of-service attack.
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What Kind of Vulnerabilities does a 
Pentester look for?
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Types of Penetration Testing
► There are three main types of penetration testing: Black box testing, white box 

testing, and grey-box testing. Which one you should choose typically depends on 
the extent of information you are willing to share with the pentester. Let’s take a 
look at all three in more detail:
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Stages of Penetration Testing
There are four main stages of any penetration testing effort

•Planning: Scope and strategy of the project is decided and documented.
•Discovery: At this stage, the pentester scans the system rigorously and 
repeatedly to find any useful information, like usernames, passwords, 
encryption keys, etc. This process is also known as fingerprinting. These 
days, a lot of fingerprinting tools are used for this purpose, 
e.g. BlindElephant and Wappalyzer. In addition to this, the pentester also 
identifies any potential vulnerabilities during this stage.

•Attack: The pentester simulates a bunch of relevant attacks on the system 
during this stage.

•Reporting: Finally, audit reports are compiled, documenting security flaws 
and suggestions that can help revamp system security.
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How to Become a Pentester

► Web App Security Pentesting: As most of our software and applications became 
versatile and can be accessed via a browser, becoming an expert in web app 
security can be a great start. We may think companies on the internet are secure. 
Let me tell you, they are not. Nothing is 100% secure. We are not influencing to 
crackdown sites and services but giving hope that it is possible to gain the skillset.
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How to Become a Pentester
► Network Security Pentesting: A network security specialist or pentester has the 

task to figure out network access and weakness even if it is secure. Companies 
and industrial networks constantly need to figure out loopholes and ways to fix 
them. Carrying out a network pen-testing is a bit different from web app 
pentesting, as the pentester needs to listen to a spoofed network protocol and act 
accordingly.
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How to Become a Pentester
► Script Scrambling for Pentesting: Getting hands-on a script or code, a pentester should 

be able to read it like a book and find the errors like grammatical mistakes. As a beginner, 
it’s not going to work like that. So, we need practice. Reviewing codes in C, C++, 
JavaScript, Python, and other languages should become an instinct regarding the target 
platform.
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How to Become a Pentester
► Physical/Hardware Pentesting: Sometimes pen testing requires taking a physical 

device apart and trying to scope out ways to pentest. Electronic devices have many 
architectures (like ARM) and a pentester should be familiar with its work methodology. 
Also, SPI, FPGA, UART, JTAG are great tools to tweak. Architecture like x64 and x86, 
flash memory alongside connected scripts help understand embedded or hardware 
devices pen-testing.
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Similar Specializations and Career 
Paths
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Summary

Penetration testing has also become a big business, with 2021 estimates placing the 
value of the global cybersecurity industry at $217.9 billion.

An experienced pentester can help a company in identifying vulnerabilities that can otherwise 
cause a lot of reputational and financial damage. Regardless of whether you want to simulate an 
insider attack, or one made by an experienced external hacker, a pentester can do the job for 
you!
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