TS

MIRANTIS

Quality Assurance
in software
development

Michael Semenov
ﬂ OA Manager

openstack-

CLOUD SOFTWARE
© MIRANTIS 2013



IIIIIIII

OOOOOOOOOOOOO

KomnbloTepHble cetu, Yactb 1

[leBaTaqa nekums

=

MIRANTIS © MIRANTIS 2013 PAGE



BBBBBBBB
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e Mogenb OSI

e KoMmMmyTaTop, KOHLEHTPATOp U MOCT
e ARP

e DNS

e VLAN

e lctopusa npotokona IP

o |Pv4

o [Pv6

e Otnnuma IPv4 un IPvé

o Q&A

P UDP - kpaTkoe onucaHue, 0TamMuus
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gargasz.info ‘

Network Process
fo Qpplication

52

Ly Al DO?O representation

and encrypfion 6 Presentation

5, Session

T Trans

ost .
Icnct)?nnr]numcoran

% o,e_nd
En?‘rt]ecflom\’
cogrelo™"
d

DNS , WWW/HTTP

P2P,EMAIL/POP,SMTP i arient
Tainet FIp 7. Application

recognizing data .
HTML, DOC, JPEG, MP3, avI [ECHESECLely

Sockets. Session establishment <
in TCP, SIP, RTP 5. Session

RPC - Named pipes,
TCP, UDP, SCTP, SSL, TLS 4. Transport

IP, IPsec, ICMP, IGMP, OSPF 3. Network

Ethemet, 802.11, MAC/LLC,VLAN, ATM, HDP :
Fibore Channel Frame Relay, HDLC, 2. Data link
PPP, Q.921, Token Ring, ARP

RS-232, RJ45, V.34, 100BASE-TX, SDH, DSL, 802.11 1. Physical

MIRANTIS © Mirantis, Inc, 2013. All rights reserved.



KommyTarop, KOHLIEHTPaTOp M MOCT

‘.'{{‘,-'%
17€imub
ﬂ EtherBridge
= LAN/Hub

® Hub petpaHcnvpyeT BXOAAWMIM CUTHAN C OAHOIO M3 MOPTOB B CUMTHaN Ha BCe

OCTanbHble (NOAKJIHOYEHHBIE) MOPTbI

® Bridge «13y4aeT» xapakTep pacrnonoXeHus CerMEHTOB CETU NyTEM

NoCTpoeHns agpecHblx Tabnuuy Buga «MHtepdenc:MAC-agpecy.
ObpabatbiBatoT TpaduK, NCNOMb3ysa LEHTPaNbHbIN MPOLLECCOpP

® Switch xpaHnT B namaTy Tabnuuy KOMMyTauumn, B KOTOPOW YKa3blBaeTCS

cootBetcTBUE MAC-agpeca y3na nopty kKommyTaTtopa. icnonbayet

MMYTaLMOHHYIO MaTpuLy (annapaTtHyto cxemy A1 KOMMYTaLuy nakeTos)
MIRANTIS © Mirantis, Inc, 2013, All rights reserved.



KoMMmyTaTop, KOHL.eHTpaTop U MOCT

Flooding — dopenm, nonyvyeHHbIN HA OQNH U3
NOpPTOB, NepegaeTcya Ha ocTalrbHbIe NOPThI
KOMMYyTaTopa.

Forwarding — nepenaya dppenma, nosiy4eHHOoro
Ha OQHOM MOpPTY, Yepes OApyron nopT B
COOTBETCTBUMU C 3anNuncCbio B Tabnuue
KOMMYTaLWW.

Filtering— ecnu kommyTtartop nony4vaet dppenm
yepes onpeneneHHbin nopt, U MAC-agpec
nonyyarens OOCTYrNeH Yepes 3TOT Xe nopT (3To
yKazaHo B Tabnuue kommyTtauumn), To

< KOMMmyTaTOp oTbpackiBaeT penm.

MIRANTIS © Mirantis, Inc, 2013, All rights reserved.



KommyTarop
Process learning

Switch lookup table
02 60 8c

i When device A sends out a frame to another

WS device, its MAC address is updated in the
switch’s lookup table.

Ethernet frame

-n Source address Data

r o A "y
Jusiieg] o2 0 sc 12 34 56 et

Hold time = 300 sec (by default)

s

MIRANTIS © Mirantis, Inc, 2013, All rights reserved.



KommyTarop
Learning flooding

Switch :

Ethernet frame

Source address
02 60 8c 12 34 56

s

MIRANTIS © Mirantis, Inc, 2013. All rights reserved.



KommyTarop
Forwarding and Filtering process

Switch lookup table Ethernet frame
10 4c 39 47 6c Port 7
60 8 12 34 56 Port 2

(M5

Source address
00 104c 39 47 6¢c

Data
packet

oD Jom 1 frsimen:

Device A Device B Device C Device D
MAC=02608c123456 MAC=02608c345678 MAC=00104c39476¢c MAC =00 02 67 80 5¢ 1a

s

MIRANTIS © Mirantis, Inc, 2013, All rights reserved.



KommyTarop

Flooding process

s

MIRANTIS

v

Ethernet frame

Source address

ress: Data
FF 02 60 8c 12 34 56

packet

© Mirantis, Inc, 2013, All rights reserved.



[loMeH KonAu3uK1 1 WMpOKOBeLLaTeIbHOro AOMEH

Techiwarehouse © 2012

—_
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LLinpokoBeLaTenbHble WTOPMbI

Switch

K : e ||
""’% e —— || ey < oo o S o o G

E CICrcrces| //_-_ __,_,\ | E
S Lo R

Switch @ -

: Switch )

ol E
¥ O N X

2 S O O

Data

Source address packet

s
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Address Resolution Protocol

192,168,019
00:00:1 A:3E:02:56

192.168.02
00:CO:B8C:00:FF:81

192.168.03
OQ:EQ:FE09:C2:11

|

|

| —

T@ ARP REQUEST ’

¥

From: 19216801 |
(00:00:1 A 3E02:56) l
Toc 19216803
(FF:FF.FF.FF:FFFF)

|

@;. ARP REPLY

—10

s

MIRANTIS

e e———

From: 192.168.0.3
(00 E0-FEQ2.C2:11)
Tec 192.168.01

(O0.00:1A3E02:56

© Mirantis, Inc, 2013, All rights reserved.
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[pumep Tabnnubl ARP

ARP Table
Interface IP address HW address
eth0 192.168.2.122 00:03:47:96:E0:6B
192.168.2.123 00:03:47:96:7F:EB
192.168.2.1 00:50:0B:01:1D:F4
192.168.2.111 BA:BE:69:BA:BE:69
192.168.2.235 00:04:E2:9C:C4:43
atho 192.168.2.111 00:1A:92:3A:99:DS
br0 10.0.0.12 00:11:2F:7D:A4:8A
10.0.0.16 00:22:3F:7D:A4:9A

—_
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Domain Name System

CepeepalkopHeBonEoHbI

. . .. .. ... PR RS S P p—

DOOOOOD

wfﬂﬂﬂ_-__ws. '0POro YPOBHS

' "
L o tddd oo Mo b o AT ST |

£ “ma 1w | openofice | miroson

“““

3 Tikoburens
subdomain4 IKCTIEPUMEHTOB



KopHesbie cepeepa DNS

0 g ®
> "/ ‘ .;?.@:'- "
v @
® x‘ o
= %

Anycast instances

e °
oooooooooo eIV ersorg ..@..@
2000-1229
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DNS 3anpocbi

3. 3xaewn ip xocta www. k-max.name. ?

) Kopxesou

4. Het, Ho goneH 3Hatb cepsep 1 § DNS-cepsep

5. 3Haewb ip xocta www.k-max.name. ?

M.k'm.mm.n #
DNS-cepsep
9. 3abupaii ip | ,E Her, Ho fo/KeH 3HaTh cepeep 2 [I0MEHa hame.
resolver
Jetc/nsswitch.conf

192.168.1.1 7. 3Haews ip xocta www.k-max.name. ?

| [etc/resolv.conf ot R s _—

\
192.168.1.1 www.k-max.name. ? MepsuyHbIA 8. KoHeuHo, 80T OH.

DNS-cepsep
KAWEeHTa

fiomeHa weHa k-max.name,

—_
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VLAN

VLAN (IEEE 802.1q) — nornyeckas («BupTyasibHaa») JiokanbHas KOMMbOTEPHAA CETb,
npencrasnsaet cobou rpynny XocTosB ¢ 06wmm Habopom TpeboBaHU, KOTOPbIE
B3aMMOLENCTBYIOT Tak, Kak ecrnin Obl OHM BbINN MNOAKITHOYEHDbI K
LLUMPOKOBELLATENTIbBHOMY JOMEHY, HE3aBUCUMO OT UX PU3NYECKOro
MECTOHaXOXAEHWS.

« OrpaHn4mBaeT LIMPOKOBeLLaTENbHbIA JOMEH
 [loBbllWaET 3aMLLEHHOCTb MEXAY CErMEHTaMN CETU
« [octuraetca bonbluas cTeneHb agMUHUCTPATUBHOIO KOHTPOIS

—
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VLAN

 Port-Based VLAN
e MAC-based VLAN

i
* Protocol-based VLAN (IEEE 802.1v) @L gL@L @i

—_

MIRANTIS

O6o3HauveHue yneHcTtBa B VLAN

6 1

6P LG GG

10

G

VLAN 10 VLAN 11 VLAN 12

CTpyKTypa nakeTta

IT ::;t; Data FCS
6 6 4 2 Up to 1500 - bytes

| Tag Control Information (TCI) '

P Priorit EEC

16 3 1 12 bits
Tag Protocol Identifier  802.1 p priority levels  Canonical Format Unique VLAN identifier
(Typically 0x8100 (0to7) Indicator (0 to 4095)
(default),0x9100 or 0 = canonical MAC
0x9200) 1 =non - canonical
MAC

© Mirantis, Inc, 2013, All rights reserved.
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VLAN

VLAN 10 VLAN 11

Switch 1 S S
N gD -
\ VLAN 12

Trunk link
— \
NS B P
VLAN 10 VLAN 13

* Trunk port - nepegaeTt U NPMHMMAET TONbLKO Kaapbl C TeraMu, TO eCTb C
ABHbIM yKka3aHueMm 4yneHctea VLAN

e Access port - nepegaet 1 NnpuHUMaeT Kagpbl 0e3 Teros

* Hybrid ports — moryT obpabaTteiBatb 0b6a Tuna nakeTos.

—

MIRANTIS © Mirantis, Inc, 2013, All rights reserved.



VLAN

Broadcast Domain 2

Broadcast Domain 1

160.80.81.0/24

160.80.80.100
160.80.81.100

 1VLAN =1 IP Subnet

« Bsaunmopgencteue mexagy VLAN 4vepes mapLupytmsaTtop nosbillaeT
6e30nacHoOCTb

* MapLupyTnsaTtopy Hy>XeH BCEro oguH omuanveckum nopt

—_
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VLAN | _
Vian2 — _ -~ Vlan3 -

192.168.2.0/24 7 192.168.3.0/24 .

MNK1192.168.2.2/24
X

MNK3 192.168.3.2/24
Intwlan 192.168.3.1/24

MNK1 192.168.3.3/24

Intvian 192.168.2.1/24

MNK2 192.168.2.3/24

Kow.w"ratop
YROBHA 3

Vs

2 Aarme Mmapuayrrarpyamme masgy Van

e NS

MIRANTIS © Mirantis, Inc, 2013, All rights reserved.



IIIIIIII

OOOOOOOOOOOOO

KomnbloTepHbie cetu, YacTb 1

[1lpoTokon IPv4

=

MIRANTIS © MIRANTIS 2013 PAGE



IP, TCP, UDP - Uctopuueckas cnpaBka

e 1974 - Basic TCP/IP principles in “A Protocol for
Packet Network Intercommunication”, Institute of

Electrical and Electronics Engineers, Vint Cerf and
Bob Kahn

1980 -
1981 -
1990 -
1996 -

—

MIRANTIS

1977-1979 - Development of IPvO - IPv3

UDP presented by David P. Reed, RFC 768

Pv4,

Pv5,
PV,

ETE
£

£

RFC 791
nternet Streaming Protocol

RFC series

© Mirantis, Inc, 2013, All rights reserved.



KnaccoBas appecauus IPv4

Bits:
Class A

Bits:
Class B
N

Bits:
Class C

Bits:
Class D

s

MIRANTIS

1 8 9 16 17 24 25 32
ONNNNNNN Host Host Host
Range (1-126)
1 8 9 16 17 24 25 32
T1ONNNNNN Network Host Host
Range (128-191)
1 8 9 16 17 24 25 32
110NNNNN Network Network Host
Range (192-223)
1 8 9 16 17 24 25 32
1110MMMM | Multicast Group | Multicast Group Multicast Group
Range (224-239)

© Mirantis, Inc, 2013, All rights reserved.




becknaccosag agpecauus IPv4

Decimal Binary
IP Address
128.110.121.213 10000000 01101110 01111001 11010101
Subnet Mask
255.255.255.192 11111111 11111111 11111111 11000000
Network Address

128.110.121.192 10000000  O1101110 01111001 11000000
Station Address
21 010101

e (lassless Inter-Domain Routing(1993)

e CIDR notation: 128.110.121.192/26
—
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3apesepBupoBaHHble aapeca IPv4

Hauvano KoHel, Knacc cetun CIDR OnucaHue
WHTepBana MHTepBana HoTauusA
10.0.0.0 10.255.255.255 Class A 10/8 briok YacTHbIX agpecos knacca A
172.16.0.0 172.31.255.255 Class B(16 172.16/12 bBriok 4acTHbIX agpecos Kracca B
networks)
192.168.0.0 192.168.255.255 | Class C(256 192.0.0/24 brnok yacTHbIxX agpecos knacca C
networks)
169.254.1.0 169.254.254.255 | Class B 169.254/16 Bnok ansa aBTomaTnyeckom
link-local agpecauuu, korga DHCP-cepBep
address range HeOOCTYyneH
127.0.0.0 127.255.255.255 | Class A 127/8 briok loopback agpecos
224.0.0.0 239.255.255.255 224/4 briok multicast agpecos
0.0.0.0 0.255.255.255 Class A 0/8 Ncnonb3ayroTtcs npu cosgaHum
COKETOB
255.255.255.255 LLiInpokoBeLuaTensHbIin agpec ans
TeKyLLen noaceTu
192.88.99.0 192.88.99.255 Class C 192.88.99/24 | Vcnonb3syetcsa ansg anycast(6to4)

—

MIRANTIS
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WUcuepnanue appecos IPv4

2 AP
T
T -

Bl AfriNIC

B APNIC

B ARIN

B LACNIC
RIPE NCC

e |ANA - Internet Assigned Numbers Authority(1998)

—
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WUcuepnanue appecos IPv4

Free /8
160 prrrprrrr —_— — —_—
IANA —————
140 a8 RIR pool + IANA
\
\\
120 ~]
N \
@ 80 il \\
60 \\_‘_&\\\\
40 \\\
20 o \\
\ \
0 sa sl saadaaassaadasaaaaataaaaasa s o s adasasaaa s daaa

1996 1998 2000 2002 2004 2006 2008 2010 2012 2014
Date

e Bnok /8 -2%*~ 16,7 mnH agpecos |IPv4
e Bcero 2°°~ 4,3 mnpg agpecos |IPv4
e B despane 2011 y IANA koH4YMnmceL 6roku /8

—_
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WUcuepnanue appecos IPv4

Adress exhaustion rate per RIR

g Ll Ll Ll Ll Ll L L Ll Ll Ll Ll Ll Ll Ll Ll Ll l Ll L ' Ll L
LI APNIC ——
8 — RIPENCC —— _
ey ARIN ————
ﬁ
- o LACNIC i
\LL AFRINIC ——
6 \
Q M~ \\
o 5
c l \
= — \\
g 4 :
e e |
3 Al
) \\
2 \
1 e
0 1 2 2 ' 4 1 ' 1 4 2 2 4 4 ' 2 4 4 2 4 1
1101 1104 1107 1110 1201 1204 1207 1210 1301 1304 1307
Date (YYMM)

e APNIC, AfrINIC, RIPENCC Tenepb BblgatoT OrioKku
/22 BmecTO /8

—_
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Network Address Translation

—_

MIRANTIS

1

: 10.0.0.1 |
14123562450 ' 10.0.0.2 IQ

A .23.526245;

—-—

0
e |
N

10.0.0.3 :
—

—»

Internet

[1.23.5:62452

F
: 10.0.0.4
14.1.235:62453 ; ﬂ
: |

NAT ﬁouter
14.1.23.5

© Mirantis, Inc, 2013, All rights reserved.
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IPv6 appec

) . 9.09.9.09.9.0.
where X =0000 ... FFFF (hex)

@ 2001:0DB8:0000:0000:0008:8000:0000:417A
@ 2001:DB8:0:0:8:8000:0:417A

@ 2001:DB8::8:8000:0:417A

@ 2001:DB8:0:0:8:8000::417A

@ 2001:db8::8:8000:417A

e Perncrp He BaXXeH(CTpouHble BYKBbI NpeanoyYTUTENbHbI)
e Beayuine HyNM MOryT ONYCKaTbCS

e (OpnHa 13 nocnenoBaTeNbHOCTEN HYNIEBLIX PYMN MOXET
3aMEeHATbCA Ha

—
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IPv6 - TMnbI appecos

e
Unicast ._/O‘O e

Link-local o

Anycast

'_<OO
o

O
Multicast @O

Broadcast - He peanu3oBaH
B IPVv6(HO MOXHO
ncrnonb3oBaTb Multicast

agpec ff02::1)

—
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IPv6 - Unicast or Anycast address format

e Routing prefix(48 bits)
e Subnet(16 bits)
e |Interface identifier(64 bits)

2001:db8:32c4:a001:02c3:4aff:fe32:763c/64

2000::/3 = Global Unicast Address

2000::/12 = Region (ARIN, APNIC, etc.)

2001:db8::/32 = LIR (AT&T, Sprint, Verizon, etc.)
2001:db8:32c4::/48 = Company/Organization
2001:db8:32c4:a001::/64 = Subnet
2001:db8:32¢c4:a001:02c3:4aff:fe32:763c/64 = EUI-64 Interface ID

—
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IPv6 - Link-local address format

128 bits
« »>
0 Interface |D
1111 111010
EUI-64
FES8O0::/10
o
;
10 bits
48-bit MAC address
00 oC 42 28 79 45
00000000 | 00001100 | 01000010 | 00101000 | 01111001 | 01000101
Move manufacturer ID Move device ID
and reverse 7-th bit at the end
00000010 | 00001100 | 01000010 | 11111111 11111110 | 00101000 | 01111001 01000101
02 0C 42 FF FE 28 79 45

—_

MIRANTIS

64-bit EUI-64 address

© Mirantis, Inc, 2013, All rights reserved.




IPv6 - Multicast address format

- 128 bits +
Group ID

T O if permanent, 1 if temporary

F189S = 1 p prefix for unicast-based assignments

-« > r
8 bits 8 bits 1 = node
2 = link
Scope = <{ 5§ = site
8 = organization
' E = global

—_
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3aronosku naketos IPv4 u IPv6

IPvd Header
8 l12 16 lzo lzn P 3
IHL | Type of Service Total Length
\dentification Flags Fragment Offset

s

MIRANTIS
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paktyeckue otamnuusa IPvé6 ot IPv4

bonblwee agpecHoe NpoCTPaHCTBO
ABTOKOHPUrypaumsa agpecos (SLAAC)
Obs3aTtenbHag noaaepxka IPSec
Multicast kak 6a3oBas cneundpukaums
_ink-local agpeca aong Bcex nHTeppencos

'lakeTbl He PparMeHTUPYHTCS

KOHTpPONbHAs cyMMa ybpaHa
Onunun BblIHECEHbI B PaCLUMpPEHHbIE 3aro/I0BKU

[>xamborpaMmel - nakeTbl pa3mepom 0o 4 I'b

—
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6to4 - nepepava IPv6 nakertoB uepes cetu IPv4

R
Vo “IPve i [! e
| el
Internet  netv o
S A
server/relay

Internet

'

6tod 6tod -k~
4 router router

! g
IPv4: 192.0.2.4
'/ v
> < IPv6: 2002:c000:0204::/48
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[1pOTOKO/IbI TPAQHCMOPTHOIO
ypoBHS - TCP, UDP, ICMP
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Cpasnenune TCP u UDP

UDP

Pa3mep 3aronoBka, 6ant 20-60 8
dopma nepenadun gaHHbIX [ToTOK [atarpamma
HapexHocTb [1a HeTt
YnopagovyeHHOCTb [la HeTt
KOHTDOME NEDErDY30K TCP Congestion Avoidance Het
P Perpy Algorithm
[lononHutenbHble 3 Naketa | HUKakuX OONONMHUTENbHbIX
Ta)KenoBeCHOCTb
019 yCTaHOBKM coeuHeHns NaKeETOB HEe HY>XHO
Tam, rae BblcOoKasa Harpyska
Tam, rge HyxHa Ha cepBep 1 noTeps
HaEeXXHOCTb U HEKOTOPbIX MNAKETOB
[TpumeHeHne ynopsao4eHHOCTb HEKpUTUYHa

WWW, e-mail, FTP, SSH

DNS, DHCP, SNMP, ronocoBou u
Buaeo Tpaduk, urpbl

—

MIRANTIS
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(Mopmart 3aronoska TCP

0 3 9 15 16 31
Source port number I Destination port number
Sequence number
1l Acknowledgement number
HLEN Reserved ﬁgn Window size
Gl K| Hl TN

Option (If any)
Data (If any)

—
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(Mopmar 3aronoska UDP

0 15 16 31

s
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Kak pabotaer TCP - yctaHOBKa coeaguHeHUS

Sender Receiver

Segment 1: Sy

|_Seq: 1200, .
Segment 2! SYN + ACt(
seq: 4800, ack: 120 r—/

Segment 3 ACK

S€q: 1201, 4. 4801

v v
Time Time

—
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Kak pabotaet TCP - nepepaya aaHHbIX

A B

A nocbinaet 100 6awnr,
HadunHasga ¢ #0

B nony4aet 6antbl ot 0 4o 99 u

0 — nocbl1aeT noaresepxgeHne
aCK, ACKE #100

Window size yBenuinsaetcs -
A moxeT nocnatb 6anTtel ¢ 100 |g

S
no 599 6e3 nogTBEPXKAEHUS EQ# =100
S o ____ TaKeT NoBpeXAEH WM He

JOCTaBreH

A nony4vaet nogreepxaeHune
c #100. 3HauuT, cnegytowme
NakeTbl HE OOLUNK

Window size yBenuymsaetcd
- A MOXeT nocnaTb 6anTbl C
300 no 600 bes3

NoATBEPXOEHUS

—
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Kak pabotaet TCP - 3akpbiTHe coeauHeHus

client server
close FIN M
(active close) ~ (passive close)
ACK M+1 read returns (
ol —
FIN N close
f ACK N+]
—

—_
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ICMP, ICMPv6

e lcnonb3yoTcsa ong nepenavun coobueHni ob owmbkax
M MIHPOPMALMOHHbBIX COODLLLEHMN

e [Ipn notepe ICMP-nakeTa HMKOraa He reHepupyeTcs
HOBbIW.

e |CMP-nakeTbl HMKOTOAQ HE reHepUpyrTCa B OTBET Ha IP-
NakeTbl C LULMPOKOBELLATENbHbLIM UK TPYNMOBbIM
agpecom

—
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|CMP npumep - ytunura traceroute

Router 1 Router 2

"t:u g g @
_.
Host & ICMP Time Host B

Exceeded

Router 2

5P

ICMP Time Exceeded

Router 1 Router 2

@. TTL=3 TTL=2 TTL=1
= e —
Pp—— < P

ICMP Echo Reply

MIRANTIS © Mirantis, Inc, 2013, All rights reserved.
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KomnbloTepHbie cetu, YacTb 1

[lpoTokon HTTP
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HyperText Transfer Protocol

e [IpOTOKON NPUKNAAHOFO YPOBHS A9 Nepenaym JaHHbIX
e PaspaboTaH anga moaenu “KnueHT-cepeep”

e f{IBNQETCS TEKCTOBbLIM, HO NepenaBaTh JaHHbIE MOXHO B
nobom popmarte (Content-Type)

e lcnonb3yeTcs Kak TPAHCMOPTHbIM MPOTOKON AN
npotokonoB SOAP, XML-RPC, WebDAV
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3aronosok HTTP

HTTP Request HTTP Header
or Response 5 e
- Request or
HTTP Header Response Line
LS MIME Head
Body \ eader
\ MIME Field
\ name value
\
\
\ MIME Field
\ name value
Trailer

e 3aronosok HTTP 3anpoca 06a3aTesibHO COOEPXKMUT
Ha3BaHue metona, URI u Bepcuio HTTP

e 3aronosok HTTP otBeTa 0653aTeNbHO COOAEPXKUT BEPCULOD
HTTP u Koa cOCTOAHUS

e [lapameTpbl 3anpoca 1 OTBETA NPUCYTCTBYIOT B
3aronoske B popmate name:value”
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Metoabl HTTP

MeTtoAa

OnucaHue

GET

Mcnonb3yetcsa gng 3anpoca coaepXnMMoro ykasaHHoro pecypca. lNapameTpbl nepegatotcs B
URI:
GET /path/resource?param1=value1&param2=value2 HTTP/1.1

HEAD

To »xe 4to u GET, Ho cepBep He nepenaet body B oTBeTe. [MpumeHsaeTcs, Hanpumep, Ans
Banugaumm pecypca.

POST

MpumeHsieTcs Ans nepegayun nonb3oBaTeNbCKUX AaHHbIX 3agaHHOMY pecypcy. CoaepXkut
Teno 3anpoca(body) ¢ nonb3oBaTeENbCKUMU JAHHBIMM.

PUT

[MpumeHseTcsa Ans 3arpys3kyM COAEPXXMMOro 3anpoca Ha ykasaHHbIn B 3anpoce URI. Ecnn no
3apgaHHomy URI He cyulecTBOBaro pecypca, To cepBep CO34a€eT ero 1 Bo3BpallaeT ctaTyc
201 (Created).

DELETE

Ynandaet ykasaHHbIN pecypc.

—

MIRANTIS

© Mirantis, Inc, 2013, All rights reserved.




Koapl cocroanus HTTP

Kon

OnucaHue

Ha3HauyeHue

1xX

Informational

B 3TOT KNacc BblaeneHbl Koabl, MHPOPMUPYIOLLIME O MpoLiecce
nepenayun.

2XX

Success

Coo0bLeHuns gaHHOro knacca MHAPOPMUPYIOT O CriydasX YCNeLHOro
NpUHATUA N 06paboTkM 3anpoca knneHTa. B 3aBucnmocTn ot ctaTyca
CepBep MOXET €eLLUE nepeaaTtb 3arofloBKU U TENO COOOLLIEHUS.

3XX

Redirection

Kogbl knacca 3xx coobuatoT KIMEHTY YTO ANs YCAELIHOro
BbIMOMHEHNSA onepalmm HeobxoaMmo caenatb Apyron 3anpoc (Kak
npasuno no gpyromy URI).

4xx

Client Error

Knacc kogoB 4xx npegHasHaveH Ons ykasaHusi OLMBOK CO CTOPOHbI
knuneHTa. Npu ncnonb3oBaHun Bcex Metonos, kpome HEAD, cepsep
AOSTKEH BEPHYTb B Tene coobLeHns TMnepTeKCTOBOE NOSICHEHME ANs
nosib3oBaTersi.

5xx

Server Error

OTOT Knacc BblAeneH nog cryvyam HeygadHoro BblMOfHEHNS
ornepauuu no BuHe cepsepa. [lna Bcex cutyaunn, kpome
ncnonb3oBaHua metoga HEAD, cepBep OOSMKEH BKIoYaTh B TESO
coobLeHnsa 00bACHEHNE, KOTOPOE KIMEHT 0TOBpa3nT NoNb3oBaTento.
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HTTP - npumep ananora

3anpoc

GET /wiki/cTpaumua HTTP/1.1

Host: ru.wikipedia.org

User-Agent: Mozilla/5.0 (X11; U; Linux i686; ru; rv:1.9b5) Gecko/2008050509
Firefox/3.0b5

Accept: text/html

Connection: close

(mycTasa cTpoka)

OTBeT

HTTP/1.1 200 OK

Date: Wed, 11 Feb 2009 11:20:59 GMT

Server: Apache

X-Powered-By: PHP/5.2.4-2ubuntubwml
Last-Modified: Wed, 11 Feb 2009 11:20:59 GMT
Content-Language: ru

Content-Type: text/html; charset=utf-8
Content-Length: 1234

Connection: close

(nycras cTpoka)

(mastee cJienyeT 3anpolleHHas cTpaHwmia B HTML)

—
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BUILT FOR

openstack
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KoMnbloTepHble ceTd, YacTb 1

3aKJiloyeHue
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3aK/iloueHue
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OCHOBHble BOMNPOCHI JIeKLUK

Mogenb OSI

UcTtopua npotokona |P

|IPv4

IPvé

Otnnuung IPv4 u IPv6

TCP, UDP - kpaTkoe onucaHue, oTanums

TCP - coegnHeHune, nepegava AaHHbIX

ICMP, ICMPv6

=
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openstack
CLOUD SOFTWARE

Quality assurance in
software development

Cnepyrowag nekuyms
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Chepyowas nekums oo
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KOMMbIOTEPHbIE CeTH,
4acTb 2
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Cnepyiowwas nekumusi. OCHOBHbIE BONPOCH
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openstack-

OOOOOOOOOOOOO

ba3oBaga HacTpouKka ceTu

SSH

TyHHenupoBaHue n vpnol

CeTeBble MapLIpyThl

KpaTkoe onucanue firewall-oB

CeteBon troubleshooting (c npakTnkon)
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CcbInKM Ha AONONHUTENDBHDIE PecypCbl a
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 JHpptro TaHeHbaym, 2003, «Computer Networks», Pearson Education International,
New Jersey.

 Pwuyapa CtuBeHcoH "TCP/IP lllustrated, Volume 1: The protocols" (“INpoTokonsbl
TCP/IP. lNpakTnyeckoe pykoBOACTBO.”)

*  Wikipedia: en.wikipedia.org, ru.wikipedia.org
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KOHTa KTH ble AaHHbIe openstack
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e E-Mail: msemenov@mirantis.com

e E-Mail: tnurlygayanov@gmail.com
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