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e HaunHatowmn IT cneymanuct B chepe MHPopMaLMOHHON 6e30MacHOCTH
e CtyaeHT PIYTIC
e [Ipoxoann yaaneHHyro cTaXXnpoBky B KoMmrnaHuu Digital Security no

HarnpaBJ/1€EHUAM . "YA3BMMOCTU B CUCTEMAX MOHUTOPUHT A, CouunanbHas

NHXXeHepus', "be3onacHOCTb BHYTPEHHEN CETU N YA3BUMbIE NMPOTOKO/bI',
"TlpoABUHYTbIN asuHr"

e B cBO60OAHOE BpeMS pellato 3agadun Ha root-me, pentestit lab, ydacTsyto B
task-base ctf, npoBoXy ayauTt cantoB Ha npeaMeT YA3BUMOCTEN

e [1naHnpyto BbICTYNUTb Ha workshop zeronights 2017 ¢ ya3BMMOCTAMU B CUCTEME
MOHUTOpPUHra cacti



Copep)xaHue

Y10 Takoe fuzzing

CyLLecTBYOLLME BE6G-CKaHepbl UX NPEUMYLLECTBA U
HeJoCTaTKu

Mpob6bnembl web fuzzing
[Moaxoabl K fuzzing ceroaHs

Hawa paspaboTkKa A/18 NnpoaBUHYTOro TeCTUPOBaHMs web
app
[MTpuHLUMN paboThl
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Fuzzing

Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

L Paste

L Load ... |

LRemove‘.

L Clear )

a’ waitfor delay '0:0:10"- A
1 waitfor delay "0:0:10"--

declare @q nvarchar (200) select @q = 0x770061006900740066006F0072002000640065006...
declare @s varchar(200) select @s = 0x77616974666F722064656C61792027303A303A3130...
declare @q nvarchar (200) 0x730065006c006500630074002000400040007600650072007300...
declare @s varchar (200) select @s = 0x73656c65637420404076657273696f6e exec(@s)

g

A |

Enter a new item

| Add from list ... vl
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@ Acunetix Web Vulnerability Scanner (NFR Reseller Edition)

File Actions Tools

Tools Explorer
Web Vunerabiity Scanner
[ Web Scanner

New Scan | &

Tools
(3 Site Crawier
#~ Target Finder

£, Subdomain Scanner

Bind SQL Injector
{33 HTTP Editor
& HTTP Sniffer
HTTP Fuzzer

2 Authentication Tester
@ Compare Results
Web Services
&~ Web Services Scanner
&~ Web Services Editor
Configuration

& Settings

) Scanning Profiles

7 General

@ Program Updates
18] Version Information
& Licensing
#) Support Center
&) Purchase
#] User Manual (htmi)
€] User Manual (pdf)
& AcuSensor

Q

Configuration

Help
= e Pl PRI | %
U & | & | & 22| $Report | J
Scan Resuks

«

= iy Web Alerts (94)
# @) Apache Mod_Rewrite Off-8y-One B...

# @ sind SQU Injection (5)
3 @ CRIF injection/HTTP res
# @ Cross Site Seripting (8)
- @ File indusion (2)

# @ Macomedia Dreamweaver Remote ...,
© @ PHP HTML Entity Encoder Heap Ove...

4 @ PHP version older than 5.2.1 (1)
1 @B PP version older than 5.2.3 (1)
2 @ PHP version clder than 5.2.5 (1)
# @) PHP version older than 5.2.6 (1)

5 @ PHP Zend_Hash_Del_Key_Or_Index...

# @ Script source code disdosure (1)
# @ SQUinjection (7)
2 @ WeakPassword (1)

© &) Apache 2.x version oider than 2.0.6...
8 @) Apache 2.x version oider than 2.0.6...

4 @) Applcation error message (9)
+ ) Backup fies (1)

# @) Error message on page (4)

+ @) PHPinfo page found (1)

- @) ridden form input named price was £...

¥ @8 1 noin nane nacsined-musssing attac
1

Activity Window

CSRF testing finished.

Finished scanning.

Saving scan results to database ...
Done saving to database.

Flush fie buffers.

Application Log lError Log

5€ SpatY. ..

Start URL: ' http:/ftestphp.vulnweb.com: 80/

ks Aderts summary

M ocunetix threat level
Level 3: High
A—.

Total alerts found
o High
U Me
o Low
0 Informational
i| Target information
2 Statistics

_ Progress

95 alerts

http:/testphp.vulnweb.com:80/

v Profie: Default v

Acunetix Threat Level 3

One or more high-severity type vulnerabilities have
been discovered by the scanner. A malicious user
can exploit these vulnerabilities and compromise
the backend database and/or deface your website.

11—
33 I

13392 requests

Scan is finished

Acunetix — nnaTHbIN Be6
cKaHep onpepenser
OLLNOKU KOHPUrypaumu
cepBepa U NpuUIoXeHusa.
[lniochbil:

OnpepenaeT ya3BUMMOCTHU
cepBepa 1 yKasbiBaeT
BEPCUN NPUNTOXKEHUN U
agaoHOB.

MuHycbl:
OrpaHu4eHHbIU cnoBapb
OTCYTCTBME YMHOIO
onpeaeneHnsa olmobok



. | W3af — 6ecnnaTtHbIN
@ CKaHep Beb YA3BMMOCTEWN
I'nochbl:;

z
Wizards New Start Pause Multiple Exploit

Scan config | Log I Results I EXDIoIE l

e '| OTNNYHO onpeaenseT
- MPOCTble OLUNOKM
™ BbicTpas paboTa
MuHycbl:
- He onpepgenut
YSI3BUMOCTb Mpw
Hannumn web application

firewall



SUlTE Burp suite — 510 nnatpopma

PROFESSIONAL ONS NpOBeAEeHNA ayauTa
6e30MacHOCTU Beb-

7
‘ Burp Suite Professional l = | [E el I I M J-I O)*(e H M M
Burp Intruder Repeater Window Help

_[ TargetI Proxy | Spider I Scanner I Intruder I Repeater I q I Decoder I Comp I Extender I Options | Alerts
— = [niocbl
I Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders “g
v http://0b7bd624bab7. mdseclabs.net Host | Method | URL | Params | Sta... 4| Length | MIME type | Title
;/ http://0b7bd624bab7... GET faddressbook/32/ L) 200 2765 HTML Contacts I nt r u d e r
L ddressbook hitn-[/0h7hdR24hah?  POST  faddressbook/32/De... [ 200 3100  HTML Contacts
.. admin [ http://0b7bd624bab7.mdseclabs.net/addressbook ‘addressbook/32/De. .. o 200 4914 HTML Contacts
> ‘,. app Add to scope ‘addressbook/32/De.. &) 200 2835 HTML Contacts
>
§ }‘ ::::( Spider this branch addressbook/32/De... O 200 2765 HTML Contacts Re p e at e r
:
» | cclookup
» B8 employees Passively scan this branch
» [ error Engagement tools > J _—
» [ feedback Compare site maps |
» [ filestore Expand branch M " H c b I
» [ search Expand requested items
» [ settings Delete branch

»

> [ shop Copy URLs in this branch 22,

7
- abs.net
> [ updates Copy links in this branch indows NT €.1; WOWE4; rv:16.0) Gecko/20100101
» ) https://0b7bdg Save selected items

ion/xhtml+xml, application/xml;q=0.9,*/*;¢=0.8
Site map help q=0.5

CCEPU=ENCUOINg: gzIp, u=tlate
Proxy-Connection: p-alive
Referer: http://0b7bdé24bab7.mdseclabs.net/labs/lab.ashx?lab=7

v

term 0 matches

(24 (=) (o] (2] |Tope




[Tpob6nembl web fuzzing
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False positive n3-3a Bo3BpalleHUs
NoJie3HbIX HAarpy3oK B OTBETE




OTcyTcTBME CneunPunyecKmnx
encode

n
« »

%22 - url encode

%2522 -double url encode
\x22 -js encode

&#x22; - html encode
\u0022 - unicode

\u0122 - unicode 2
%C4%A2- unicode 2 utf-8



OTCcyTCTBME aHaNIM3a OoTBeTa Nno
pa3/IM4YHbIM MEeTPpUKaMm

Bpema
CTpoKkwu
Koa cTpaHuupbl |
Konn4yecTtBO C/OB

\\\\\\\\\\\\\\




[Toaxoabl K web fuzzing ceroaHs



AHanusaTopbl pasfiMYHbIX METPUK , TAKUX KaK (BpeMS
OTBETa, KOJINYECTBO CJ/I0B, KOJINYECTBO 3aroJ/I0OBKOB,
cpefHee BpeMs OTBETa, KOJINYECTBO KOHKPETHbIX html
Tero.)




[TpoBepKK Ha passiM4Hble NOBTOPEHUSA MPU cneuunasnbHbIX
CUMBOJIax M BblsIBJIEHNE 3aKOHOMEPHOCTEN Ao
nanbHenwmnx nccnegosanuin (Backslash Scanner)

Successful probes
e Basic fuzz (\z z'z"\ vs \ z\'z\"\\)

eerror: 2vs 1
e Content: 17 vs 3

e String - doublequoted (\zz" vs \")

eerror. 2vs 1
e Content: 16 vs 3

e Concatenation: "|| (z||"z(z"z vs z(2"||"2)
eerror: 2vs 1
e Concatenation: "+ (z+"z(z"z vs z(2"+"2)

eerror: 2vs 1
@ Content: 16 vs 3

e Concatenation: "& (z&"z(z"z vs 2(2"&"2)

eerror: 2vs 1
@ Reflection count: 3 vs 0

e JavaScript injection ("+isFinitee(1)+" vs "+isFinite(1)+")

eerror: 2vs 1
e Content: 11 vs 3
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Halua pa3paboTka

P o el L e Tl

[!] Momy4yenne cTaHOmapTHOTO OTBETa

B e —

—

| # | Kom | KOHTEHT | Crpoxu | Cnosa | Bpems | Harpysxa

| 1 200 (+200)] 13493 (-252%9) | 158 (-7%) | 924 (-132) | 2.109 (+1.031) | title=a%22

| 2 200 (+200)| 13493 (-2529) | 158 (-78) | 924 (-132 | 3.125 (+2.047) | title=a$2522

| 3 200 (+200)] 13493 (-252%8) | 158 (-72) | 924 (-132 | 4,172 (+3.094) | title=a%$C0%A2

[ 4 [200 {+200)| 13493 (-2529) | 158 (-72) | 924 (-132) | 1.062 (-0.01¢) | title=a%2l

| S 200 (+200)] 13493 (-2529) | 158 (-72) | 924 (-132) | 5.188 (+4.11) | title=a%2521

| 1200 (+200)| 13493 (-2528 | 158 (-72) | 924 {-132) | 6.219 (+5.141) | title=a%$C0%Al

| 7 1200 (+200)] 16022 (+0) | 236 (+0) | 1056 (+0) | 6.141 (+5.083) | action=search$zl

| & 200 (+200)] 16022 (+0) | 236 (+0) | 1056 (+0) | 6.141 (+5.063) | action=search$2521
[ 9 200 (+200)] 16022 (+0) | 236 (+0) | 1056 (+0) | 6.141 (+5.083) | action=search$C0OSAl
[ 10 [200 (+200) ]| 16022 (+0) | 236 (+0) | 105¢ (+0) | 6.141 (+5.083) | action=search$22

| 11 200 (+200)]| 16022 (+0) | 236 (+0) | 105¢ (+0) | 6.141 (+5.083) | action=search$2522
[ 12 200 (+200)]| 16022 (+0) | 236 (+0) | 105¢ (+0) | 6.125 (+5.047) | action=search$C0$A2




[TpnHUMN paboTbl

1. [lepexBaTbiBaeM CTaHAapTHbIN 3anpoc K Be6 MpuIoXXeHuto
AN pajibHenwero aHann3a
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2. [MepepaeM TecToBbIN 3anpoc pasepy c 3apaHee
3aroToBJ/IeHHbIM c/loBapeM U oxunaaem oteeTa . [1o gaHHOMY
OTBETY Mbl 6YleM CpaBHMBATb METPUKMU

~B-&




3. ®asep nogctaBnsaeT payload n cpaBHMBAET NOJTYYEHHbIN OTBET,
nocne yero otobpaxkaeT B KOHCO/IMN OT/IMYAETCA SIn OTBET OT
OObIYHOrO UM HET , NoACBeYMBas pasHULY B MeTpUKax




B nyiaHax Ha ganbHeuLWyto
pa3paboTKy:

JlopaboTaTb aHaNM3 OTBETOB
[1o6aBuUTb NpaBuia KogmpoBaHusa payloads
CoxpaHeHue B OTAeNIbHbIN (han
NoAO03PUTENIbHbBIX MECT U YA3BUMBbIX

napamMeTpoB

PaboTa ¢ napHbiMu payloads



KOHTaKTbI:

Telegram @worlak?2

Github https://github.com/worlak?/

https://qithub.com/lljalala/AdvancedWebFuzzer

https://vk.com/marko_polo_worlak
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