CeTeBasi onepauuoHHas
cucrtema

KoHdourypupoBaHume n tTectupoBaHue
ceTu



KoHQUrypupoBsaHmne n TeCTupoBaHue CeTU

KoHdurypupoBaHue yctpomncts Cisco :
OcHoBbI onepaunoHHon cuctemsol |OS

nterface Serial0d/0
no ip address
shutdown

interface Serial0/1
no ip address
; shutdown




Cisco I0S

e Kak 1 nobon KoMnbTEP, MapLUpYyTU3aTOP UM KOMMYTaTop
He MoryT paboTtaTb 6e3 onepayMoHHOWU CUCTEMBI.

e OTa onepaunoHHas cuctema HocuT HasBaHme Cisco
Internetwork Operating System mnnu Cisco |OS.

e Cisco I0S nogoepXxnBaeT crieayoLlme CeETeEBbIE CIYXObl:
* MaplwpyTtnsaums n kommyTtayms

« HapgexxHocTb 1 6e3onacHOCTb JOCTYMNa K CeTeBbIM
pecypcam

* MacwTtabupoBaHune ceTtu



Cisco I0S
OnepaunoHHble CUCTEMDBI

Bce ceTteBoe obopyanoBaHue, 3aBucsLLEE OT
onepaumoHHbIX CUCTEM

=KoHeuHble nonb3oBatenu (MK, HoyTOykn, cMapTgOoHbI, NaHLWETHbIE
KOMMNbKOTEPbI)

KommyTaTtopsbl
MapuwpyTunsartopebl

=Toukn 6ecnpoBOAHOro AocCTyna
“MexceTeBble aKpaHbl

OnepaLnoHHaA cucTema ceTeBoro B3auMoaencTBus
Cisco (10S)

-ObLLee HaMMeHOBaHWEe PasnUyHbIX BapUaHTOB CETEBLIX
onepaLMOoHHbIX CUCTEM, UCMONb3yeMblXx Ha ycTporcTeax Cisco



Cisco I0S
OnepaunoHHble CUCTEMBI

Operating System

CLI

User Interface

Shell: The user interface that allows users to request specific tasks from the computer.
These requests can be made either through the CLI or GUI interfaces.

Kernel: Communicates between the hardware and software of a computer and manages
how hardware resources are used to meet software requirements.

Hardware: The physical part of a computer including underlying electronics.




Cisco I0S
Ha3zHaueHue OC

= OnepaunoHHble cuctemsl MK (Windows 8 n OS X) BbinonHAwoT
TexHn4eckne oyHKUUN, 3a CHET KOTOPbIX NPeOoCTaBMAKTCS
cnegyrouime BO3MOXHOCTN.

* cnonb3oBaHue MbiLUN
* [1poCcMOTp BbIXOAHbIX AaHHbIX
- BBop TekcTa

= OnepauunoHHas cuctema |OS Ha KommyTaTope nnn MapLupyTusaTtope
NO3BOSIAET BbINOMNHATD:

* HaACTPOMKY MHTePJdENCOB;
° BKITHOMEHME (PYHKUMW MapLlpyTU3aumm n KoMmmyTtauun.

= Bce ceTteBble ycTponcTea rno ymosndaHuto nocrasenstotca ¢ OC I0S

= MoxxHO 06HOBUTbL BEPCUIO N Habop pyHKunn I0S



Cisco IOS
PacnonoxeHue Cisco I0S

OC 10S, xpaHsuwascs Bo chnew-namaTu

OHeproHesaBucmas onepaTnBHas: 6e3 notTepb NPy OTKIIOYEHUM
9MNeKTponuUTaHus

[Tpy HEOOXOOMMOCTN €€ MOXXHO N3MEHUTbL UMK nepesanncaTb
Mo>XHO ncnonb3oBaTbh AN XpaHeHUS HEeCKONbKux Bepcuit [0S
|OS, ckonnpoBaHHas u3 drew-namMmaTy Ha aHeprosasmncnmoe O3Y

O6wvem dnew-namaTn n namaTn O3Y onpeaenaet oobem |0S,
OOCTYMHbIW ANsi NCNOMb30BaHUS




Cisco IOS

PyHKunm 10S

Haunbonee 3Ha4YnMbie OYHKLINU, KOTOPbLIE BbIMNOMHATCS UK
NpefoCcTaBnAalTCAa MapLLpyTu3atopaMmm nnnm KomMmytaTtopamu
Cisco, BKSO4YalT B cebs:

Mapwpyrusaums KayecTBo
obcnyKuBaHus
(QoS)




HocTtyn Kk yctpouctBy CISCO I10S
MeTon AocTtyna K KOHCONU

Hanbonee pacnpocTtpaHéHHble MeToAbl 4OCTYNa K MHTepdeicy
KOMaHAHOW CTPOKH

=KOHCcOrnb
=Telnet unn SSH
=[lopt AUX




HocTtyn K ycTtpouctBy CISCO I0S
MeToa ooctyna K KOHCONU

KoHconbHbIN nopT

=[loCTyn K yCTPONCTBY BO3MOXEH [aKe Npu OTCYyTCTBMU CETEBbIX
YCTPOMUCTB (BHEMNONOCHbLIN JOCTYM)

~TpebyeTcs cneunanbHbIN KOHCONbHbIWM Kabernb
-ObecrneymBaeT BO3MOXHOCTb BBOAA KOMaH, KOHurypaumm

=TpebyeT HAaCTPOMKM C NCMNOSb30BAHMEM NApPoONsa BO n3bexaHme
HeCaHKLMOHNPOBAHHOIoO JOCTyna

=YCTPONCTBO HEODBXOAMMO NOMECTUTb B HAAEXHOM MOMELLEHNN, YTODbI
Hemnb3sl ObIfIo NErko NONy4YnUTb AOCTYM K KOHCONBHOMY MOPTY
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HocTtyn K yctpouctBy Cisco 10S

MeToabl goctyna ¢ ucnonb3oBaHuem Telnet,
SSH u noptoB AUX

Telnet

MeToa yaanéHHoro goctyna K uHtepgency komanagHom ctpokm (CLI) no
cetu

TpeObyloTcA akTUBHbIE ceTeBble Cry>KObl U OANH aKTUBHbIA HACTPOEHHbIN
nHTepdenc

Secure Shell (SSH)

YnaneHHbI BXxo B CUCTEMY aHanornyeH Bxoay ¢ ucnonb3osaHueM Telnet,
OQHAaKo npegycmatpmBaeT bonee BbICOKMMN YPOBEHL 6HE30NacHOCTH

Bonee HapéxHasa ayTeHTUpUKauns ¢ ncnonb3oBaHMEM Napons
cnonb3yeT wudgpoBaHue npu nepegaye gaHHbIX

Mopt AUX

= BHenonocHoe nogkmnoveHne (b
= Mcnonb3ayeT TeneOoHHY0 NIMHMIO | = f - o
= MOXHO MCMNonb30BaThb - ?@iﬁmﬁjw‘ :;1‘:5"%@ —

KaK KOHCOSbHbIN NOpT g e L

s S O
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HOoctyn Kk yctpouctBy Cisco I10S

[Mporpammbl aMynsaLun TepMMUHana

[TlporpammHoe obecneveHue,

[OCTYNHOE Ans

NOAKJTIOHEHUA K CETEBOMY

YCTPOWUCTBY
PuTTY

=Tera Term
=SecureCRT
=HyperTerminal
=OS X Terminal

PuTTY
R PUTTY Configuration (L2 o
Category:
=) Session . Basic options for your PuTTY session \
& T: Lnglgng Specify the destination you want to connect to
=/~ Terminal
I Reyboad Host Name (o P address) Pot
‘- Features Connection type: -
(= Window TRaw I Telnet ) Rogn @ SSH ) Sena
Beh Load, save or delete a storad session
i Behaviour
i Translation Saved Sessions
 Colours Default Settings
& Cormection p | Lesd |
- Tee
+- SSH
- Close window on ext: }
I Aways () Never @ Only on clean ext
| Aot [ Heo ] [ open [ Camca ||
—_——




Cisco I0S

e B Cisco I0S ncnonb3yercsa nHtepgenc KomaHaHOW CTPOKU
(Command Line Interface - CLI).

e BoamoxHocTu onpegenstotca Bepcuen |OS n tunom
YCTPOUCTBA.



KOMMNOHEHTLI MapLupyTmn3aTopa

e OCHOBHble BHYTPEHHME
KOMMOHEHTbI MapLupyTusaTopa :

* OnepaTtmBHaga NnamMATb
(RAM)

« OHeproHesaBmcumasa NnamMmaTb
(Nonvolatile Random Access
Memory - NVRAM)

Flash namatb (Flash)
[TocTogHHas namaTe (ROM)
KoHconb

NHTepdencsl




KOMMNOHEHTLI MapLupyTmn3aTopa

e OneparusHasa namaTe(RAM):

« XpaHuT Tabnuuy MmapLipyTmsaumnm

e XpaHuT Kaw npotokona ARP

« Copepxut BbICTPOAENCTBYIOLLINM
KLU

* BbinonHsieT Oydoepmsaunio naketos

» ObecnevymBaEeT XxpaHeHNE NakeToB B
ovepensax

« ObecneymBaeT BpEMEHHYIO NaMATb
ONns KOHUrypauuoHHoro panna
(configuration file) mapwpyTtnsartopa
NPV BKITKOYEHHOM MUTAHUU

« Copgepxnmoe namsiTu TePsIETCS
nocre BKNOYEHNA NMUTaHNS U
nepesarpys3kun yCcTpoucTea




KOMMNOHEHTLI MapLupyTmn3aTopa

e [Tlamatb NVRAM:

« CoOepXNT pe3epBHYO NNu
CTapTOBYIO KOMuIo panna
KOH(purypaumm (
startup configuration file)

« CoxpaHsieT coaepXxnmoe
NamsTu NOCne BbIKITIOYEHNS
NUTaHMSA NN Nnepesarpys3ku




KOMMNOHEHTLI MapLupyTmn3aTopa

e Flash lNamars (Flash):

» Cogepxut obpas onepaLMoHHON
CUCTEMBI

* [lo3Bonsaet obHoBNATL 10 6e3
N3BNEYEHUSA U NepeMeLLEeHNs Ymna
Ha npoLeccope

» CoxpaHsieT coaepxnmoe rocrie
BbIKITHOYEHUSA MUTAHUA NN
nepesarpysku

* MoXeT XpaHUTb HECKOSbLKO BEPCUM
|OS

« Ctupaemas,
nepenporpammMmupyemasi namsiThb,
paboTaeT B peEXNUME UYTEHUS
(EEPROM)




KOMMNOHEHTLI MapLupyTu3aTopa

e [locTosgHHasa namaTte (ROM):

* CogepXnT KomaHabl
caMOTeCTUpPOBaHUSA Npu
BkrtoveHun nutanma (POST)

e XpaHUT nporpamMmmel
HayanbHOW 3arpy3ku u
OCHOBHOE nporpamMmmHoe
obecnevyeHne onepaLnoHHOM
CUCTEMDI

e [1na oBbHOBNEHUS
nporpamMmHoro obecne4yeHusi B
ROM TtpebyeTcs 3ameHa
NOOKIKYaEeMOro Yymna Ha
CUCTEMHOW NnaTe YyCTPOUCTBa




KOMMNOHEHTLI MapLupyTmn3aTopa

e KoHcOnNb:

» KoHCOnbHbIN NOpT obecrnevnBaet
domnamnyeckoe nogkrnoyeHne angd
nepBoHavanbHON KOHGUrypaumm
MapLlpyTusaTopa nnu NnpoBeneHns
N3MEHEHUN B KOHJUTYpaLMOHHbIN
doaurn.

e WHTEepdencel.

« CeTeBoe coenHeHuUe, Yepes
KOTOpOE NakeTbl AaHHbIX
nepefarTcsa U3 MapLipyTmsatopa u
NOCTynakT B YCTPOUCTBO

* Pa3melyatorca Ha cucteMHomn nnaTte
Unn B OTAENLHOM Moayre
NHTepdgemnca



KoHdurypauuoHHble dpannbl (Configuration Files)

NVRAM

startup-configuration

At start up, startup-configuration is
copied from NVRAM to RAM and
executed as running-configuration.

running-configuration
—> —>
RAM

Configuration edits change
running-configuration

Running-configuration directs
device operation

e PaboTa ceTeBbIX YCTPOUCTB 3aBUCUT OT ABYX TUMOB NPOrpaMmmMHOro
obecnevyeHuns:

* OnepaunoHHon cuctemsbl (10S)
» KoHdourypaumoHHoro danna (unm doanna KoHdurypaumm)




Pexxnmbl paboTtbl Cisco 10S

User EXEC Command-Router>
ping

show (limited)

enable

Vlepapxnyeckas [Kes
CprKTypa Privileged EXEC Commands-Router#

all User EXEC Commands
debug commands
reload

] Global Configuration Commands-Router (config)#
configure
hostname

Ka)K'D'b“‘;I pe>KVIM ere. enable secret
“cnonb3yeTtca Ana ip route

BbII'IOJ'IHeHl/IFl interface ethernet <——I1nterface Commands-Router (config~if) #
- serial = ip address

KOHerTHOM bri ipx network

etc. encapsulation

3aﬂaHM. shutdown/ no shutdown

etc. .

2 /,J'Rout1ng Engine Commanés?Routerkconf{Q»routef}# ]
router -

network
version

auto summary

Kaxabin pexxum : mas
NMeeT cBou Habop
KOMaHA. -

vty . — Line Commands-Router (config-line) #

console 7] password

etc. login

modem commands
etc. .




Pexxumebl Cisco |IOS — MapLupyTtunsatopbl 1 KOMMYTaTOpPbI

PEXUM

[Tonb3oBaTenbLCKUn
EXEC-pexunm

OnucaHune

OrpaHnyeHHbI Habop KoMaHA
OJ151 peXnMa «TOSNbKO NPOCMOTP»

[MpurnaiueHue
Router>

[MpuBUNerMpoBaHHbIN
EXEC-pexum

KomaHabl KOHUrypuposaHus,
oTnagku, TeCTupoBaHus
ynpasfieHma goannamm

Router#

[obanbHas
KOHUrypauus

KomaHgpb! ona maplipyTtusatopa,
nepexopn B Apyrue pexmnmbi

Router(config)#

KoHdourypuposaHue
nHTepdenca

Komanabl Anga
KOH(pUrypnposaHus nHtepdenca

Router(config-if)#

KoHdourypuposaHue
NNHUN

KomaHabl ongd
KOHUrypupoBaHnsa 4ocTyna
Yyepes3 KOHCOSb UMK yaaneHHbIN
TepmuHan telnet/ssh

Router(config-line )#

[pyrne pexumol

KoHdourypuposaHue
crneumanbHbIx cryx6 (NAT /
DHCP)

Router(config-mode )#




Pexxnmbl paboTtbl Cisco 10S

Router>ping 192.168.10.5 [Nonb3oBaTenbCcknn

W NNV IWE W I II II'\I'\IF EVEn\

[MpuBunernpoBaHHbIn pexnmPriviieged EXEC

Router#zhow running-config

Router (config)#Interface FastEthernet 0/0 [mobanbHas KOHCbVIpraLI,VIFl

Router (config-if)#ip address 192.168.10.1 255.255.255.0

KoHdourypuposaHue nHtepdgenca

N3ameHeHne Bnaa npurmalweHna yKasblBa€T Ha TeKyLLI,VIﬁ
KOMaHOHbIN pPeXum

Switch>ping 192.168} 10.9
Switch#show runningpconfig
Switch(config)#Intefface FastEthernet 0/1

Switch(config-if)#Dfpscription connection to WEST LAN4




[Tepexoq mexay pexxmumamun User u Privileged EXEC

Router |

User EXEC

Y
Privileged EXEC

l

User EXEC

e lcnonb3oBaTb KOMaHAy enable - 4YTOOLI NEPENTU U3
NoNb30BaTENIbCKOro pexuma B NpuBuUnNerMpoBaHHbIN.

e KCnosfib30BaTb KOMaHAbl disable nnn end ansa Bo3Bpara.




Ctpyktypa komaH |0OS

Router>ping 192.168.10.5

S S M S—

KnouyeBoe cnoso

[Mpurnawienue Komapa [Mpoben VN1 apryMeHT

— T

Router>show ip protocols

Router(config)#hosthame MyRouter
MyRouter(config)#

Router(config)#interface fastethernet 0/0
Router(config-if)#

(
Router(config-if)# ip address 192.168.100.1 255.255.255.0
Router(config-if)#



CTpyKTypa KOMaHAbI

KoHTeKcTHasaA cnpaBKa

KoHTekcTHas cn paBKa

Switch#el?
clear clock R

Switch#clock set ?

MapameTpbl KOMaHA:
oToBpaKaKT CNMCOK KomaHa
WINA KNKOYEBbIX CroB,
KOTOPbIE HAYMHAKTCH C
cumeornos cl

hh:mm:ss Current Time -

Switch#clock set 19:50:00 ?
<1-31> Day of the month &

O6bsacHeHne komana: 10S
oTobpaxaeT Ccrnmcok
nocrieAyrLmMx napameTpos
WM NEpPeMEHHbIX 1
NPUBOAUT K HUM MOSICHEHME.

MONTH Month of the year

Switch#clock set 19:50:00 25 June 2012
Switch#

Ob6bsicHeHWe koMaHa ¢
HECKObKUMUK NapameTpamu
UM NepemMeHHbIMK




CTpyKkTypa KOMaHAbI

[lpoBepka CUHTaKcMca KoMaHabl

Switch#>clock set Switch#e

% Incomplete command. % Ambiguous command: 'c'

Switch#clock set 19:50:00

% Incomplete command. IOS oTkpbiBaeT COOBLLEHME CrpaBKH,
. - Korga KOMaHAHbIN npoueccop He

I0S oTkpbIBaeT coobLUEHWE CrpaBKy, P I e TIDERMIRHG

B KOTOPOM YKa3aHO, 4YTO B KOHLE | HBSAOHII0 ROMAHTLY:

KOMaHAbl HET HeobxoauMbIX

KIMHOYEBbIX CIOB UK NapameTpoB.

Switch#clock set 19:50:00 25 6

% Invalid input detected at '*'
marker.

{ '
10S nokasbiBaeT 3Hak "A", yTobbl ykazaTb MECTO,
KOTOpPOE HE MOXET NpoYUTaTh KOMaHAHbIA NpoLeccop.

- v




CTpyKTypa KOMaHAbI

Fop;lqwe KJiaBUUWLUAN U KIMlaBULLA 6bICTpOFO BbI30Ba

= Tab: 3anonHAeT ocTaBLUYOCA YaCTb YaCTUYHO BBEAEHHOM
KOMaHObl N KITKOYEBOro CroBa

= Ctrl-R: noBTOpHO OTODOpaXkaet CTPOKY
= Ctrl-A: nepemellaeT Kypcop B Ha4ano CTPOKU

= Ctrl-Z: BbINONHAET BbIXO4 U3 peXnma KoHdurypaumm n Bo3spaT B
NONb30BAaTENbCKUN PEXUM

= CTPEJIKA BHWU3: no3songeT nonb3oBaTern BbIMOMHATb
NPOKPYTKY BNEPE No nocrneaHnmM KomaHgam

= CTPEJIKA BHU3: no3songeT nonb3oBaTern BbIMOHATb
NPOKPYTKY BNeEpE no nocreaHnmM KoMmaHgam

= Ctrl-Shift-6: nossongaeT nonb3oBaTtento npepsaTtb npouecc [0S
(Hanpumep, ping unu traceroute).

= Ctrl-C: npepblBaeT TeKkyLLy0 KOMaHAY U BbIMOMHAET BbiXod U3
pexuma KoHurypauum



CTpyKTypa KOMaHAbI

KomaHabl ansa naydeHumsa 10S

Switch# show version

Switch# show flash

Switch# show interfaces

(
03y
OnepauvoHHas cucTema ceTeBoro
B3aNMOaencTBuA
dain Tabnuubt 1
Mporpamms! KOHMWrypauum 6ydepsbl

OnepaumnoHHble
CUCTEMBI

WHTepdeichl

1

A

Switch# show processes
Switch# show cdp neighbors

Switch# show arp
Switch# show mac-address-table
Switch# show vlan

Switchf show running-config

Switchf show startup-config

Komargb! IOS show npegocTtasnaioT MHhOpMaLUK O KOHUIypaLmm, 3KkcnyaTauun n
COCTOSIHUM KOMMOHEHTOB KOMMYTaTopa Ui mapLupytusatopa Cisco.




KomaHoa show version

Router

-

Ciscofshow version

Bepcusa 10S,
Ha3BaHue

uptime is 4 weeks,
tem returned to ROM

stem image f

RAM

NHTepdoencel

FLASH

KoHdourypaumnoH
HbI PErUCTP




KomaHoa show flash

EHM#show flash

CMCIA f£lash di

e show flash ncnosnbe3yetcs, YTOObI MPOBEPUTL, UMEETCS NN Y
MapLUupyTu3aTopa AOCTaTOYHO NamMsaTh Ans 3arpy3ku HOBOW
Bepcuun obpasa Cisco |10S.



PeXXrnmbl KOHOUTYpUpoBaHUA

User EXEC mode Router>
* enable
Privileged EXEC mode
configure terminal

Global configuratlon mode Router(conﬁg)#

i interface / line / router | l—l |—| | |

Router#

Specific configuration mode

Configuration Mode Prompt

Interface Router{config-if)#

Line Router{config-line)#

Routers Router{config-router)#




KoHUrypupoBsaHme n TeCTupoBaHUe CETH

Pa3paboTka 6a3oBon KOHPUrypaLuun




iIMeHOBaHWe yCTPOUCTB

e Ba)XHOCTb MMEHW YCTPOWUCTBA:
* MimeHa no ymonyanuio - “Router” unm “Switch”

* Nma yctpomncrtea (Host Name) nosasnsercsa B
npurrnaweHMm KoMmaHgHOW CTPOKM.

 [loaTBepxaeHne Toro, YTo NpaBUSibHO BbIOpaHO
YCTPOMUCTBO.

« CornaweHme no MMeHOBAHMIO YCTPOMCTB ynpoLuaeT
obcnyXnsaHme yCTPOUCTB.

* Nma HaunHaeTca ¢ OyKBbl
OTcyTCTBYIOT NpobeErnsl
3akaH4MBaeTcda OykBom unun umudppom
Tonbko OyKBbI, LUMPPLI 1 CUMBOSbI
He b6onee 63 cnmBonos



iIMeHoBaHMe yCTPOWUCTB

CorpusHQ

PhoenixHQ

7 ,.-T‘f;)-_? -
» Z

AtlantaHQ

Router>

Router>enable

Router#

Router#configure terminal
Router(config)#
Router(config)#hostname AtlantaHQ
AtlantaHQ(config)#




iIMeHoBaHMe yCTPOWUCTB

CorusHQ PhoenixHQ

N et A, I o
— ? -

AtlantaHQ

>< Flour_BIuff B

SWitCh> ‘ ‘ — i )
Switch>enable

Switch# a
Switch#configure terminal .

Switch(config)#
Switch(config)#hostname Flour_ Bluff
Flour_ Bluff(config)#




OrpaHunyeHue goctyna K KOH(uUrypauumsam ycTpoucTs

3awuTa gocTyna K yCTPpoOUCTBY

HuXe npuBedeHbl TUMNbI Naponew.

sEnable password: orpaHnymBaeTt gocTyn K
NPUBUINENMPOBAHHOMY PEXNMY

sEnable secret: c LLMdpoBaHMem, orpaHndMBaET OOCTYM K
NPUBUINENMPOBAHHOMY PEXNMY

=Console password: orpaHn4imBaeT OOCTYN K YCTPOWUCTBY,
MCNonb3ys KOHCONbHOE CoegUHeHne

VTY password: orpaHnimMBaeT gOCTYyN K YyCTPOUCTBY MO
npotokony Telnet

NMpumeyaHue. B 6onblunHcTBE NabopaTopHbIX paboT B pamkax
OAHHOIO Kypca Mbl UCMONb3yeM NPOCTbie Naponu (Hanpumep
cisco nnu class).



OrpaHunyeHue gocrtyna K KOHuUrypaumsam yctpoucTB

3alimTa AOCTYynNa K npuBsnUiermnpoBaHHoOMy pexnmmy

= ncnosnb3ynte komaHay enable secret, a He 6onee
PaHHIOK Bepcuio KomaHabl enable password

= enable secret obecneumBaeT NOBbILLEHHbIN
YpOBEHbL 6€30MacHOCTHN, NMOCKOSbKY NSl Naporsis
Mncnonb3yeTcs WwugposaHue

Sw-Floor-1>enable

Sw-Floor-1#

Sw-Floor-1l¥conf terminal
Sw-Floor-1(config) fenable secret class
Sw-Floor-1(config) fexit

Sw-Floor-1#%

Sw-Floor-1l#disable

Sw-Floor-1>enable

Password:

Sw-Floor-1#%




OrpaHuyeHune aoctyna K KOH¢urypaumsm ycTpoucTB

3awuTa oocTyna K nofib30BaTesfIbCKOMY pPexXumy

Sw-Floor-1(config) fline console 0
Sw-Floor-1(config-line) fpassword cisco
Sw-Floor-1(config-line) #login
Sw-Floor-1(config-line) fexit
Sw-Floor-1(config) #
Sw-Floor-1(config) fline vty 0 15
Sw-Floor-1(config-line) fpassword cisco
Sw-Floor-1(config-line) #login
Sw-Floor-1(config-line) #

= Heobxogmmo obecrneuntb 6e30MacHOCTb KOHCOMbLHOMo NopTa
* CHWXaEeT BEPOATHOCTb ON3NYECKOIO NOAKIOYEHNST Kabens
K YCTPOUCTBY U NOSyYeHns OOCTyna K yCTPOUCTBY
HenpaBOMOYHbLIMU NONb30BaTENSAMM

= viy-nnHun obecnevnBatoT AoCTyn K yctponcty Cisco no
npotokony Telnet
* KOMIMYECTBO NnogaepXmBaembix vty-nmMHUN BapbUPYETCS B
3aBMUCMMOCTM OT TUnNa ycTpomnctea n sepcun [0S



OrpaHuyeHue gocTyna K KOHcUrypaumsam ycTpomncrTsea

LLncdpoBaHMe naponeu npu BbiBoAe Ha 3KpaH

HacTtpownka wudgpoBaHus napons

Beegure KOMaHAy anAa mmppoaauua naponeﬁ B Buae Hesammbpoaaunoro TeKCTa. =
Switch (confiqg) #service password-encryption

Beegurte komaHay Ans wudpoBaHusa naponen B Buae He3awugpoBaHHOro TeKcTa.
Switch(config) fexit

Switch# show running-config
|
<BbIXOAHbI€ AaHHbIe OMnyLLeHbI>
I
line con 0

password 7 094F471A1A0A

login

I
line vty 0 4

password 7 03095A0F034F38435B49150A1819
login

service
password-encryption

~bnokupyeTt oTtobpaxeHue
naponeun B Buae obbl4YHOro
TEeKCTa npu NpocMmoTpe
KOHpurypaumm

“Ha3Ha4eHune aToun
KoMaHabl — 6nokMpoBaTb
NPOCMOTP
HernpaBoOMOYHbIMN
nonb3oBaTenamMu naponen
B dpanne KoHdumrypaumm

“rlocne Toro, Kak aTa
KOMaHAa BbIMOMHeHa, npu
yoaneHun crnyxobl
LUMdppoBaHUS
LundppoBaHue He
OTMEHSETCA



OrpaHuyeHue gocrtyna K KOHcurypaumsam yctpomcraa

BaHHepHble cooOLEeHUs

= CucTtemMHble coobLleHus, OrpaHnyeHue gocrtyna K yCTpoucTBam — coobuieHue
npegynpexgatowme ob TeKyLlero AHs
OrpaHNYEeHHOM OOCTYIMNE K swi-Floor-1(config)#banner motd # This is a secure system. Authorized Access ONLY!!! #
CeTeBbIM YCTpOMNCTBaM

[aHHas KoHpurypauus PaszgenurernsHbie CUMBOIbI HE BXOAAT B 3T0
NPUBOANT K MOSABNEHWUIO coobLieHue.
[aHHOro coobLLeHNs.

Swl-Floor-1 con0 is now available

Press RETURN to get started.

3t This is a secure system. Authorized
Access ONLY!!!

User Access Verification
password:
Swl-Floor-1l>enable
Password:

Swl-Floor-1#




CoxpaHeHune KoHUrypauumm

daunbl KOHUrypauum

CoxpaHeHue 1 yaaneHue KoHcurypauum

[ Switch#show running-config

" [ Switch#show running-config

Building configuration...
Current configuration : 2904 bytes
I

NeAcicmiiyer oo ' Last configuration change at 00:02:32
pApY UTC Mon Mar 1 1993

napameTpbl :
KOH(erypa_u”” B O3Y < version 15.0
Ha TeKywmnn MOMEHT. no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

I

<BbIXOHbIE JaHHbIE OMYyLLIEHbI>

I

Tekyiyto \

KOHMrypauu MOXHO
cKornupoBaTb B

NVRAM.

[Switch#copy running-config startup-config

= Switch# reload

System configuration has
been modified. Save?
[yes/no]: n

Proceed with reload?
[confirm]

= Startup configuration is

removed by using
the erase startup-config

Switch# erase startup-config

= Ha KOMMYTAaTOpe TakKxe

OOJTKHAa ObITb BbINOSIHEHA

komaHga delete vian.dat
Switch# delete vlian.dat
Delete filename [vlan.dat]?

Delete flash:vlan.dat?
[confirm]



OrpaHun4veHune gocTtyna K yCTPOMNCTBY

KoHdurypupoBaHue naponemn:

 [Naponu 3awmwaoT OT HeaBTOPU30BAHHOMO AOCTYNa K CETEBbLIM
yCTpOUCTBaM.

Kaxx0oe ycmpoticmeo 0ormkHO bbimb 3aliUWEHO raposiem.
» [lapornb KOHCONM:

« OrpaHn4MBaEeT AOCTYN K YCTPONCTBY YEPE3 KOHCONbHOE
coenHeHne

« KomaHpga Enable password:
* OrpaHun4mBaeT 4OCTYN K NPMBUNErMPOBaAHHOMY PEXUMY
« KomaHaa Enable secret :

« 3agaeT 3amngpoBaHHbIN Naposib, OrpaHUYnBaOLLMA OOCTYN K
NPUBUIIETMPOBAHHOMY PEXNMY

* [Nlaponb TepmuHana VTY : OrpaHndmBaeT OOCTYN K YCTPOMUCTBY
yepes BupTyanbHbin TepmuHan Telnet / SSH



YnpaBneHne KoHpurypaumoHHbIM1 doannamm

running-config (Tekywas koHdpurypauus),
BbinonHsiemasn 10S

startup-config (ctaptoBas)

Boot Program

faces
Console




YnpaBneHne KoHpurypaumoHHbIM1 doannamm

Router#ishow startup-config
%% Non-volatile configuration memory is not present

Router#show running-config
Building configuration...

Current configuration:
) B NVRAM HerT

version 12.0 d)al}'ma startup-
service timestamps debug uptime »
service timestamps log uptime conflg
no service password-encryption

'

hostname Router

: dann no ymonyaHuro
ip subnet-zero running-config,

: co3naHHbIK B RAM

interface Ethernet0

no ip address

no ip directed-broadcast
shutdown

1

interface Serial0

no ip address

no ip directed-broadcast
shutdown




YnpaBneHne KoHpurypaumoHHbIM1 doannamm

running-config startup-config
HaxoauTcs 3a4ecCb HaxoauTcs 34eb

faces
Console

Bo Bpemsa 3arpy3ku mapwipyTtusatopa daun
running-config 3amewaemcs ¢gpausniom
startup-config....




YnpaBneHne KoHpurypaumoHHbIM1 doannamm

Ecnu maplpyTmusaTop BbIKNOYaeTcs Unm
_ _ nepesarpyxaeTtcs, coaepXumoe namsTu
running-config RAM TepsieTca, ekroqyass ¢paiin

running-config.

HaxoauTcs 3A4ecChb

faces
Console

U3meHeHUsa B KOHpUrypaumm mapLumpyTmsartopa
aBTOMaTM4ecku nomewjarotca B pann running-config .




YnpaBneHne KoHpurypaumoHHbIM1 doannamm

running-config startup-config
HaxoauTcs 3a4ecCb HaxoAauTcAa 3aechb

Inter-

faces
Console

YToObI 3anncaTb nameHeHunsa B aun startup-config,
Heo6XxoaAMMO BbINONTHUTL KOMaHAY ...

copy running-config startup-config




YnpaBneHne KoHpurypaumoHHbIM1 doannamm

|Router#copy running-config startup-config
= 1917

Building configuration...

Routerf{show startup-config

! d®aunn startup-config cenyac
version 12.0 naoeHTU4YeH panny

service timestamps debug uptime

service timestamps log uptime running'config u
no service password-encryption MapUprTwsaTop 6y‘qu

!
hostname Router YYMTbIBaTb BbINONMHEHHbIE
5 N3MeHeHUs nocne

ip subnet-zero Nneperpy3Kku.

interface Ethernet0
no ip address
no ip directed-broadcast

shutdown
)




YnpaBneHne KoHpurypaumoHHbIM1 doannamm

Router# copy running-config startup-config
UIin
Router# copy running startup

U

Router# copy run start

OTV KOMaHAbl UAEHTUYHbI, TONTbKO OTNIMYaoTCA (OPMON
3arnucu.



YnpaBneHne KoHdurypayumoHHbIMU
doannamm-

e llcnonb3oBaHue Heripaeul/ibHOeO UMEeHU

KOHuz2ypalyuoHHo20 ¢halsia NnpMBoAUT K nepesanucm panna
B namaTu flash, nockonbKy MmapLupyTu3aTop rnosaraeT, YTO Bbl
NblTaeTeckb 3anucartb nycton dpann B namaThb flash.

Router#copy running-config start-up 4_ Incorrect destination

I e file name

Flash load helper v1.0

This process will accept the copy options and then terminate
the current system image to use the ROM based image for the copy.

Routing functionality will not be available during that time.
If you are logged in via telnet, this connection will terminate.

Users with console access can see the results of the copy operation.
———— KEEEEKEK  ——— -

Proceed? [confirm]”C ] ]
%¥Copy cancelled by user request. Cancel it with Ctrl-C!

ROUCTEer#




YnpaBneHne KoHpurypaumoHHbIM1 doannamm

e [lna Bo3Bpara yCTpoucTBa K UCXO4HOW KOHQOUTypaLuu:
e KomaHpa reload

e PaboTaeT ToNbkO B TOM Clyyae, ecrnn Tekyllas

KOH(pUrypauma He KonmpoBanacb CTapToOBYHO

KOHQoUrypaumio.
Router# reload

System configuration has been modified. Save?
[yes/no]: n

Proceed with reload? [confirm] HaxaTer Enter

*Apr 13 01:34:15.758: 3SYS-5-RELOAD: Reload
requested by console.

Reload Reason: Reload Command.



YnpaBneHne KoHpurypaumoHHbIM1 doannamm

e Pe3epBHOE KONMpoBaHME KOHMUrypaLunu:
e TFTP cepBep
e CD
e USB namartb

e TekcToBble pawnrnbl, NCNOMNbL3YA CTaHOAPTHOE
KonmpoBaHue 4yepes bydep.

e TeKcToBble dpausbl, UICNOSMb3YyA PeXxum 3axBaTta
TekcTa B nporpamme HyperTerminal.

e BoccTaHoBneHue KoHUrypauumm:
e TFTP cepBep
e KonupoBaHMe B XOCT U3 TEKCTOBOIo paunna.



YnpaBneHne KoOHMUrypaumoHHbIMU doannamm

File Help
Eé» SolarWinds.Net TFTP Server

(MoXxHO ncnonb3oBaTb 3TOT
TFTP cepBep npu
BbINOSIHEHUN NTaboOpPaTOPHbIX
CATFTPRoot pa60T) (1921681101

e TFTP cepBep NoO3BONAET 3arpyXxartb 1 BbIrpyXaTb
KOHJoUrypawumoHHble doannbi.

e TFTP cepBepom MOXeT ObITb APYyron MapLUpyTM3aTop unm
NoOOoN XOCT.



YnpaBneHne KoHpurypaumoHHbIM1 doannamm

Command

Router# ping tftp - address
Type escape sequence to abort

Sending 5, 100-byte ICMP Echoes to 210.93.105.1
timeout is 2 seconds:

Success rate is 80 percent (4/5)
round trip min/avg/max = 68/68/168 ms

e [lepen ncnonb3oBaHnem TFTP cepBepa Heobxoanmo
yb6eauTbCcH, YTO C HAM CYLLIECTBYET COEANHEHME ......



YnpaBneHne KoHpurypaumoHHbIM1 doannamm

YTO MOXHO
KonnposaTb?

running-config startup-config ﬁom
IOS (running) B iy |

(‘onsole T\ copy flash tftp

Interfaces 2‘Fopy tftp flash

Auxiliary

copy startup-config tftp
copy tftp startup-config

copy running-config tftp

copy tftp running-config




CoxpaHeHune KoHUrypauummn

3axBaT TeKkcTa

HyperTerminal: coxpaHeHue AaHHbIX B TEKCTOBbLIN Tera Term: coxpaHeHune AaHHbIX B TEKCTOBbLIN hain
c¢hann

umwmﬂww
tvare (C1841-

sion 12 4(10)T,

—- {/vay ciaco contechaupport
Send e )6 by Cisco Systeas. Inc
) 5 15:20 by prod_rel_tesa

| Versiom 12 3(9r)T8. RELEASE SOFTVARE (fcl)

Tranafer

Are? inutes

4 by reload at 01 34 15 UTC Fri
Desconnect 'tlash cl1841- wb.uﬂ-n 12¢-11. 7
Bt I'Q

18 hic u-l i sulll .
[States and ler:al mlrr lavs governing export
se. Delivery of Cisco cryptographic ytadu:u doos not
third-party suthority to isport, export. distribute or
Inporters. exporters. distributors and users are respod
cO phouu vith U.S. and local country lavs. By using

Interface Seriall
description Seriall Interface on the RTA router
ip address 192.168.4.89.255.255.255.240
no ip directed-broadcast

o comply vith appliceble lavs and regulations
() eo-ply with U.S. and local lawvs, return this producy

sunsary of U S lavs Cisco cryp hic pd
——MNore——

alias exec stop relcad
alias exec ¢ copy run start
'

line con 0
password cisco

legin

1. HayHuTe npouecc 3axsarta Tekcra

2. Beegute komaHgy show running-config
3. OcTaHoBUTE Npouecc 3axBaTa TekcTa

4. CoxpaHuTe TEKCTOBLIN hain.

1. Bongute B cucremy
2. Beeaute komaHay show running-config
3. BakpoiTe KOMaHOHYK CTPOKY



KoHdourypmnpoBaHne nMHTepdencos

All interfaces are accessed by issuing the interface command at the global configuration prompt.

In the following commands, the type argument includes serial, ethernet, fastethernet, and others:

Router (config) finterface type port
Router (config) finterface type slot/port
Router (config) finterface type slot/subslot/port

NHTepdencol

MapLIpyTnU3aTopa
The following command is used to administratively turn off the interface:

Router (config-if) fshutdown

The following command is used to turn on an interface that has been shutdown:
Router (config-if) fno shutdown

The following command is used to quit the current interface configuration mode:

Router (config-if) ffexit

When the configuration is complete, the interface is enabled and interface configuration mode is exited.




KoHdourypmnpoBaHne MHTeEpPdENCOB

e KoHourypuposaHue Ethernet nntepdenca mapLipyrtmnsartopa:

100 - 2400 - 2A
OG0 H

Routerf#ficonfigure terminal

Router (config) #

Router(config)#interface FastEthernet 0/0

Router (config-if)#ip address 192.168.10.1 255.255.255.0
Router (config-if) #no shutdown

Router (config-if) #fexit

Router (confiqg) #




KoHdourypmnpoBaHne MHTeEpPdENCOB

e KOH(urypmpoBsaHue nocnenoBartenbHOro MHTepgenca
MapLupyTmusaTopa :

Routerf#iconfigure terminal

Router (confiqg) #

Router(config)#interface Serial 0/2/0

Router (config-if)#ip address 192.168.11.1 255.255.255.0
Router (config-if) #clock rate 56000

Router (config-if) #no shutdown

Router (config-if) #fexit

Router (confiqg) #




OnuncaHne nHTepdencoB mapLupyTmsaTopa

100 - 240V - 2A
OG0 H2

Router (config) #interface FastEthernet 0/0
Router (config-if) ##description Building B Sales LAN
Router (config-if) #exit

Description is all text after this space Interface description used for internal network
documentation

Router (config) #interface Serial 0/0/0
Router (config-if) #description To Perth CKT-PT27834365-01
Router (config-if) #exit T

Description is all text after this
space




KoHdourypmnpoBaHne nMHTepdencos

e KOH(urypmposaHue KommyTtaTopa:

Switch#ficonfigure terminal

Switch(config)#

Switch(config) #thostname Flour Bluff

Flour Bluff(config)#

Flour Bluff(config)#interface FastEthernet 0/1
Flour Bluff(config-if)#description To TAM switch
Flour_Bluff(config—if)#interface vlian 1

Flour Bluff(config-if)#ip address 192.168.1.2 255.255.255.0
Flour Bluff(config-if)#no shutdown

Flour Bluff(config-if) #exit

Flour Bluff(config)#ip default-gateway 192.168.1.1

Flour Bluff(config)#fexit

Flour Bluff#




KoHUrypupoBsaHme n TeCTupoBaHUe CETH

[lpoBepka coegnHeEHUN

PING
TRACEROUTE
SHOW IP INTERFACE BRIEF

192.168.254.250

Fa0/0 -
192.168.254.254

172.16.0.254

192.168.254.1



[TpoBepka cteka npoTtokorna TCP/IP

e KomaHaa PING:
e 3anyckaeTcs B KOMaHOHOW PEXUME C KOMIMboTepa:

e WINDDWS!, system32', cmd.exe

C:\>ping 192.168.1060.1
Pinging 1922.168.1088.1 with 32 bytes of data:

Reply from 192.168.108.1: bytes=32 time=1ms TTL=63
Reply from 192.168.188.1: bytes=32 time=1ms TTL=63
Reply from 192.168.108.1: bytes=32 time=1ms TTL=63
Reply from 192.168.188.1: bytes=32 time=1ms TTL=63

Ping statistics for 192.168.1008.1:

Packets: Sent = 4, Received = 4, Lost = 8 (B%Z loss).
Approximate round trip times in milli—seconds:

Minimum = ims, Maximum = 1ims, Average = 1inms

Ga XD
o ]




[TpoBepka cteka npoTtokorna TCP/IP

e PING:
e 3anyckaeTtcsa ¢ mapwpyTtusaTtopa B cpeae |0S.

| R2-Central>ping 172.16.1.1

Type escape sequence to abort.
ag 5, 100-byte ICMP Echos to 172.16.1.1, timeout is 2 seconds:

timeout is 2 seconds:

timeout is 2 seconds:




[TpoBepka cteka npoTtokorna TCP/IP

e PING:
e [IpoBepka obpartHon netnun (127.0.0.1).

o\ Gy WINDOWS', system32', cmd.exe

C:\>ping 127.0.0.1
Pinging 127.08.8.1 with 32 bhytes of data:

B.1: bytes=32 time{ims TTL=128
1: bytes=32 time<{ims TTL=128
1: bytes=32 time<{ims TTL=128
1: bytes=32 time<{ims TTL=128

Reply from 127.0.
Reply from 127.0.0.
8.0a.

Reply from 127.
Reply from 127.0.0.

Ping statistics for 127.0.06.1:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bms, Average = Bms

C:\>
I s
[1py ycnewHOoM BbIMNOSITHEHUN KOMaHOb!
YCTaHOBJIIEHHbIN Ha CTaHLWUW CTEK NMPOTOKONa
TCP/IP npaBunbHO paboTaeT Ha CETEBOM,
KaHanbHOM 1 ON3NYECKOM YPOBHSX.




TecTnpoBaHne napamMeTpoB fNoKalnbHbIX
ceTteBbIX KapT NIC

Subnet Mask . . . . . . : 255.255.255.0

Default Gateway : 10.0.0.254

p Verify the host NIC address is
C:\>ping 10.0.0.5 bound and ready for transmitting
signals across the media by
pinging its own IP address.




TecTupoBaHMne NMHTEPENCOB MapLLUpyTU3aTopa

192.168.254.250

B e e Ve
- |

192.168.254.1

' Routerli#ishow ip interface brief
Interface IP-Address > Method Status Protocol
FastEthernet0/0 192.168.254.254 NVRAM up up
FastEthernet0/1 unassigned unset down down
Serial0/0/0 172.16.0.254 NVRAM up up
Serial0/0/1 unassigned unset administratively down down

| Routerl#

“Routerl#ping 192.168.254.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.254.1, timeout is 2 seconds:

Success rate is 100 percent (5/5) round-trip min/avg/max = 1/2/4 ms
. Routerl#

‘Routerlf#itraceroute 192.168.0.1

Type escape sequence to abort.

Tracing the route to 192.168.0.1
1 172.16.0.253 8 msec 4dmsec 8 msec
2 10.0.0.254 16 msec 16 msec 8 msec
3 192.168.0.1 16 msec * 20 msec




TecTnpoBaHne NHTeEpPPENCOB KOMMYyTaTOpPAa

, 172.16.0.254
192.168.254.1

“Switchl#show ip interface brief
Interface IP-Address - Protocol
FastEthernet0/1 unassigned up

FastEthernet0/24 unassigned YES
Vlanl 192.168.254.250 YES
Switchl#

”Switchl#ping 192.168.254.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.254.1, timeout is 2 seconds:

Success rate is 100 percent (5/5) round-trip min/avg/max = 1/2/4 ms
Switchl#

Switchl#itraceroute 192.168.0.1
Type escape sequence to abort
Tracing the route to 192.168.0.1

1 192.168.254.254 4 msec

2 172.16.0.253 8 msec

3 10.0.0.254 16 msec

4 192.168.0.1 msec




TecTnpoBaHue nokanbHOU CeTn

10.0.0.254/24
C:\>ping 10.0.0.3
]

g

4 10.0.0.250/24
10.0.0.5/24

10.0.0.1/24

PR "
.
|

e 13
- "

10.0.0.4/24 : 1 10.0.0.2/24

10.0.0.3/24

YcnelwHoe BbiNnonHeHne KoMmaHab!
yKasbIBaEeT, YTo 0ba XxocTa npaBuUSibHO
CKOHUIYpUpPOBaHbI.



TecTnpoBaHue cTaHOapTHOrO LUMIO3a

Ping Local Gateway for Host

C:\>ping 10.0.0.254

H

255.255.255.0

ECHO REQUEST

10.0.0.250
255.2556.255.0

—
10.0.0.2
255.255.255.0

ECHO REPLY

g
10.0.0.253
P 255 255.255.0

—
10.0.0.3
255.255.255.0

10.0.0254 -

255.255.255.0
Gateway Address

Iinternet Protocol (TOPAP) Properties

Yo o ? wErcR semgred atorataly | yonr retweh wp0ots
-

ot
t 0NNy CNerwam yiu Fmed 1 gt pins Feleor Slveretialor Yo
e P setinge

09 B2 v oy

Host IP Address

YcnelluHoe BbINONHEeHME KOMaHAb
yKa3bIBaeT, YTO XOCT W CTaHAAPTHbIN
LLM03 NPaBUNbHO CKOHUTYPUPOBAaHBI.

10.0.0.254




TecTnpoBaHue yaaneHHbIX CoeanHEHNN

C:\>ping 192.168.0.253
C:\>ping 192.168.0.254
C:\>ping 10.0.1.254
C:\>ping 10.0.1.1

192.168.0.253
Fa0/1 255.255.255.252
10.0.0.254
255.255,255.0

»
10.0.0.1

255.255.255.0 ‘ »
10.0.0.2

255.255.255.0

10.0.0.253
255.255.255.0

Fa0/1 Yt
192.168.0.254
255.255.255.252
10.0.1.254
255.255.255.0

10.0.1.253
255.2565.255.0

255.255.255.0

Heobxoaumo BblgaBaTb KOMaHAY ping AnsS NPOBEPKM KaXKaoro
COEANHEHUSI C NMPOMEXYTOYHbIMU CETEBLIMU YCTPOMCTBAMM Ha MYTU OT

J1OKaJibHOro Ao yaasnieHHoro yaria.




TpaccupoBKa U MHTeprpeTaunsa pesynbTaToB

RouterC RouterD

—_—

C:\ping 10.1.0.2
Pinging 10.1.0.2 with 32 bytes of data: 1embil!l!
Request timed out. foa e oaiei
Request timed out.

Request timed out.

Request timed out.

Ping statistics for 10.1.0.2:

Packets: Sent = 4, Received = 0, Lost =4 (100% loss)
The ping test failed.

hops

3 F * Request timed out.

- 4 AC
j- , —

1-0..'(').'(').'1!4 10_0,0_2;24 ‘ HOSt 1



KoHUrypupoBsaHme n TeCTupoBaHUe CETH

MoH NTOPUHI U AOKYMEHTUPOBAHNE
CETU

10.0.0.254/24 .

y. v -4
10.0.0.5/24

- 3
10.0.0.1/24

10.0.0.4/24 },_ ' 3
: 10.0.0.2/24

10.0.0.3/24




OCHOBHblE pekOMeHaaLnmn

e llcxogHble OaHHbIe CeTU:

[MpoBOANTL UCCeoBaHME CETU Ha PErynsipHON OCHOBeE.

[apaHTUpoBaTb PpaboTOCNOCOOHOCTb CETU COrMacHO
NPOEKTHON NHOpMaLNN.

[OTOBUTL OTYETHLI 3a OnpeaerneHHbIV nepuon BpeMEHMN.

[TpoBepsaTb paboTOCNOCOOHOCTL CETU B KOHTPOJbHbIX
nepuogax BPEMEHM.

3MmeHeHne BpeMeHU NPOBEPKN N HArpy30K CETU NMOMOXET
NoSly4YnTb OOBLEKTUBHYIO KApTUHY 0OLLEN
NPON3BOAUTESNIBHOCTU CETM.

e Pe3ynbraThl NPOBEPOK U 3KCNEPUMEHTOB HEOHXOANMO
XpaHUTb B BUAE TEKCTOBbLIX (Panros..

e PerynapHo cpaBHUBaTb pe3ynbTaThi.



BoinonHaeTcsa
TOT Xe TecCT.

B pasHoe
BpeMms.

CpaBHuBaloTCA
pesynsrarbl

OCHOBHblE pekOMeHaaLnmn

| FEB 2, 2007 08:14:43'

IC:\>ping 10.66.254.159'

Pinging 10.66.254.159 with 32 bytes of data:

10.
10.
10.
10.

Reply from
Reply from
Reply from
Reply from

66.254.159:
66.254.159:
66.254.159:
66.254.159:

MAR 17, 2007 14:41:06

bytes=32
bytes=32
bytes=32
bytes=32

time<lms
time<lms
time<lms
time<lmns

|C:\>ping 10.66.254.159 I

Pinging 10.66.

Reply from 10.
Reply from 10.
Reply from 10.
Reply from 10.

254 .159 with 32 bytes of data:

66.254.159:
66.254.159:
66.254.159:
66.254.159:

bytes=32
bytes=32
bytes=32
bytes=32

time<6éms
time<6ms
time<6ms
time<6ms

TTL=128
TTL=128
TTL=128
TTL=128




OCHOBHblE pekOMeHaaLnmn

e PekomeHOauunm:

e PesynbraThl BbIMOMHEHNS KOMaHO TECTUPOBAHUSA
HEODOXOAMMO COXPaHATb B BUAE TEKCTOBOro panna ans
nocneayrLwero n3yvyeHus..

e PING
e TRACEROUTE
e CISCO IOS



[Tony4yeHne nHpopmaumm ob y3nax cetu

10.0.0.254/24

10.0.0.1/24

10.0.0.4/24

i 10 0.0.2/24

10.0.0.3/24

C:\ >arp -a

nternet Address Physical Address

10. 00-08-a3-b6-ce-04 i IP- MAC Address Pair
10. 00-0d4-56-09-£fb-dl i
10. 00-12-3£f~-d4-6d-1b
10. 00-10-7b-e7-fa-ef

T




CpenctBa ckanmpoBaHusa MAC agpecos

®! Colasoft MAC Scanner =] B
File Edt “iew Scan Help

B 5 1 X ] oeal Subnet 192.168.1.0 =10 @DCOIGSOﬁ

Eupon AllL Eeport Selectadi || Capy Delels: Find

'iart =

v

e [ Fos e[ fenutactuer |
2 192.168.1.100 9 00.50B4.1F:DE:98 FTYETOT

¢ 192.168.1.101 83 00:1D:03.09:D03:AC ILSO00684-01.its. stclaire
¢ 192.168.1.1 B3 00:18:F3:43:B3:64

Get 1o Xnow Your Network

MALC Scanner Found 3 hosts.




CoegnHeHnsa KommyTaTopa

IEwl—Q%ﬁC#show mac-address-table I

Mac Address Table

Vlan Mac Address Type Ports

All 0014.a8a8.8780 CPU

All 0100.0cce. cecece CPU

All 0100.0cce. ceced CPU

All 0100.0cdd. dddd CPU
0001.4640. 3b4b ra0/23 Multiple devices connected to Fa0/23
0002.fdel. 6acb Fa0/14
0006.5b88.dfc4 Gi0/2
0006.5bdd. 6fee Fa0/23
0006.5bdd. 7035 Fa0/23 <
0006.5bdd. 72fd Fa0/23
0006.5bdd. 73b0 Fa0/23
000e.0cbé6. 2b51 Fa0/2
000£.8£28.b7b5 Fa0/18
0011.1165. 8acf Fa0/1
0013.720b. 40c3 Fa0/19
0080.9120.1766 Fa0/8
00a0.c949.702a Fa0/15
00c0.b770. 6cl9 Fa0/22
00c0.b770. 6c8e Fa0/21
00c0.b770. 6c8f Fa0/20
00e0.1e68.0987 Fa0/17

=

1
1
1
1
1
1
1
1
1
1
1
1
1
|
1
1
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