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4 Processes, Threads, CPU-scheduling, Synchronization, Deadlocks,
Memory Management, Virtual Memory, File system interface
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o Silberschatz, Galvin and Gagne, Operating System
Concepts — 9th Edition
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“»”"Example — MS-Paint over Windows

e Assume we are using MS-Paint over Windows - when
do we need to access the OS?

Operating System Concepts - 8" Edition 1.9

Loading the application / terminating the application
Interrupts Management
Memory allocation / management (e.g., paging)

Access to |O devices — keyboard, mouse, printer,
monitor

CPU allocation
Copy / Paste (inter-process communication)
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performance, ease of use
resource utilization

Operating System Concepts - 8" Edition 1.10



B

) ol _
3 Mainframe, PC, Handheld

e Supercomputer - computer at the frontline of current
processing capacity, particularly speed of calculation

e Mainframe - powerful computers used mainly by large
OrganizatiOnS for critical appliCatiOnS (the term originally referred to the

large cabinets that housed the central processing unit and main memory of early computers.
Later the term was used to distinguish high-end commercial machines from less powerful units)

e Personal Computer (PC) - any general-purpose
computer whose size, capabillities, and original sales
price make it useful for individuals (and which is intended to be operated

directly by an end-user with no intervening computer operator)

e Handheld - pocket-sized computing device, typically
having a display screen with touch input and/or a
miniature keyboard.

e Of course, one generation's "supercomputer" is the n%\
generation's "mainframe” H/f%.k;
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:D'2' 20 NYQIN7 AUNNN NDWN NX 7707 [N e
:D"'0'01N 2IWNNN 'Axkwn NX Npoon — (hardware) nnin «
4 CPU, memory, I/O devices, file storage space
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4 Word processors, compilers, web browsers,
database systems, video games
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4 People, other computers
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Q“‘%”f Four Components of a Computer System

user user user user
1 2 3 e n
compiler assembler text editor St database
system

system and application programs

operating system

computer hardware
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Everything a vendor ships when you order an® e
“operating system

NNI71 AUNNN NN AT 72 /YW 1'7nn/Ndinn e
system -> 0'A70IpN 0¥ DD'7NNN IRY 7D Kernel
IN (N7V9NN Ndyn Dy TN' 1V'ANY NIDN) programs
application program

The matter of what constitutes an operating system is important!

In 1998 this was the essence of a suit filed by the United State Department of
Justice against Microsoft

(even though today most mobile OS include much functionality)
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o Computer Startup

e bootstrap program is loaded at power-up or reboot

o Typically stored in ROM or EPROM, generally known
as firmware

o Initializes all aspects of system (CPU registers, device
controllers, memory contents, etc.)

o Loads operating system kernel and starts execution

OS initializes, starts its first
process and waits for an event...
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e Computer-system operation

e One or more CPUs, device controllers connect
through common bus providing access to shared
memory

o Concurrent execution of CPUs and devices
competing for memory cycles (through memory controller)

mouse keyboard printer  monitor

disks é e : on-line —\
oe ¢ &R
CPU 2zl USB controller graphics
controller adapter
memory
Operating System C¢ in and Gagne ©2009




%w Device Controller

Opel

devices 7v 0'10n 10 7V 'XNKX device controller 71D e
:local buffer niv¥xnxa 7nin device -n IX/n y1nn e

(main memory) '"UKRIN [ND'TN 78/ YT 1'ayn 1Taynn e
local buffers -n n/7x

local -n "8/n 72y myxy device -n '%/n I/O -n D2 o
controller -n 7w buffer

219'0N NN D"'ON XIN YWXD Tavn? v'Tin device controller -n o
interrupt nivyxnxa 1/0 -2

Device controller

From Wikipedia, the free encyclopedia

A device controller is a part of a computer system that makes sense of the signals going te. and coming from the CPU processor. There are
many device controllers in a computer system. Any device connected to the computer is connected by a plug and socket. and the socket is
connected to a device controller. Device controllers use binary and digital codes. Each device controller has a local buffer and a command

register It communicates with the cpu by INTERRUPTS. Device Controller play an important role in order to operate that device Its just like a bridge
between device and operating system

- ‘") This short article can be made longer. You can help Wikipedia by adding fo if.

SCSI device controller &
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»Many Buffers in a Computer System

Lo ImgBurn

File View

Source

Help

e C:\wil game\[WII]Bratz Girlz Really Rock [PAL][ESPALWII.com] \Iso'\bratz{compress).iso

o

Sectors: 2,294,912 (MODE1/2043) Label: Bratz: Girlz Really Rock

Size: 4,699,979,776 bytes [IEject Tray [ verify [Jpelete image
Time:  510:00:62 (MM:SS:FF) [CJClose Program  [] Shutdown Computer

Information

Device: Optiarc DVD RW AD-75308 (D:) Write Retries: 0

Copy: 1of 1 (Write Speed: MAX) Write Rate: 10,848 KB/s (7.8x)

Sectors: 2,145,664 Time Elapsed: 00:13:11

Size: 4,394,318,872 bytes Time Remaining: 00:00:28

Time: 476:50:64 (MM:SS:FF)

Complete 93%
[--nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnl |
Buffer 100%

[..lllIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII‘

Device Buffer

99%

[.I.III......III.....III...I..III......II...I..III......II...I..III*

Writing Sectors...
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:(super computer -1 mainframe TvI mobile -n) ni>Aynn AN e
general purpose alon NI IN TAX TAyn e

digital signal 7wn% — special purpose a10n 0'5011 D'TAYN e
graphic processing unit (GPU) 1x processor (DSP)

Multiprocessors nid>ayn e

bus -N INIX DX D'P7INN ,0N'2'2 NMIYPN DY NI D' TAVN Y e
(memory) jN>'tni clock -n NX DA o'W

parallel systems, tightly-coupled n'®j1 D'y N2n e
systems
NNNN' e

Increased throughput, Economy of scale, Increased reliability — graceful 4
degradation or fault tolerance
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ot Multiprocessors systems

NS

o Two types of
Multiprocessing:

1. Asymmetric Multiprocessing

- assigns certain tasks only to
certain processors.

In particular, only one
processor may be responsible
for handling all of the interrupts
in the system or perhaps even
performing all of the I/O in the
system

2. Symmetric Multiprocessing -

treats all of the processing
elements in the system identically

Operating System Concepts — 8" Edition 1.21

Key role — the scheduler

Processor

Processor —

Memory

CPU,

registers

cache

CPU;

registers

cache

CPU,

registers

cache

memory
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«;,»— A Dual-Core Design

CPU coreg CPU core;
registers registers
cache cache
memory

multiCore — use less electricity;
faster communication between cores

\\::x
2 2 ‘L\%
4 “\(
A ;QJD
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w/ Clustered Systems

e Like multiprocessor systems, but multiple systems working
together

o Usually sharing storage via a storage-area network (SAN)

@igh-availability service which survi@

4 Asymmetric clustering has one machine in hot-standby mode

4 Symmetric clustering has multiple nodes running
applications, monitoring each other

€ clusters are for high- performance computing
4 Applications mu arallelization
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“$*” How a Modern Computer Works

S\

- instruction execution —»
_ o Ejeis instructions
thread of execution | g and
«—— data movement —»
data
CPU (*N)
] ]
5 G
S~ o = DMA
2 ) =
c j4V] <
i‘% = memory

device
(*M)
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el Interrupts

interrupt service -7 (Tayna) nu*7wn NX avn interrupt -n e
routine

device 'T'-7v X1 e

interrupted instruction -n 7w NaINON 72U "MW 2A'Nn .
DVON PIN YI

(disable) vainn nd>vnn interrupt -2 719'0n nya 2% .
iInterrupts 1TaX% X7 NIn-7y n'son interrupts nn*7v

T'-9V DN2) WK software-generated interrupt Nin trap -n e
UNNYNN 7¢ N'DIN W nwpa NIApuA IR (error) nkav

An operating system is interrupt driven e
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557 Interrupt Handling

e Determines which type of interrupt has occurred:
e polling
o vectored interrupt system

e Separate segments of code determine what action
should be taken for each type of interrupt

Ideally, we would have used a generic code for analyzing the
interrupt information and deciding what code to run, however
speed is critical here...
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. Interrupt Timeline
save state
CPU  user
process
executing U
I/0O interrupt
processing
I/O idle
device
transferring
l/O transfer I/O transfer
request done request done
AU O
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w I/0O Structure

e After I/O starts, control returns to user program only upon 1/O
completion

o Wait instruction idles the CPU until the next interrupt
o Wait loop (contention for memory access)

o At most one I/O request is outstanding at a time, no
simultaneous I/O processing

After I/O starts, control returns to user program without
waiting for I/O completion

o System call — request to the operating system to allow
user to wait for I/O completion

o Device-status table contains entry for each I/O device
indicating its type, address, and state

o Operating system indexes into I/O device table to
determine device status and to modify table entry to
include interrupt

Synchronous

Asynchronous

= < ) \”\‘“\{‘
.- /‘S@‘;\\\}
o /.\’
v

A
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Two I/O Methods

kernel <

Synchronous

requesting process

waiting A

device driver

| interrupt handler
1

L Y
hardware

L data transfer

tiMe  ——

(a)

Operating System Concepts - 8" Edition

1.29

Asynchronous

requesting process A

‘ device driver
.

1 interrupt handler

H- hardware
= = data tranSfer

time =—

(b)

} user

> kernel

AU X
Silberschatz, Galvin and Gagne ©2009



Device-Status Table

device: card reader 1

status: idle

device: line printer 3 N request for L

status: busy line printer

. . _ address: 38546

status: idle

device: disk unit 2

status: idle

device: disk unit 3 —

stifusé blIsz it ——»| request for ——» request for 1_‘

i disk unit 3 disk unit 3

file: xxx file: yyy
operation: read operation: write
address: 43046 address: 03458
length: 20000 length: 500

/ \ S
A i )
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r Memory Management

NI'TA NN e
INIX (YN?) yxa7 210w Nnan-2v [N>'7a nirn? niarn instructions -0 e
INIX TAV7 7210w Nn-%y [N>'Ta nirfn7av'ndata-n e
[IND'T7 AW ATIN ITIA'Y INK7 e

VA1 Va0 702 |norma nnw/a nn 7y nonna goty Yinottn 7nt e

InT 2V Nyon nyswin 2val Tavnn 7w (utilization) n71x1% "o 20N e
UNNYN? nannn

N2 72IN17 Awpn D2 nY9nn Nowwn 'TRon e

o Keeping track of which parts of memory are currently being
used and by whom

o Deciding which processes (or parts thereof) and data to move
into and out of memory

o Allocating and deallocating memory space as needed
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3 Mass-Storage Management

e Main memory — only large storage media that the CPU can
access directly

e Why using disks?
o Store data that does not fit in main memory
o Store data that must be kept for a “long” period of time

e Proper management is of central importance

e Entire speed of computer operation hinges on disk subsystem
and its algorithms

e OS activities
o Free-space management
o Storage allocation
o Disk scheduling
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“»”’  Mass Storage Management (2)

e Some storage need not be fast
o Includes optical storage, magnetic tape

o Not critical to the computer performance but still must be
managed

o Varies between WORM (write-once, read-many-times) and RW
(read-write)

. /‘), \x\‘
()
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r Storage Hierarchy
e Storage systems organized in hierarchy A
M
» Speed S
)
° COS.I: gagistersl,l (3
I V é
o Volatility — o
—¥ c
main memory )
- o
I v o
electronic disk -
It takes some time (several CPU A m
cycles) to read/write to main 1 v
memory - in the meantime the magnetic disk
processor needs to stall because it A I
doesn’t have the necessary data i v
optical disk
|
y 1 v
magnetic tapes J

Operating System Concepts — 8" Edition 1.34
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P Storage Management

e OS provides uniform, logical view of information storage
o Abstracts physical properties to logical storage unit - file

o Each medium is controlled by device (i.e., disk drive, tape
drive)

4 Varying properties include access speed, capacity,
data-transfer rate, access method (sequential or

random)
e File-System management
o Files usually organized into directories

o Access control on most systems to determine who can
access what

o OS activities include
4 Creating and deleting files and directories
4 Primitives to manipulate files and dirs
4 Mapping files onto secondary storage
=3

4 Backup files onto stable (non-volatile) storage media.« /‘s,é%,
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! Caching

e Caching — copying information into faster storage system;
main memory can be viewed as a last cache for secondary
storage

e Important principle, performed at many levels in a
computer (in hardware, operating system, software)

e Information in use copied from slower to faster storage
temporarily

e Faster storage (cache) checked first to determine if
information is there

o Ifitis, information used directly from the cache (fast)
o If not, data copied to cache and used there

e Cache smaller than storage being cached
o Cache management important design problem

= < ) \”\‘“\{‘
e /‘S@‘;\\\}
o /.\’

¥

o Cache size and replacement policy

Ay
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“»”"  Performance of Various Levels of Storage

Level 1 2 3 4 5

Name registers cache main memory solid state disk magnetic disk

Typical size <1KB < 16MB < 64GB <1TB <10TB

Implementation custom memory | on-chip or CMOS SRAM flash memory magnetic disk

technology with multiple off-chip

ports CMOS CMOS SRAM

Access time {ns) 0.25-05 05-25 80- 250 25,000 - 50,000 5,000,000

Bandwidth (MB/sec) | 20,000 - 100,000 |5,000- 10,000 |1,000-5,000 500 20-150

Managed by compiler hardware operating system | operating system | operating system

Backed by cache main memory | disk disk disk or tape
Operating System Concepts - 8" Edition 1.37 Silberschatz, Galvin and Gagn; ©2(;0§
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‘““?{i"..’ Migration of Integer A from Disk to Register

e Multitasking environments must be careful to use most
recent value, no matter where it is stored in the storage
hierarchy

magnetic main hardware
disk memory ' register

Multiprocessor environment must provide cache
coherency in hardware such that all CPUs have the most
recent value in their cache

e Distributed environment situation even more complex
o Several copies of a datum can exist

Operating System Concepts - 8" Edition 1.38 Silberschatz, Galvin and Gagne ©2009
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“»”" Direct Memory Access Structure

e Used for high-speed I/O devices able to transmit
information at close to memory speeds

o Good example: tape, disk
» Bad example: keyboard

e Device controller transfers blocks of data from buffer
storage directly to main memory without CPU
Intervention

e Only one interrupt is generated per block, rather than the
one interrupt per byte

Y :f % \‘%
" <
‘/l ‘i ¥ A
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Operating System Structure

e Multiprogramming needed for efficiency

as long as at least one job needs to execute, the CPU is never idle...

Single user cannot keep CPU and I/O devices busy at all
times

Multiprogramming organizes jobs (code and data) so CPU
always has one to execute

A subset of total jobs in system is kept in memory
One job selected and run via job scheduling

When it has to wait (for I/O for example), OS switches to
another job

4 Unlike sitting idle in a non-multiprogrammed system
The idea is common in other life situations (e.g., lawyers)

S \v.( \\\‘%
S ‘/‘%;\«5;\*),
A A%
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/"‘?%"’ Memory Layout for Multiprogrammed System

512M

Operating System Concepts - 8" Edition

operating system

job 1

job 2

job 3

job 4

1.41
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La~‘-*fg$"'3’?()perating System Structure (Cont.)

e Timesharing (multitasking) is logical extension in
which CPU switches jobs so frequently that users can
interact with each job while it is running, creating
interactive computing

o Response time should be < 1 second

o Each user has at least one program executing in
memory [Jprocess

o |If several jobs ready to run at the same time [
CPU scheduling

o |f processes don'’t fit in memory, swapping moves
them in and out to run

o Virtual memory allows execution of processes not
completely in memory

5 ‘H‘\‘)
- '/‘%é\pd
o /‘l‘%‘v’"
A x >
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%r’ Operatin g -System Operations

e Handle flow problems:
o Software error or request creates exception or trap
4 Division by zero, request for operating system service

o Other process problems include infinite loop, processes
modifying each other or the operating system

o Example: in MS-Dos, originally written for Intel 8088:

4 a user program can wipe out the operating system by writing
over it with data
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“»”/  Transition from User to Kernel Mode

B\

e Dual-mode operation allows OS to protect itself and other system
components

e User mode and kernel mode
o Mode bit provided by hardware

4 Provides ability to distinguish when system is running user
code or kernel code

4 Some instructions designated as privileged, only executable
in kernel mode

4 System call changes mode to kernel, return from call resets it

to user
user process
user mode
user process executing ——{ calls system call return from system call (mode bit = 1)
\ 7
LY 7
\ 7
K | trap return
L mode bit=0 mode bit = 1

kernel mode .}’ ‘3

execute system call (mode bit =

e ©2009

Operating




! Example

e Which of the following instructions should be privileged?
b. Read the clock.
c. Clear memory.
d. Issue a trap instruction.
e. Turn off interrupts.
f. Modify entries in device-status table.
g. Switch from user to kernel mode.
h. Access I/O device.

oAt H‘\\
4 > z "‘“«\\%
P ,,)\v»\_(
EAs APX 1
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Example

e Which of the following instructions should be privileged?
b. Read the clock.
c. Clear memory.
d. Issue a trap instruction.
e. Turn off interrupts.
f. Modify entries in device-status table.
g. Switch from user to kernel mode.
h. Access I/O device.

\
AL
g\l
e
N
09
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37 Process Management

e Process and Program:
o A process is a program in execution

o Program is a passive entity, process is an
active entity.

D'7UN7 NIn 7y D'aRwn 7277 11X (process) 1'7nnn e
X1 NNAIVY NN'YNN DX

© CPU, memory, |/O, files (received upon creation and along execution)

o Initialization data (e.g., a process for presenting the status
of a file)

noyn 7y (terminate) miro? y'an 1'7nnin TWUKD e
(reusable aion) n'axkwnn 75 "qIo'r"7 AIRT? n7Y9nN

5 o

e '/‘%jsw\:‘w
54 /‘{gv""
A 43 i
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%"‘ Process Management

e Single-threaded process has one program

counter specifying location of next instruction to
execute

o Process executes instructions sequentially, one at
a time, until completion

e Multi-threaded process has one program counter per
thread

e Typically system has many processes, some user,
some operating system running concurrently on one
or more CPUs

o Concurrency by multiplexing the CPUs among the
processes / threads
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“»”" Process Management Activities
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D'70n 7w (delete) nanin/np'nni (create) Ny e
(user and system processes) noyn/unnwn

D'2'70N 7w (resume) NI7'wo? nartnnl (suspend) n'nwun e
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process synchronization e

process communication e
deadlock handling e
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v al Protection and Security

e Protection - any mechanism for controlling access of
processes or users to resources defined by the OS

e Security — defense of the system against internal and external
attacks

o Huge range, including denial-of-service, worms, viruses,
identity theft, theft of service

e Systems generally first distinguish among users, to determine
who can do what

o User identities (user IDs, security IDs) include name and
associated number, one per user

o User ID then associated with all files, processes of that user
to determine access control

o Group identifier (group ID) allows set of users to be defined
and controls managed, then also associated with each
process, file
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el Computing Environments

e Traditional computer
o Blurring over time
o Office environment

4 PCs connected to a network, terminals attached to
mainframe or minicomputers providing batch and
timesharing

4 Now portals allowing networked and remote
systems access to same resources

o Home networks
4 Used to be single system, then modems
4 Now firewalled, networked
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37’ Computing Environments (Cont)

H

e Client-Server Computing
o Dumb terminals supplanted by smart PCs

 Many systems now servers, responding to requests generated by
clients
4 Compute-server provides an interface to client to request
services (i.e. database)

4 File-server provides interface for clients to store and retrieve
files

client client client " client

network

server




55 Peer-to-Peer Computing

e Another model of distributed system

e P2P does not distinguish clients and servers
o Instead all nodes are considered peers
o May each act as client, server or both
o Node must join P2P network

4 Registers its service with central lookup service on
network, or

4 Broadcast request for service and respond to
requests for service via discovery protocol

o Examples include Napster and Gnutella
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“$¥” Open-Source Operating Systems

e Operating systems made available in source-code
format rather than just binary closed-source

e Counter to the copy protection and Digital Rights
Management (DRM) movement

e Started by Free Software Foundation (FSF), which has
“copyleft” GNU Public License (GPL)

e Examples include GNU/Linux, BSD UNIX (including core
of Mac OS X), and Sun Solaris
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““%%" Answers from Last Year’s Exam

(nim7 4) 1 09w

|n .control program n2a 0'XiN DNX resource allocatorn7uosnn N>wna o'RNn v
- NWNWN X' N2 nnalTi resource allocator -2 n72vonn NV NNV N2 NNX NNAIT

.conftrol program
11 porT Ry N T nxypen ,CPU nxypn resource allocation— nawwn

AWNND 101 X7 WIN'WI NIXAY NVIN7 N'IONN 7w n¥na nu'2w — Control program
(VO = v nuw system calls o IoX IrK? nwa wn?)
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o Video

e Direct memory access
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End of Chapter 1
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